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ACMO-rpaduyeckunii pegaktop MnaBa 1. O6Wwme NonoXeHUs

1. O6wMme nonoXXeHns

KpoccnnatpopmeHHOe WHCTpyMeHTanbHOe CpeacTBo Ana pa3pabotkm rpadumueckmx
cxem «ACMO-rpaduuecknin pegaktop»® (CBUAETENBCTBO O rOCYAapCTBEHHOW perncrpaumm
nporpammbl ana 3BM N2 2010612206, panee no tekcty «ACMO-rpaduueckmin pesaktop»)
ABNAETCSA YACTbIO VHCTPYMEHTaIbHOM naatdpopMbl «<ACMO-KoHdUrypatop»® ',

Bcto Heobxoammyto MHPOPMaLMIO O NPOrpaMMHOM MPOAYKTE MOXHO HaWTh Ha Beb-
cante https://www.asmograf.ru. Ckauatb Npuio>XKeHne MOXHO OCTaBUB 3asABKY Ha canTte (B
3TOM C/lyyae Bbl MONYUYNTE CChIIKY Ha CTPaHULLY CKayMBaHWA Ha CBOW 3/1eKTPOHHbIN afpec) Nau
CBA3aBLUNCb C HAMKU No nouTe asmo@inform.ivanovo.ru. Bce HeobxoamMble ans yCTaHOBKM
KOMMOHEHTbI NpeacTaBieHbl B pa3gene <[IpodeccuoHaneHas eepcus> Ha CTpaHULe
CKayuMBaHMA.

«ACMO-rpadpuyeckmnin pesaktop» BbIMyCKaeTCA B HECKObKMX BapuaHTax: NepcoHabHas
M npodeccmoHanbHas Bepcuwn, a Takxke 6ecnnatHoe npuaoxeHne «[POCMOTPLUNK-
KOHBepTep».

MpocmoTpLMK-KOHBEpPTEpP peannsyeT cnesyrolme OCHOBHble QYHKLNN:

® MPOCMOTP W KOHBepTauus rpadumyecknx cxem B popmatax Visio (*.vsdx, *.vsdm, *.vsd)
n «ACMO-rpaduuecknin pepakTop» (*.aves, *.avtml) 6e3 BO3MOXHOCTM WX
peAakTMpoBaHus;

e npocmoTp 6bubanotek B Popmatax Visio (*.vssx, *.vssm) n «ACMO-rpadpmueckmi
pepakTop» (*.avelib) 6e3 BO3MOXHOCTM X peaakTMpoBaHuS;

e 3Kkcnopt cxeM B dopmatbl Visio (*.vsdx, *.vsd?), «ACMO-rpaduueckmii pegaktop»
(*.aves), AutoCAD (*.dxf), Mapinfo (*.mif n *.mid), *.svg, *.pdf, *.png;

e neuyatb rpadryUecKmX CXeM N YepTexen co BCceMy HeoHXOAMMbIMUM HACTPOMKaMU;

® MOWUCK OHBEKTOB Ha cxeMax 1 B bubanorekax;

® ynpaBJ/ieHNe BUAMMOCTbIO CIOEB CXEM;

e MacwTabrpoBaHMe CXEM.

MepcoHanbHaa Bepcua npegocTaBnser GyHKUMM  «[TpocMOTpLUMKa-KOHBEPTEPa»,
BbIMOJIHEHA NO dann-cepBepHON apxmTekType W AOMOAHUTENbHO peannsyeT caeayrome
BO3MOXXHOCTH:

e CO34aHve N pefakTMpoBaHMe rpadpuryeckmnx cxem;

e Co3aaHMe BUBANOTEK 3NEMEHTOB CXeM (MPUMUTUBOB);

e MNopT cxem B popmatax pamnos MS Visio (*.vsdx, *.vsd, *.vsdm), AutoCAD (*.dwg,
*dxf), pactpoBbix dopmatax (*.bmp, *.gif, *jpeg, *jpg, *.png, *.ico) n dopmartax
Windows (*.wmf, *.emf);

e MNopT 6ubamotek Visio (*.vssx, *.vssm, *.vss);

e XpaHeHue cxem n bubnanotek B parnax.

' WNHcTpymeHTanbHas naatdopma aBTOMATM3MPOBAHHOW CUCTEMbI MOHUTOPWHra 06bekToB ACMO®

(pernctpaumorHbin N2 2010610319) npepacraBnseT cobon CPeacTBO AN CO3[aHUA MPUKNAAHBIX PELIeHUI Mo
aBTOMaTM3aLMM  MPON3BOACTBEHHO-XO3ANCTBEHHON  AEATENbHOCTU  MPEeANPUATAA  PasanuUHbIX  OTpacien
NPOMbILLNEHHOCTH, pa3paboTtumk — AO «MHPopmaTrka», r. iBaHOBO.

2 Ina noasep>kkv sKkcropta B popmart *.vsd Tpebyetcs Haamume 0KaabHO YCTAaHOBAEHHOTO MPUAOXKEHMWA
MS Visio nan cooteetcTBytowas Hactporika ACMO-MUKPOCEPBNC KOHBEPTUPOBAHMSI.
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MpodgeccmoHanbHaa Bepcns GYHKLMOHMPYET TOAbKO B COCTaBe WHCTPYMEHTasbHOW
nnatpopmbl  «<ACMO-koHOUrypaTtop» W BbINOJAHEHA MO TPEXYPOBHEBOW apXuUTEKType:
knueHm — cepgep npunoxeHul — CYB/]. JInueH3na nepcoHanbHOW BepcuMM MPOrpamMmbl He
NOAXOANT AN NPOodecCMOHaNbHOW BEPCUN peaakTopa.

MpodeccmoHanbHasn Bepcysa NpegocTaBaseT GyHKLMM NepCcoOHaNbHON U AOMONHUTENBHO
peanusyet ciesyroLine BO3MOXHOCTH:

e MHOrOMOAb30BaTENbCKUIA PEXUM PaboThbl;

e COBMecCTHasa paboTa Haj cxeMamu — OHOBPEMEHHOE pefakTMPOBaHNE OLHOW CXEMbI

HECKONbKMMW NOAb30BaTENAMY;

® ayAWUT N3MEHEHWNM CXEM;

e XpaHeHue cxeM 1 bubanotek B H6aze JaHHbIX.

e HacTpoMKa npaB AOCTyrna NoJib3oBaTeneu, Poien n NnoapasaeneHunii;

e XpaHeHWe cxeM 1 BnbanoTek B pacrnpeseneHHoM 6ase faHHbIX, HACTPOMKa MeXaHn3Ma

penankauunm;

® MpuBA3Ka 31EMEHTOB CxeM K 0bbekTaM Ha3bl AaHHbIX, OTOOPaXKeHne AaHHbIX Ha CXeme,

nepexoabl K CXeMaM W AaHHbIM;

e (dopMMpOBaHME TOMONOTUN COEAVHEHNI rpadNUecKmX SNEMEHTOB;

® Be/leHVe BEepPCUIN CXeM, COracoBaHme CXeM;

e cpeacTtBa pa3paboTkm — pesakTop GOPM, OTYETOB, 3aMpPOCOB, BCTPOEHHbIA A3bIK

JavaScript.

B 3TOM pykoBOACTBE OMUCHIBAETCA MPOLLECC YCTaHOBKW MPOPeCccMoHanbHON Bepcum
npunoxernna «ACMO-rpaduyecknin pegaktop». Buaeoypokm no ycTaHOBKe 3TOW Bepcuu
MO>HO MPOCMOTPETb Ha Halmx KaHanax Ha RuTube 1 YouTube.

B coctaB 3aTOM Bepcumn BXOAAT CAeAyroLLMe KOMMOHEHTbI:

1. CepBepHas yacTb:

® MeHeJXep areHTos;

® areHT;

e 0a3a AaHHbIX.

2. KnneHTtckas vacTb:

KANEHTbI;

* YTUAWTA a4MUHUCTPUPOBAHMSA.

MeHep)xep areHTOB — 3TO MporpamMma, npefHasHayeHHasa ANA KOHTPOAA 3anycka U
OCTaHOBKW areHToB, 6anaHCMPOBKM Harpy3kuM Ha HWUX, OTNPaBKM TeneMeTpun U peanmnsaumu
APYrnx QYHKLUMNA.

AreHT — 3TO cepBep NPUAOXEHUN, KOTOPbIN OobpabaTtbiBaeT 3anpocCbl OT KJANEHTCKOW
yactu n B3anmogencreyet ¢ CYB/l, obcnyxmBatowen 6asy ¢ aepeBoOM MeTafaHHbIX.

Ba3a gaHHbIX — 3TO efnHaA 6a3a AaHHbIX, B KOTOPOW XPaHATCA BCe MOJb30BaTebCKMne
bopMbl, 3anpockl, OT4YETbl, CKPUMTbI W T.A. B BUAE WEpPapXMUYeCcKOW CTPYKTypbl (sepeBo
MeTagaHHbIX) B popmate PostgreSQL.

KnneHTckas 4acTb npeAcTaBNeHa HECKONbKMMW BapuaHTaMu KJAWEHTOB W YTUAUTOW
aAMVHUCTPMpPOBaHUA. B KauecTBe OCHOBHOIO KAneHTa Aa paboTbl C CUCTEMOW MCMONb3yeTCA
KpoccnaaTGOPMEHHbIA KAMEHT Bepcum 6.X (34ecb M Janee MO TeKCTYy — KAMEHT). Takxke
npesycMoTpeHa 6pay3sepHas Bepcua 3TOro kaveHTa (Beb-knmeHT). [Ana KoppekTHoM paboThbl
Hpay3epHOM Bepcun KJMeHTa AOCTaTOYHO TONbKO Hpay3epa, HO A1A MOoAAEpPXKM HEKOTOPbIX
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byHKUMKW, Hanpumep, ansa paboTtbl ¢ bydepom obMeHa, MOXHO YyCTaHOBUTb HeobA3aTenbHoe
pacwmpeHmne AsmoWebHelper.

Knnent gns OC Windows Bepcun 5.x No3BoASET OCYLLECTBAATL 3aMyCK NOJNb30BaTENbCKNX
dbopm, OTUeTOB, CKPUMTOB W T.4, a TakkKe OCYyLWeCTBAATb HeKoTopble  GyHKUUK
aAMUHNCTPUPOBaHNA. Kpome Toro, 3TOT KANEHT ABNAETCA CPEACTBOM AN pa3paboTku.

Mo ymonyaHuto B npodeccroHanbHOM BepCumM pesakTopa HacTPOEHb! iBa NOb30BaTENS:
prof — psgoBoi nonb3oBaTeNb, CNOCOOHbLIA CO3jaBaTb CXeMbl, BUOGANOTEKK, WABNOHbI U
NpoBOAUTb onepaummn Hag HumK, profadmin — nonb3oBatens, 061a4ar0LWMIA BO3SMOXHOCTAMM
PAAOBOrO MOJ/b30BaTeNA U PaCLUMPEHHbIMW NpPaBaMn aAMUHNCTPATOpa, CNOCobeH co3aaBaTb
N pefakTMpPOBaTb YYETHble 3amucu MOJib30BaTesen, HacTpamBaTb >XYpPHasbl, PEnanKaLuio,
pOJIY, a TakxKe 3arpy>atb 06HOBNeHMA. BBOA naponen ans 3TMx nosib3oBaTtenen He TpebyeTcs.

Ytnnuta agmuHuctpupoBaHua (sanee — AM Console) saBnsetcs 4acTbiO KJIMEHTCKOM
OCHacTKN naatbopmbl 1 NO3BOAAET agMUHUCTPATOPY ObICTPO M 1erkKO BbINOAHATL QYHKLMM
yrnpaBAeHUs, KOHTPOAS, MOUCKA MPUUMH HEMoNafoK B paboTe areHToB M aHanu3a paboTbl
CcepBepHOM uYactn. Ytuauta agMuHuctpmposaHus AM Console paboTaeT TOAbKO NoOZ4
ynpasaeHnem OC Windows. KoH)UryprpoBaHue cucTeMbl MOXET OCYLLLECTBAATLCA BPYUYHYHO
6e3 ncnonb3oBaHWA yTUAUTbI agMuHncTpuposanns AM Console.

YcraHoBKka naatGOpMbl OCYLLLECTBASETCA B HECKOIbKO 3TarnoB.:

. YcTaHOBKa cepBEPHON YacTu.

. YcTaHOBKa YyTUAUTBI aAMUHUCTPUPOBAHMS.

. BocctaHoBAeHMe 6a3bl AaHHbIX U3 gamna.

. KoHdurypurpoBaHue areHTa, MeHe kepa areHTOB U NOAKAKOUYEHNS K 6a3e faHHbIX.
. YcTaHOBKa areHTa C NOMOLLbHO YTUANUTBI aAMUHUCTPUPOBAHNA UAN BPYUHYHO.

. YcTaHOBKa KJAMEHTCKOW YacTu.

. Pernctpaumsa nporpammbl nytemM pasmelteHns dania NMLeH3NN Ha cepBepe.

[anee npuBoanTCcA noapobHOE nolaroBoe OMuWcaHWe mnpoLecca YCTaHOBKA B
OC Windows 1 B OC Linux.

~NOoO Ul WN =
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ACMO-rpaduyecknii pepaktop lnaBa 2. TpeboBaHWs K MPOrpaMMHOMY M TeXHUYECKOMY obecrneyveHmnto

2. Tpe6oBaHMA K NporpaMMHOMY M TeXHUUECKOMY
obecneueHmio

TpeboBaHuMs K NporpaMMHOMY obecrneyeHunto:
1. CYB/A, — PostgreSQL 9.6 nnn 6onee noszgHen Bepcum.
2. CepBep MK — Astra Linux, ALT Linux, ROSA Linux, PEJ, OC Linux, AlterOS, Debian 9 nau
6onee nosgHen sepcum, Windows Server 2012 nan 6onee no3aHen Bepcun.
. Knnent Bepcun 5.x — Windows 7 nan 6onee nosgHen sepcmm.
4. KnneHt Bepcum 6.x — Astra Linux, ALT Linux, ROSA Linux, PEA OC Linux, Debian 9 nau
6onee nosaHen Bepcum, Windows 7 nan 6onee nossgHen Bepcum.
5. bpay3ep ana 6pay3sepHon Bepcun — AHaekc.bpayzep, Google Chrome, Mozilla Firefox
(B Apyrunx bpay3epax koppekTHasa paboTa He rapaHTUpyeTcs).
[na paboTbl MeHeaXepa areHTOB AOMNOJAHNTENbHO MOXET NoTpeboBaThCA ycTaHOBUTL JRE
(Java Runtime Environment) Bepcun He Hwxe 11. Hanpurmep, MOXHO 1cnoab3oBaTe NPO6HYHO
BEPCMIO OTEUECTBEHHOW cpeapbl pa3paboTku M UCNosHeHMs Axiom?, koTopas AoCTynHa Ans
ckaumBaHms no ccoiike https://axiomjdk.ru/pages/downloads/. Takxe cywecTBytoT
HecnnaTHble afbTePHATMBDI.
TpeboBaHUsA K TexHMYeCKOMy obecrneyeHuto:
1. Cepsep CYB/:
e pOLECcCcop C TaKTOBOW YacToTon He MeHee 1 T (pekomeHayeTca 2 [Tu v Bbiwe);
e onepaTnBHasA NamATb He MeHee 8 6 (pekomeHayeTca 32 6 v Bblwwe);
e cucteMa xpaHeHus — 500 I6.
2. CepBep NpUAOKEHNI:
NpoLLeccop C TakTOBOW YactoTon He MeHee 1 Ty, (pekomeHayetca 2 [T v Bbiwe);
e onepaTuBHasA NamATb He MeHee 8 6 (pekomeHayeTca 32 6 v Bblwwe);
e 200 M6 cBObOAHOrO MeCTa Ha XXECTKOM AUCKe AN YCTaHOBKM.
3. Pabouwne ctaHuumu:
NpoLLeccop C TakTOBOW YactoTon He MeHee 1 Ty, (pekomeHayetca 2 [T v Bbiwe);
e onepaTuBHasA NamATb He MeHee 2 6 (pekomeHayeTca 4 [6 1 BbiLe);
e 400 M6 cBObOAHOrO MecTa Ha XXEeCTKOM AMCKe AN YCTaHOBKY;
e BUMAeOKapTa ¢ noaaep>xkon OpenGL.
B HekoTOpbIX Cyyasx MOXeT BO3HMKaTb owmnbka «OpenGL init error». OHa yka3biBaeT Ha
TO, UTO BUAeokapTa He noasaepxxmBaetr OpenGL. O6bIYHO 3TO NPOUCXOANT NOCNE «YUCTOU»
YCTaHOBKM OMepaLMOHHON CUCTEMbI, Ha KOTOPYH elle He YCTaHOBAEeHbl JApanBepa OT
npoussoauTtenen, ambo npu pabote Ha BupTyasbHOW MawuHe. B nwobom cayudae
peKkoMeHAyeTCs yCTaHOBUTb/OBHOBUTL ApanBepa BMAEOKapTbl. BHe 3aBMCMMOCTM OT TOrO,
ncnosnb3yetrca nu BCTpoeHHas rpaduvka Intel/AMD wanm puckpetHas kapta AMD/Nvidia,
HeobXxoAMMO cKayaTb JpaviBep C calTa nNpousBoauTens. [na BMPTyaslbHbIX OKPY>XEHWUN
HeobxoAnMO BKAOUMNTL 3D-ycKOopeHme 1, BO3MOXHO, TakxXe YCTaHOBUTb ApariBepa.

w

3 Axiom JDK — oTeyecTBeHHas afbTepHaTMBA MHCTPYMEHTA/bHBIM CPEACTBAM Pa3paboTKu MPUAOXKEHWIA Ha
Java™.
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2.1. KonTponb uenocrHocru panos

KOHTpO/Ib LLenocTHOCT GariaoB OCYLLECTBASETCA NOCPEACTBOM NPOBEPKN KOHTPOIbHbIX
CyMM MNpu 3anycke npuaoxeHus. NepeyueHb GannoB 1 COOTBETCTBYHOLLMX KOHTPOJIbHbIX CYMM
copgepxmtca B dannax ¢ pacwmpenmamm winxx (8 OC Windows, xx — 3TO pa3psgHOCTb
KOMNoHeHTa, 64 wvan 32) nam x64 (B OC Linux), KOTOpble BXOAAT B KOMMIEKT MOCTaBKM
COOTBETCTBYHOLMX KOMMOHEHTOB WM KOMMPYHOTCA B KaTa/lor YCTaHOBKM B MpoLecce
yCTaHOBKW. B cnyuyae HeCOOTBETCTBUS KOHTPOJbHBIX CYMM MW OTCYTCTBMA 3TUX GaniNoB npu
3anycke NpUAOXKeHWA NoaBMTCAa cooblieHne 06 owmnbke:

PucyHok 2-1. CoobweHue 06 owiubke npu HecognadeHuuU KOHMPOIbHbIX CyMM

Owmbka *

o HapyweHue uenocTHOCTH Npunoxekns, OBHoBMTe KNueHT!

‘ehdistrire\657 T\asmo-rewini2”: He yaaeTcs HaiTy ykasaHHbii ain

.g

3HayeHma KOHTPOJIbHbIX cyMM (SHA-256) npeactaBneHbl Ha CTpaHuLe CKavyvBaHUA
«ACMO-rpaduuecknin pegaktop». [Ans onpeaeneHns KOHTPOJAbHOM CyMMbl daina MOXHO
MCNONb30BaTb YTUAWUTY certutil WAW CTOPOHHMWE CPeAcTBa, Hanpwumep apxusatop 7-Zip.
Hanpumep, ans onpeseneHns KOHTPOJbHOW CyMMbl BBEAUTE B KOMaHAHOW CTPOKE KOMaHAy
certutil -hashfile asmo-re.exe SHA256 (gna OC Windows). B OC Linux gna pacueta
KOHTPOAbHOW CyMMbl daina (Hanpumep, asmo-re) MOXHO BbIMOAHUTb KOMaHAY sha256sum
asmo-re B TEPMUHANE.

PucyHok 2-2. Peaynbmam pacyema koHmposeHol cymmel gpalina asmo-re.exe

EBNOSIHEHAE .

2.2. O6ecneueHue nnpopmayMoHHOM 6esonacHoOCTH

MNoa obecneueHvem nHbopmaLMoHHOM Be3onacHOCTM NoHMMaeTcs Habop npoueayp v
WHCTPYMEHTOB, KOTOpble 0b6ecneymMBardT BCECTOPOHHIOK  3alUNUTY KOHPUAEHLMANbHOW
KOprnopaTMBHOW MHPOPMaLMK OT HEMPABWIbHOIO MCMOAb30BaHWA, HECAHKLMOHUPOBAHHOIO
[OCTYNa, UCKaXXEHUA UAN YHUUTOXEHMA.

K ocHOBHbIM TpeboBaHusM no obecneyeHnto wnHGOpMaLMOHHON 6e3onacHOCTH
OTHOCATCS, MOMMMO NPOYMX, CAeAyHoLME:

1. CBOeBpeMeHHOe OOHOBAEHME OMepPauVNOHHOW CUCTEMbI U MPUIOXEHWUNA, YCTaHOBKA
MCNpaBieHU U OOBHOBAEHWNI, YCTPaAHAKLLNX W3BECTHble ya3BuMMOCTU. CobatoaeHme
pekoMeHzauu no obecrneyeHUto 6€30MacHOCTM MPOU3BOAUTENA OMepaLOHHOM
cuctemMbl.  VIHpopmaums o BbigBaseMbix  ya3BuMoOcCTAXx  «ACMO-rpaduueckui
peaakTop» M HOBble BEPCUWN MPUAOXKEHUA ANA OOHOBAEHWUA NybankytoTcs Ha Beb-
cante AO «VIHpopmaTuka».
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ACMO-rpaduyecknii pepaktop lnaBa 2. TpeboBaHWs K MPOrpaMMHOMY U TeXHWYEeCKOMY obecrneyveHunto

2.

Kpuntorpadumueckasa 3awmta KoHbuaeHumanbHOW uvHGopMauuun. [ns  3auThbl
PEKOMEHAYETCA WCMOAb30BaTb HaAEXHble Mapoau AJMHOW He MeHee 8 CMMBOJIOB
(coaep>aT 3arnaBHble, CTPO4YHble OykBbl, UMPbI M CheuuasbHble CUMBOJbI, He
coZep>KaT OYEBUAHbBIX U NerkmMx ana nogbopa BbipaxkeHu). [Mapoan pekomeHayeTcs
perynspHoO MeHATb. HMKOMY He coobliante v He OTNpaBAfWTe CBOM NMapoiv U He
XpaHuTe X B AOCTynHOM Buge. B «<ACMO-rpaduuecknin pegaktop» obecrneunsaerca
3alMTa NaponemM JAOKyMeHTa CXeMbl W OTAEe/bHbIX ee CTPaHWUL, C BO3MOXHOCTbHO
3anpeTa NpocMoTpa 1 pefakTMPOBaHNA C UCMOIb30BaHMeM aaroputma AES-256.

. CBOEBpeMEHHOE pe3epBHOE KOMMPOBaHWE AaHHbIX. [ns 3awmTbl cxeM 1 GannoB B

«ACMO-rpadunyecknin peaakTop» pekOMeHAYeTCs peryasapHO BbIMOAHATb pe3epBHOE
KOMMpOBaHWe, B TOM Yncae C MPUMEHEHVEM aBTOMAaTU3NPOBAHHbIX CPEACTB.

. BegeHuve xypHanos u ayaut. B <ACMO-rpadunuecknin pesaktop» OCHOBHble COObITUS,

B TOM u4MCiAe CBA3aHHble C 3anyCckOM W 3aKPbITUEM MPUIOXKEHWNS, OTKPbITUEM,
MMMOPTOM, 3KCMOPTOM, COXPaHEHWEeM, 3alUMTON MaposeM M MeyaTbio JOKYMEHTOB,
COXPaHAIOTCA B cneayrowmnx Gannax xypHanos:

XypHanbl KaneHTa — asmo-re.log, asmo-re.err B KaTanore yCTaHOBKM KaneHTa (no
ymonuvaHuto C:\asmol\thinclient) B8 OC Windows wan B nanke .cache/asmo-re B
OC Linux;

XypHanbl cepBepa npuaoxeHun — am.log, am.err B nanke log katanore ycTaHOBKM
MeHeaXepa areHtoB (no ymonudaHuto C\asmo\server\log B OC Windows wuau
/opt/asmo/server/log B OC Linux);

XXypHanbl OTAE/NbHbIX areHToB — aunabl C pacwmpeHuamn log v err B nankax ¢
MMeHaMK, COOTBETCTBYHOLLMMW MMEHaM areHToB, B nanke log katanore yCTaHOBKM
MeHeaXepa areHtoB (no ymondaHuto C:\asmo\server\log B OC Windows wuau
/opt/asmo/server/log B OC Linux).

. KoHTpoAb LenoctHocT GpannoB B LefAxX OTCAEXMBAHNUA U3BMEHEHNIN N MOBPEXAEHWI B

HUX. B «<ACMO-rpaduruecknin pegaktop» KOHTPO/b LLeNOCTHOCTU peannsyercs 3a cuet
NPOBEPKN KOHTPOJbHbIX CyMM (KOHTposib LiesiocTtHOCTU haiisioB).

. lcnonb3oBaHne Ana  3anTtbl MMUEH3NOHHOTO aHTUMBUPYCHOIO NporpamMmmMmHOro

obecneyeHns 1 MeXCeTeBbIX 3KPaHOB. PerynspHoe ckaHWpoOBaHME Ha Haauuune
yA3BUMOCTEMN.

. ObecneueHune 3aLnUTbI OT yTeUuek MHPOpMaLUK.
.3alnTa  JaHHbIX, MepefaBaeMblX MO MNPOBOAHbIM U  OECnPOBOAHLIM  CETAM.

r]pI/IMeHeHI/Ie 6e3onacHbIX KOMMYHUKaUMNOHHBIX MPOTOKOJIOB.

. MpuMeHeHre undpoBbIX nognucert U cepTudrKaToB ANd MPOBEPKU MOAJIMHHOCTU

dannos.

10. lpuMeHeHe  NpPouYMX  OPraHU3auMOHHbIX,  TEXHUYEeCcKuX,  OU3NYeCcKnXx wn

TEXHOJIOrM4eCckmnx Mep rno obecneyeHnto 6e30MacHOCTM.
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3. HacTpoeHHble N0 YMOJIUaHUIO NOJIb30BaTeNun

[nsa paboTbl ¢ npumepoM npodeccroHanbHon Bepcnmn «<ACMO-rpaduryecknin pegaktop»
HaCTPOEHbl MO/Ib30BATENN MO YMONYAHMIO:

e prof — psgoBoi Noab3oBaTeNb, CNOCOOHbIN CO34aBaTh CXeMbl, BUBAMOTEKN, LABOHBI

M NPOBOANUTbL OMepaLnn Haj HUMK;

e profadmin — nosb3oBatenb, ob6aa4atOWMIM BO3IMOXKHOCTAMWN PALOBOrO NoJb30BaTENS
M paclUIMpeHHbIMM NpaBaMu aAMUHUCTPATOPa, CnocobeH co3aaBaTb U PesaKTMPOBaTh
nonb3oBaTenen, HacTpaMBaTb >XypHaibl, Penavkauuto, poan, a Takxke 3arpyxaTtb
o6bHOBNEHMA.

Utobbl MOAKNOUMTBCA K HACTPOEHHOW CUCTeMe, 3anyCTUTe YCTaHOB/EHHbIN KAWEHT
BBeAMTE MMSA NONb30BaTeNA B Ma/I0OTOBOM OKHE BXOZa, YKaXkuTe agpec cepaepa v 6a3y AaHHbIX
ANA NOAKNHOYEHUA U HaxXmmuTe KHonky <OK>. Ecan HacTpoeHa nHTterpaumsa ¢ Active Directory,
ANS BXOZa C MCMOJ/Ib30BaHWEM YYETHOW 3anucu Tekyliero nosb3oBatens OC nocpeacTsom
MexaHu3ma ayteHTnbumkaumm AD Heobxoammo HaxaTb knasuwmn CTRL + W. Takxke MOXHO
3aZaTb MapaMeTpbl 3amnycka KJAMEHTCKOrO MPUAOXEHMSA, MO3BOJANOLINE MOAKAOYATHCA K
cucteme 6e3 BBOAa yyeTHbIX gaHHbIX (MHTerpaumsa c Active Directory).

[na noakArOUEeHNs C NOMOLLbIO BEO-K/IMeHTa HEOHXOANMMO BBECTM ajpec cepBepa 1 NopT,
MO KOTOPOMY OCyLLEeCTBAAETCA JOCTyn K Ha3e, B agpecHyro CTpOKy bpay3epa 1 3aTeM ykasaTtb
MMS 1 Napoab Noab3oBaTens. BBog napons Ana HaCTPOEHHbIX MO YMOAYaHWIO NOJ/Ib30BaTeNEN
He TpebyeTcs.
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4. YcranoBka B OC Windows

YcrtaHoBka naatdopmMbl OCYyLLECTBAAETCA NOCAe0BaTeIbHO B HECKONbKO 3Tanos.:
1. YcTaHOBUTE CepBepHYHO YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. YcTtaHoBUTE YyTUANTY aAMUHUCTPUPOBaAHNSA (YcTraHoBKa YTUAUTDI
AAMUHUCTPUPOBAHUA).

3. BocctaHoBMTe 6a3y JaHHbIX M3 pgavna (BocctaHoBneHue 6asbl  AaHHbIX B
OC Windows).

4. HacTponTe areHT, MeHej)Kep areHToB M MNOAKAYeHMs K 6ase faHHbIx (rnaea 11
«KoHdurypupoBaHume areHTa U MeHeA)kepa areHToB»). 06s3aTeNIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUAUTbLI aAMUHUCTPUPOBaHNA (YCTaHOBKa areHTa).

5. YctaHOBUTE KNMEHTCKYHO YacTb (YcTaHOBKa K/MeHTa Bepcum 6.X).

6. 3apernctpupymnte nporpammy, pasmectus dann anueH3um Ha cepsepe (Peructpauus
nporpamMmbil).

4.1. YcTraHOBKa cepBepHOM HacTn

3anyctute Gann asmo-am-X.XXX.msi (X.XXX — 34eCb 1 Janee Nno TeKCTy 03Ha4vaeT HoMep
BEpCUK) 13 nanku ¢ anctpmbytmeomM. OTKpOeTCA OKHO CTaHAAPTHOW MpPOrpaMmbl YCTaHOBKM
MeHepKepa areHToB*, peann3oBaHHOro B Buge cnyx6sl Windows. Haxxmute kHonky </asee >
AN NPOAO/IKEHUA YCTaHOBKM.

PucyHok 4-1. Macmep ycmaHosku meHedxepa azeHmos (waz 1)

‘ﬁ Mporpamma ycradoekn "ACMO Menegwep arentos” — e

Bac NnpMBETCTBYET NPOrpaMMa yCTaHOBKH
ACMO MeHemKep areHToB 5.2.438

MporpaMMa YCTaHOBKM BEINONHHT YCTEHOBKY NPUNOHKEHNS
Ha Baw koMnetoTEp.

Hamure 'flanee’ Ans npodomkesa unK 'OTmeda’ ans
BbI¥0A3 W3 MPOrPaMMel YCTEHOBKM.

Beegute BpyuHyto, BbibepuTe C MNOMOLWbIO KHOMKM <0630p> wan oOCTaBbTe
npegnaraemoe no ymonyanuro (C:\asmo\server\) mecto ycTaHOBKM nporpammbl. [lyTb He
AOMKEH CoAep>KaTb Pycckne CMMBObI U Npobenbl. Haxxmute kHonky </dasee>.

4 CepBepHas yacTb COCTOUT U3 deeHMa n MeHedxepa azeHmos. AzeHm ynpasaset 6a3oi MeTafaHHbIX
OCYLLLEeCTBASET B3aVMOAENCTBME KAMEHTCKOW 4YacTi ¢ BJ. MeHedxep azeHMOo8 BbINOAHAET aAMUHUCTPATUBHbIE
ObYHKUMY, ynpaB/ss onepauusamMu @gzeHmos, CNeAUT 3a MOAKIOUYEHUSMU KIUNEHTOB U MpPYM HEOBXOAMMOCTU
3anycKaeT 3K3eMMNAAP azeHma, OTBEUAOLLMIA 33 NoAKItoUaeMyto 6a3y MeTagaHHbIX.
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PucyHok 4-2. Macmep ycmaHosku MeHedxepa azeHmos (waz 2)

ﬁ Mporpamma yeranosku "ACMO Menegwep arenTos” — *
Manka ycraHoBKK s
HawmiTe 'Janee’ yTobbl YCTAHOBMTE B NaMKY N0 YMONYaHMo nibo A
BLIbEpHTE APYTYIO NanKy

YCTEHOBWTE B: |C: \asmo'server),

Obsap...

[poBepbTe YCTaHOBOYHbIE JaHHble W HaXMuTe KHOMKy <HavYame> pana Havana
YCTaHOBKMW.

PucyHok 4-3. Macmep ycmaHosku meHedxepa azeHmos (waz 3)

*ﬁ Mporpamma yeradeekn "ACMO Menegxep arentos” — >
BCE roTOBO K YCTAaHOBKE B
HammuTe 'HaqaTe' 4Tobbl HEHaTE YCTAHOBKY A
MpunoxeH1e: ACMO Menenwep areHTos 5.2,438

Manka ycraHoeku: C:\asmo'\server)

- Ha3an OTMEHa

Haxmurte KHOMKY <lfomoeo > AN1A 3aBepLlleHna yCTaHOBKN.
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PucyHok 4-4. 3asepuwieHue ycmaHosKku

ﬁ Mporpamma ycranoekn "ACMO Menegkep arentos” — =

¥ yci p 13

Hammute ToToso' 4Tobel 38BepwKTE paboTy NporpamMMsl
YCTEHOBKH,

Mo pe3ynbTataM paboTbl MacTepa yCcTaHOBKa CEPBEPHOM YacTu rpaduyeckoro pegakropa
byaeT 3aBepLUeHa.

Ans koppekTHOM paboTbl areHTa HeobxoAuMMO 3arpy3uTb nociesHve OB6HOBAEHMA
areHToB ¢ nomoubio AM Console (YcTtaHOBKa areHTa) wiv BPYYHYHO U NMPOW3BECTU HYXXHble
HacTponku (rnaea 11 «KoHdurypupoBaHue areHTa 1 MeHeAKepa areHTOB»).

4.2. YcTaHOBKa YTU/IMTBI aAMUHUCTPUPOBAHUSA

AM Console — 310 ytuanta ana agMUHUCTPUPOBAHMA MEHeZXepa areHToB, KoTopas
NO3BO/IAET YMNPaBAATb MOAKNHOYEHUAMU K areHTam, pejaktupoBaTb Galibl HaCTPOeK,

npocMaTpuBaTh CTaTUCTUKY MOAKNOUEHUN U T. 4.
3anyctute danin asmo-amconsole-x.xxx.msi. OTKpoeTcs OKHO MpPorpamMmMbl YCTaHOBKM.

Haxmute kHonky </asiee> ana NpoAO/KEHUA YCTaHOBKMU.

PucyHok 4-5. Macmep ycmarosku AM Console (waz 1)

‘E Mporpamma ycranoekn "ACMO Koncone ynpaenenua cepee.. — *

Bac NnpHBETCTBYET NPOrpaMMa YCTAHOBKH
ACMO KoHconb ynpasneHnsa cepeepomM 5.2.438

MporpaMMa YCTEHOBKK BEINOMHWT YCTEHOBKY NPUNGHEHUA
Ha Baw komneroTep,

HamuTe | Janee’ AN NpoAom«eHUa unk 'OTMeHE' ana
BhIX0A& W3 NPOrPaMMbl YCTEHOBKM,
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Bo BTOpOoM OkHe macTepa BBeAWTe BPYYHYHO, BbibepuTe C NOMOLLBIO KHOMKK <0630p >
WAN OCTaBbTe Npegnaraemoe no ymonyvanuto (C:\asmo\admin\) mecTo ycTaHOBKM NPOrpaMmbl.
MyTb He AOMKEH coaepxkaTb PycckMe CMMBOJbI U npobenbl. He cHumanTe ¢naxok ana
YyCTaHOBKM fip/blka MporpamMmbl Ha paboyem crone. Haxmute kHonmky <Jasiee> pna
NPOAOC/IKEHNA YCTaHOBKMN.

PucyHok 4-6. Macmep ycmaHosku AM Console (wae 2)

ﬁ] Mporpamma ycradoekn "ACMO KoHcons ynpaenedus cepee. — *
MNanka ycTaHoBKK
HamuTe 'Nanee’ 4Tobbl yCTAHOBMTE B Manky No yMon4aHio nibo A
BoifepuTe Apyrylo nanky

YCTEHOBWTL B: |C:'»asmo'»,admin'|,

OBzop. ..

CoznaTe ApeK B MeHo Tiyox!

Y¥CTaHoBUTb Apnbik Ha 'Paboumia cron’

Haxxmunte kHonky <Ha4yame >, 4yTo6bl HaYaTb YCTAaHOBKY.

PucyHok 4-7. Macmep ycmaroeku AM Console (waz 3)

ﬁ] Mporpamma ycradoekn "ACMO KoHcons ynpaenesns cepee. — >
BCE roTOBO K YCTaHOBKe
HammTe 'Haqate' 4Tobbl Ha4aTe YCTaHOBKY A
MprnoseHne: ACMO KoHconb ynpasneHua cepsepoM 5, 2,438

Manka ycraHoew: C:\asmo'adminy

Mocne 3aBepleHna YCTaHOBKN Ha>XXMUTE KHOMKY <lfomoeo>.
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PucyHok 4-8. 3asepwieHue ycmaHosKku

ﬁ Mporpamma ycradoekn "ACMO KoHcone ynpaenenns cepee.. — *

YCTaHOBKA YCNew o ageplieHa

Hamite ToToso' 4Tobbl 386epwTe paboTy NporpamMMsl
YCTEHOBKM,

4.3. YcTtaHOBKa K/IMeHTa Bepcum 5.x

3anyctute dann asmo-client-5.xxx.msi. B ananoroBom okHe MmacTepa yCTaHOBKM
nocnesoBaTeNbHO BbINOJHUTE AENCTBUSA, aHANOTMYHbIE AENCTBUAM NPU YCTaHOBKE CEPBEPHON
yactn. BAXKHO! KnueHT Bepcun 5.X npefHa3HayeH TONbKO AJ1A BbIMNOJHEHUA HEKOTOPbIX
bYHKUMA aAMUHUCTPUPOBAHMA M MNCMONb30BaHNA WHCTPYMEHTOB pa3paboTku. OCHOBHbIM
knveHToM «ACMO-rpadunuecknii pesaktop» ABAAETCA KIVEHT BEPCUN 6.X.

PucyHok 4-9. Macmep ycmaHosku kaueHma sepcuu 5.x (wae 1)

ﬂ Mporpamma ycranoskw "ACMO Kanent" - bt

Bac NpMBeTCTBYET NPOrPaMMa YCTaHOBKH
ACMO Knnent 5.02.992

MporpaMMa YCTEHOBKM BbINOAHWT YCTEHOBKY MPHICHKEHMA
Ha Baw koMnboTep.

HammuTe '[lanee’ Ana npoaomxeHa unn 'OTMeHa’ ana
BLIXDOE M3 NPOrPEMMEl YCTEHOBKH,

< Hazan | Janee > | | CTMEHE |

Ykaxute nanky, B KOTOpyto OyaeT ycTaHOB/AeHa nporpamMma (MO yMOAYaHMIO
C:\asmo\client). MNyTb He AOMKEH cofepXaTb PYCCKME CUMBOJIbI U MPOGENbI:

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 16



ACMO-rpaduyecknii pepaktop

lnhaBa 4. YctaHoBka B OC Windows

PucyHok 4-10. Macmep ycmaHosku kaueHma eepcuu 5.x (waz 2)

ﬁ] Mporpamma ycradoekn "ACMO Knnedt"
MNanka ycTaHOBKH

EblfepUTe APYT YO NaNKY

HatmuTe 'anee’ 4Tobbl yCTEHOBMTE B Manky No yMon{aHmo nnbo

x

A

YCTEHOBWTb B: |C Jasmo'dient!,

Ofzop...

Co3aaTe ApNkelk B MeHko Tlyak'

¥CTaHOBUTb Apnbik Ha 'Pabouni cron’

< Hasaa

CTmeHa

HaxxmuTe kHonKy <Ha4yame >, 4Tobbl 3aMyCTUTb YCTaHOBKY KJMEHTa.

PucyHok 4-11. Macmep ycmaHosku kaueHma eepcuu 5.x (wae 3)

‘ﬁ MNporpamma ycradeekn "ACMO Kanent"

BCE roToBO K YCTAHOBKE
HammuTe 'HauaTe' YyTobkbl HEYaTE YCTAHOBKY

MpunoxeHue: ACMO KnueHT 5.02.992
Manka ycraHosri: C:\asmo'dient!,

< Hasan

X

A

OTMeHa

[Mocne 3aBepLUEHMA YCTAHOBKM HAaXMUTE KHOMKY </ omoeo>.
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PucyHok 4-12. 3agepuieHue ycmaHo8KkuU KiueHma eepcuu 5.x

ﬂ Mporpamma ycranoeku "ACMO Knnent" - X

YCTaHOBKA YCMEeWwHo 2aBeplleHa

HammTe 'ToToso' 4Tobel 3a5epwKTe paboTy nparpamMmsl
YCTAHOBKM,

Ecam 370 He 6bIN10 ceNaHO B MpoLLecce yCTaHOBKW, AN yA06CTBa 3aMycka KAMEHTa MOXHO
£06aBUTL APAbIK Ha pabounin cton. [nsa 3Toro WwenkHUTe NPaBoin KHOMKOW MbILWWN CO34aHHbIN
dann phx.exe n BbibepnTe B KOHTEKCTHOM MEHIO KOMaHAy <Omnpasume — Pabo4ull cmos
(cozdame aApaeik)>. T[locne 3anycka 3Toro darna OTKPOETCs OKHO Ans  BBOAA
NAEHTUPUKALNOHHOW MHPOPMaL K.

PucyHok 4-13. OkHo 013 88o0a udeHmugukayuoHHol uHgopmayuu

;ﬁ.j, ACMO rpadmvuecknii pegakTop %
- EEIE',CI,HTE' HMA 1 Naponk, KOTOpBIE 5Y,£I,YT
A= MAEHTHEPWLWPOBaTE Bac Kak Nonb30BaTeNA NporpaMMel

WmA nonbsoBatens  |prof

Mapons |
Cepeep localhost w
Eaza AaHHbIX ACMO rpadMuecknid pegakTop e

OTMeHa JdononHuTensHo >>

Ecav BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBneHne 6a3bl AaHHbIX
M3 gamna»), COOTBETCTBYHOLUM 06pa3oM CKOHOUIypuMpOBaHbl areHT M MeHeaXXep areHToB
(rnaBa 11 «KoHdurypupoBaHme areHTa U1 MeHeAYKepa areHTOB») 1 3anyLleH areHT (3anyck
areHTa), nocae BBOAa NAeHTUDMKALNOHHON NHPOPMALIMMN OTKPOETCA OKHO KAMEHTA.
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PucyHok 4-14. OkHO 3anyuweHH020 KiueHma

[E] Cnwcok cxem x v
Cxembl
D Y Q Y ﬁ + - E @ PenakTuposaHiue @3 Mpusnska |_:7; VcTopuA cornacosaHua @) OnyBnukosats -
— SE Knaccndkauma cem 1
[5 Bnok-ceeme
SMEKTPHUECKIE CLEMbL Cxema Bepoua cremel Puanan Manka | CTaTyc ciemel A— [ata u pema
M3IMEHEHNA
[ Texnonoruueckne ceene
Hepreu 2 Mpumep BNoK-CieMbl 1 Enok-ctemt YepHoewk oo MogroToEka 19,04.2022 14:19:50
E Uabnorel TexHonoruyeckan ccema KC1 1 TexHonorn YepHoewk oo MogroToeka 19.04.2022 14:35:12
uAana. ema onep. TokaOB1-0B4_1 1 3nekTprde YepHOBWK o0 MoaroToEka 19.04.2022 14:38:28
Bee cemal Yeprex 1 Yeprexn  YepHoewk oo MoaroToeka 19.04.2022 14:4%:12
Business-Readiness-Flow-Chart 1 Brok-cteMmt YepHoBWK o0 MoaroToEKE 19.04.2022 14:16:19
BoixoaHeie wenn BY 1 3nekTprde YepHoewk oo MoaroToeka 19.04.2022 16:0%:53
MarucrpansHele rasonposogel 1 LaBnoHel  YepHOBKME O
Tpy&onposoasl 1 WagnoHe YepHOBWEK O

Ecnv Ha cepBepe gocTynHa 6onee HoBas Bepcua kineHTa (YcraHoBKa 06HOBAIeHM), Npuy
nepesanycke KAneHTa NosBUTCA AMANOTOBOE OKHO ANS MOATBEPXAEHUA OOHOBAEHMA BEPCUM
KAveHTa. YTobbl OOBHOBUTL BEPCUIO, HaXXMUTE KHOMKY <O6Hosume> N [OXAWTEChb, MoKa
3aBepLnTCa Npouecc 0bHOBAEHMA N 3aMyCTUTCA KNNEHT.

Hactponku dopm, 6nbanotek NpUMMUTUBOB U T. 4. XPaHATCA B yY31aX AepeBa MeTafaHHbIX,
MO3TOMY MHOTAa MOXET BO3HUKHYTb NMOTPEOHOCTb NOAYUYNTb OOHOBAEHNA 3TUX 31eMeHTOB. 14
Takux cay4daeB B npuMepax 6a3 gaHHbix ana «<ACMO-rpaduuecknin pegaktop» npeaycMoTpeH
nosib3oBaTeb C NpaBamMu agMuHuctpatopa profadmin (npodeccmoHanbHas Bepcus).

PucyHok 4-15. 3anyck knueHma adMuHUCmMpamopom 04151 3azpy3ku obHosneHul

ACMO rpadmueckid penakTop *
= BeeguTte MA M Naponk, KoTopele ByayT
H MAEHTMMUMPOEATE Bac Kak monb3oBaTens nporpamMml
iM% nonk3oeaTens | -
Mapone
Cepeep localhost -
Baza panubix ACMO rpadmueckuii pegakTtop -
OK OTtmena

Ans 3arpy3kn obHOBAEHWN MeTasaHHbIX cucTembl «ACMO-rpaduueckmi pesaktop» B
dopmate PEX npeaycmoTtpeH y3en <[Ipuem o6HoesneHuti>. 3arpy3ka OOGHOBAEHWM
noAAep>XXnBaeTcsa TOIbKO C MOMOLLIO KJIMEHTa BEPCUN 5.X.
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PucyHok 4-16. Y3en 0ns 3a2py3ku obHosaeHuUl (kaueHm sepcuu 5.x)

[a ACMO rpaduueckuii pepak

daiin  Mpaeka Bug Cepewc  OkHo  Cnpaeka

NG| 2| &

a CrangapT
[F Crnwcok cxem
[* YueTHeie 3anucn nonssosatensi

4.4. YcTtaHOBKa K1MeHTa Bepcum 6.x

KnneHTt Bepcnm 6.x 6€3 MHCTPYMEHTOB pa3paboTKu (KAMEHT) MOXET NOCTaBAATLCA B BUAE

nakeTa yCTaHOBLUMKA C paclUMpeHneM msi.
3anyctute dann asmo-re-6.xxx.msi, rae xxx — 370 Bepcus kKnmeHTta. B ananoroBom okHe
MacTepa yCTaHOBKM MOCAeA0BaTebHO BbIMOAHUTE HEOOXOAMMbIE AENCTBUS.

PucyHok 4-17. Macmep ycmaHosku kaueHma sepcuu 6.x (waz 1)

ﬂ Mporpamma yeranoekn "ACMO Tonknid Knwent” - X

Bac NpHBETCTBYET NporpaMMa yCTaHOBKH
ACMO ToHkwi KnneuT 6.578

MporpaMMa yCTaHoSKM BaINONHUT obHOBNEHKE paHes
YCTAHOBNEHHOT O MPHMNCHEHKA,

Haptmmre 'lanee’ ona npogom«eHns umn 'OTMeHa’ ana
BbIX0AS W3 MPOrpPaMMil YETSHOBKH,

YkaxuTe nanky, B KOTOpyto byaeT ycTaHOBAeHa nporpamma. 1o ymMOnyaHuo KAVEHT
ycTaHaBauBaetca B Katanor C:\asmo\thinclient. TyTb He fOMKEH cofep>KaTb Pycckme CUMBObI
n Npobenbi:
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PucyHok 4-18. Macmep ycmaHosku kaueHma sepcuu 6.x (waz 2)

ﬁ] Mporpamma yeranoekn "ACMO Tonkmi Knnent"
lNanka ycraHoBKM

BoifepuTe APy Nanky

HapmuTe '[anee’ yTobbl YCTAHOBHTE B Manky No YMon4aH o nubo

x

A

YCTEHOBMTE B! |C: \asmo\thindient!,

Ofzop...

[v] CoznaTe Apneik B Mexo Tyos!

[ YerarosuTs spnsik Ha ‘Paboqwii cron'

< Hasan

OTMeHa

HaxxmuTe kHonKy <Ha4yame >, 4Tobbl 3aMyCTUTb YCTaHOBKY KMEHTa.

PucyHok 4-19. Macmep ycmaHosku kaueHma eepcuu 6.x (wae 3)

ﬁl Mporpamma ycradoskn "ACMO Todkwii Knnent"

Bcé rotoso K obHOBREHHD
Hamemire 'HauaTe' uTobel HauaTe obHoBNEHWE

MpunoseHre: ACMO ToHkmin KnnenT 6,573
MNanka ycrasosk:  Criasmo'thindient!

< Hazan

HauaTe

X

A

OTmeHa

Mocne 3aBepleHna YCTaHOBKN Ha>XXMUTE KHOMKY <lfomoeo>.
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PucyHok 4-20. 3agepuwieHue ycmaHo8KkuU KaueHma eepcuu 6.x

ﬂ Mporpamma ycranoskn "ACMO Torkwi Knnent" — X

YCTaHOoBKa YCNewHo 3agepliela

HasmuTte 'ToToso' 4Tobbl 3a6epwTe paboTy Nparpattsl
YCTEHOBKM,

Ecam 370 He 6bIN10 CaenaHo B NpoLLecce yCTaHOBKK, Ana yA06CTBa 3anycka KAMEeHTa MOXHO
£n06aBUTb APAbIK Ha pabounin cton. [na 3Toro WwenkHUTe NPaBon KHOMKOW MbILN CO34aHHbIN
darin asmo-re.exe 1 BblibeprTe B KOHTEKCTHOM MEHIO KOMaHay <Omnpasume — Pabo4uti
cmou (cozdame Apabik)>. Takxke MOXHO UCNOAb30BaTh ApAblk <ACMO ToHkuii Knuenm >
B nanke <ACMO> meHto <[lyck>. [Nocne 3anycka 3Toro darina oTKpoOeTcs OKHO A/A BBOJAA
NAEHTUPUKALNOHHOM MHPOpPMaL K.

Tak>Ke KAMEHT MOXET NOCTaBAATLCA B BUAE apXMBa C UMeHeM asmo-re-xX.Xxxx-os-xdd.zip,
r4e X.XXX— 3TO HOMep BEepCMM MPUAOXEHMA, OS— TUM OMNepauyoHHOM cucTembl, a dd -
pa3pAAHOCTb MPUOXEHUA, Hanpumep asmo-re-6.578-windows-x32.zip. CtpykTypa apxuBa
npeAcTaBAeHa Ha PUCYHKEe HUXKe.

PucyHok 4-21. Cmpykmypa apxuga ¢ ducmpubymueom KaueHma eepcuu 6.x

asmo-re-6.578-windows-x32.zip v 0 A Mowck B: asmo-re...,

E Mnr - Tun

* settings Manka c dainami

el [55] asmo-re.exe Mpunoxenne
D asmo-re.pdb (aiin "PDB"
D asmao-re.win32 Daitn "WIN32"
libjpeg-9.dil PaclumpeHne NpUAcHeH A
libpng16-16.dll Paclumperne npuaoxeHna
SpL2.dil Paclumperne npuaoxeHmua
S0L2_mixer.dll PaclumpeHne NpuAcHeHnA
zlib1.dll Pacluimperne npuaoxenna

PacnakyuTte apxuB C AUCTPUOYTUBOM HY>KHOW Bepcun B t0byro nanky. MNyTb He foaKeH
cofep>kaTb PyCcckne CMMBOJIbI U Npobesbl.
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PucyHok 4-22. Pacnakoska apxusa ¢ ducmpubymusom

¢ Pacnakoeka oxaten ZIP-nanok

BribepuTe KOHEeUHYO NankKy M M3BAeKKTe aknbl

Baiine! GyayT MZENEKATECA B NANKY:

| Chasmetthinclient 0O6zop...

MoxazaTe nsenedenHsie Gains

Wzeneus OTmena

Ana 3anycka kaveHTa ncnosblyetcs Gann asmo-re.exe. [ina yso06CTBa MOXHO CO34aTh
APAbIK ANS 3anycka Ha pabouem ctone. Takke MOXHO MCMNOAb30BaTb A4 3TUX Lenen fpabiK
<ACMO Toukut Knuenm> v3 rpynnel <ACMO> meHwo <IMyck>.

Mpw 3anycke kaneHTa NOSBUTCA AMANOrOBOE OKHO ANS BBOAA NOrMHa/mapons v Beibopa
areHTa. VIHpopmaLma O HaCTPOEHHbIX NO YMONYaHUIO NOJb30BaTeNsAX NPUBOANTCA B rnase 3
«HacTpoeHHble NO_ymMoJ/YaHMUIO nosib3oBatenn». Ecan HactpoeHa wHTerpaumsa c Active
Directory, ana BxoAa C MCMNOAb30BaHMEM YYeTHOMW 3anucu Tekyliero nonb3oBatens OC
NMOCPeACTBOM MexaHu3ma ayteHTudukaumm AD Heobxogumo HaxaTb knasuwn CTRL + W.
Tak>ke MOXHO 3aaTb NapamMeTpbl 3anycka KNNEHTCKOro NPUAOXKeHNA, NO3BOJIAIOLLNE BXOANTb
B cucTeMy 6e3 BBOAA yueTHbIX AaHHbIX (UHTerpaumsa c Active Directory).

PucyHok 4-23. 3anyck kaueHma sepcuu 6.x

ACMO rpadmuecknid penaktop x
o Bsenure MMa M napons, KoTopsle ByayT
E uaeHTMdMuMpoBats Bac Kak Nonb30BaTENA NPOTPaMMbl

Mma nonesoeatens prof -

Hapnnbl
Cepeep localhost -
Baza gauneix ACMO rpadmueckuil penaktop -

OK OtmeHa

Ecnam BbinonHeHa HacTporika 6a3bl gaHHbIX (rnaBa 10 «BocctaHoBeHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLMM 06pa3zoM CKOHPUTIypMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHdurypupoBaHme areHTa U MeHeAYKepa areHTOB») 1 3anyLleH areHT (3anyck
areHTa), Noc/e BBOAA UAEHTUOUKALMOHHOM MHGOPMaL MM OTKPOETCS OKHO KJMEHTA.
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5. YcranoBka B OC ALT Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEePHOM YacTwm).

2. MNpn HeOH6XOANMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Mo,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHejyKep areHToB U noAkaroueHus K 6a3e aaHHbix (rnaea 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUAUTbI a4MUHUCTPUPOBaHMA (YCTaHOBKA areHTa) Win BPY4HYHO.

5. ¥YctaHOBWUTE KAMEHTCKYHO YacTb (YcTaHOBKA K/IMEHTA).

6. 3apernctpupymTte nporpammy, pazmectms dann nmueHsnm Ha cepeepe (Perncrpauus
nporpamMmmbi).

w

5.1. YcraHoBKa cepBepHOM uacTm

YcTaHOBUTE MeHekep areHToB”. MeHeaXep areHTOB MOCTaB/fETCA B BUAE apXvBa C
nMmeHem am-x.xxx-linux-xdd.zip, rae xxxx—- 3710 Homep Bepcuu, a dd - pa3pAsHOCTb
NPUIOXEHMA.

B 3ToM pykoBOACTBE OMUCbIBAETCA YCTaHOBKA MeHeAXXepa areHTOB 4yepe3 TepMuHan B
nanky /opt/asmo/server. YTobbl cO3AaTb €€, BbINOJHUTE CNEAYIOLLY0 KOMaHAY:

sudo mkdir -p /opt/asmo/server

YT1006bI pacnakoBaTb apXuUB B 3Ty Nariky, BbIMOAHNTE CheyHOLWYyHO KOMaHAy:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpykTypa KkaTanora MeHeAXepa areHTOB MnpeAcTaB/ieHa Ha PUCYHKe Huxke. B 3towm
KaTasore npeacTaBaeHbl NpuMepbl GannoB KoHbUrypaumm am.ini.example n pha.conf.example.
Camun dannbl koHbUrypauum am.ini v pha.conf co3gatotca B npouecce KOHOUIypupoBaHus
cuctembl (KoHgurypupoBaHue areHta WM MeHeja)kepa areHtoB). B npouecce pabotbl
MeHezykepa areHToB byAyT co3AaBaTbCs HOBblE KaTasoru Ana O6HOBAEHUI, XXypPHaoB (/10ro.)
W 3anycka areHToB. Takke B manke lic B 3TOM KaTasiore ycTaHaBAMBAaeTCA JIMLLEH3NA cepBepa
(Perncrpaumna nporpammbl). bonee nogpobHO CTpyKTypa 3TOro KaTtasora OMMCbiBaeTCs B
bavine am-readme.txt.

> CepBepHas YacCTb COCTOMT U3 deeHMAa v MeHedxepa dzeHmMos. AzeHm ynpasaset 6a301 MeTafaHHbIX
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJINEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLNiA 3a NojkatouaeMyto 6asy MeTafaHHbIX.
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PucyHok 5-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHedxepa azeHmos

am-5.2.458-linux-x64.zip

@ Apxue [lpaeka [pocmorp Cnpaexa
am-5.2458-linuxx64. | | L Orkpeme @ PacnakoBatb @ % =
zip
iy FacnonomeHue: EI i

Hassanue w FPaamep Tun Jata nameHeHwns

D doc 99,0 Kb Manka 12 ceHTABpA 2023, 14...
.updateinfo 61 6aiT HenseecTHO 10 mapTa 2023, 15:58
am 45 Mb HenzeecTHO 18 ceHTAbpRA 2023, 15...
am.ini.example 1,7 kb HenzeectHo 29 HoRbpA 2022, 14:21
am.xG6d 36 bat Hewn3BecTHo 18 ceHTAbpRA 2023, 15...

=] am-readme.txt 23kb TekcToBLIA gok... 29 HoAbpa 2022, 14:21
pha.conf.example 671 baiT HewnseecTHo 29 HoRAbpA 2022, 14:21

7 ofbekTa (4,6 ME)

Mepenaunte B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpuceoriTe Gparny am npaBa Ha BbiNOAHeHWE. [Ins 3TOro BbINMOJHUTE CNEAYHOLLYH KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaKepa areHToB. s 3Toro 3anyctute ¢aria am B
KOHCO/IbHOM PeXUMe C MOMOLLbHO CeAyHoLLEeN KOMaHABI:

./am —--console

B cnyyae ycnewHoro 3anycka B TepMuHan byayT BbiBeAeHbl cieAytolime AaHHble (Asmo

agent manager startedx

PucyHok 5-2. lposepka pabomocnocobHocmu mMeHedXxepa azeHmMos

user@gen-alt10: fopt/asmo/server
®aikn [lpaeka Bwug [Mowck TepmuHan [omowbs

./am --console

agents.liste
no admin-user configured, using default
#H### Asmo agent manager started ####d

KoMaHbi :
BHIXO[O
CNMUCOK areHToB
CTaTHUCTHKA
OaMn nNaMAaTh
CnpaBKa

OctaHoBUTE MeHeaXep areHToB. [ns 3Toro BBeAgnTe g M HaXkmuTe Knasuwy <BBO/ >.
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5.2. HacTpoika 3anycka (ana systemd)

[Nns HacTpoVKM 3amnycka MeHeZXXepa areHToOB OTKPOMTe TepMMHaA W BbIMNOAHUTE
cneayrowme fencTBmS:
1. Co3ganTe Nosb30BaTeNs aSMO C MOMOLLbIO CIeAYHOLLEN KOMAHZAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmo Mpasa B/azenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMAHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosOXKEHHOW B pacnakoBaHHOM
ANCTpnbyTMBE MeHeaxkepa areHToB, B Katanor /etc/systemd/system/. [na 3Toro
neperanTe B nanky doc ¢ MOMOLLbHO KOMaHAbl cd U BbINMOJHUTE CNeAYHOLLYH KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoiNOAHUTE CNesyoLLyro KOMaHAy AN yBeAOMAEHUA 06 N3MeHeHUN KOHGUrypauun:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLYy0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaALMIO Cy>K6bl asmod npu
Ka>XKZoW 3arpyske:

sudo systemctl enable asmod

6. MNepesarpysnte komnbtoTep. [poBepbTe pPaboOTOCNOCOOHOCTL CaAy>Obl asmod ¢
MOMOLLHO CEAYHOLLIEN KOMaHAbI:

systemctl status asmod

Ecnm cnyxba asmod mcnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI CleayroLine

AdHHbI€ — active (running)

PucyHok 5-3. lposepka pabomocnocobHocmu cyx6ei asmod

$ systemctl status asmod

daemon

tc/systemd/system/asmod. service; enabled; vendor pr =et:E
nning) since Wed 2023-81-18 ©8:27:13 MSK; 4min 15s ago

CGroup: /system.slice/asmod.
L 2929 /opt/asmo/se

aHB 18 08:27:13 gen-altl@ systemd[1]: Started ASMO daemon.

lines 1-11/11 (END)
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Ans ynpaeneHna cnyxxb6oi asmod ncnonb3ynte cnegyrolime KOMaHabl TepMyHana:

e 3anyck Cﬂy)K6bI—sudo systemctl start asmod

® TpPOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

Mocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO NpoBepuTb paboTy cepBEPHON YacTX, MOAKNHOUMBLUNCD K HEX C MOMOLLLbHO
yTUANTbl agMuHuctpupoaHma AM Console (pabotaet Tonbko B OC Windows) B COOTBETCTBUM
C MHCTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHef Kepa areHToB».

5.3. YcTaHOBKa K/IMEHTa

5.3.1. YcraHoBKa 13 apxuBa

KnneHT MOXeT NocTaBnATLCA B BUAE apx1Ba C MMeHeM asmo-re-X.xxx-linux-xdd.zip nau
naketa C MMeHeM asmo-re-xX.xxx-os-xdd, rge x.xxx — 3T0 Homep Bepcun, 0s — ANCTPNOYTUB
Linux, a dd — pa3psgHocTb npuaoxeHus. MNpn ycTaHOBKE M3 apXmMBa KAMEHT BMOC/AEACTBUMU
MOXeT O6HOBAATLCA LEHTPAJN30BaHHO C WCMNO/Jb30BaHMEM MeXaHu3Ma ObBHOB/IEHUS
nnatpopmbl ACMO (YcTtaHoBka o6HoBneHun). CTpyKTypa apxvBa NpeacTaBieHa Ha pUCyHKe
HUXe.

PucyHok 5-4. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

Apxie Tpaeka [Mpocmotp CnpaBka

- QDTKphITb A @Pacnamaarb @1 % @

Ty PacnonoxeHwe: !
HazeaHwe w  Pa3amep Tin [ata nameHeHnA
D sefttings 2,0 MB Manka 29 HoRbpRA 2022, 14:21
asmo-re 75,1 Mb HewnseecTHo 05 okTAbpA 2023, 15:05
asmo-re.x64 41 BaiAT HeuspecTHo 05 okTABpA 2023, 15:05
% asmo-re_48.png 23¢kb W3obpameHue ... 05 oktAbpa 2023, 15:02

create_desktop 605 Gant HewsBecTHO 05 okTAGPA 2023, 15:02

5 obwekTa (77,1 MB)

[na ycTaHOBKM KAMEHTa pacnakymte apxvB C AUCTPUOYTUBOM HY>XHOW BepCUn B 0BYHO
nanky (Hanpumep, ¢ nomoubto MO Engrampa). MNMyTb He goaXeH coaep>kaTb Pycckue CUMBOJIbI
n npobenbl.

Utobbl 3anycTUTb KAMEHT, ABaXAbl LENKHUTE 3Ha4yoK asmo-re. Kpome Toro, KaveHT
MOXHO 3anycTuTb u4epe3 TepmuHan. [ns 31oro Bbibepute <®Pats—- Omkpeime &
TepmuHase>, HAXOAACb B Manke C pacnakoBaHHbIM ANCTPUBYTUBOM. Takxke A/f 3TOr0 MOXHO
WEeNKHYTb B Narnke NpaBoW KHOMKOW MbIlWW 1 BbIBpaTb KOMaHay <Omkpeime e TepmuHasie>.
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PucyHok 5-5. 3anyck mepmuHana

YcTaHoBka ACMO

®aian Mpaska Bwg Mepexog 3awnagkw Momowbs
[ Hoean Brnzgka Ct —'! \3‘, = -
[ [ Co3aaTk OKHO Cri+

| Gz ) . [ Pabousdcron YeravoBka ACMO )

|| Co3gaTe gokymeHT » @
COBAVHUTLER C CEPBEPOM. .

asmo-re

|_[ CeBonCTBa Alt+Retu

OUUCTUTE KOpP3NHY @
3aKpLITL BCE OKHA crl+q [P icon.png
¥ 3akpbiTb Ctrl+W

Bugeo
@ KopanHa
CeTb

MpocMoTpeTE CeTk

4 obwekTa, ceobogHo: 10,4 TE

Beeaute cneayrollyro KoMaHay, 4Tobbl 3anycTUTb Ganin:
./asmo-re

PucyHok 5-6. 3anyck kiueHma Yepes mepmMuHa

user@host-16: /home/user/Pabounia cton/Distr

®aidn Mpaeka Bwg [Mowck TepMmuHan [Momolwe

I'Ip|/| 3arnycke KaneHTta noaBuTca AnManoroBoe OKHO Anda BBOJa fIOFI/IHa/I'IapOJ'IFl n Bbl60pa
areHTa.

PucyHok 5-7. [luanozosoe okHO NOOK/OHeHUs K azeHmy

ACMO rpadmueckuil peaaxTop X
—=——  BBeauTe WMA 1 napons, KoTopele ByayT
1= MAEHTHPMUMPOEATE Bac kak nonb30BaTens nporpaMmsl
lMs none3oeatens | hd
Mapone
Cepeep localhost -
Ba3a panneix ACMO rpadmueckunin pegaktop -
OK OTMeHa

NHbopmauma o0 HacTPOEHHbIX MO YMOJYaHMIO MOJIb30BaTeNAX MPUBOAUTCA B rnase 3
«HacTpoeHHble N0 ymoi4aHuUIO MoJsib3oBaTtenu». Ecin HactpoeHa wmHTerpauma c Active
Directory, ana Bxoja C WCMNOJ/Jb30OBaHMEM Y4YeTHOM 3anucu Tekyuwiero nosab3osatens OC
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nocpeacTBOM MexaHu3Ma ayTeHTudukaumm AD Heobxoammo HaxkaTb knasuwwm CTRL + W.
Taioke MOXHO 3a4aTb MapaMeTpbl 3anycka KAMEHTCKOrO MPUAOXKEHNS, MO3BOAIOLLNE BXOAUTD
B cucTemy 6e3 BBOAA yUeTHbIX AaHHbIX (UHTerpaumna c Active Directory). Ecin nogkntoueHme
He YyCTaHaB/AMBaETCA, MOMNPoObyMTe O3HAaKOMWUTLCA C BO3MOXHbIMW Cnocobamu peLleHus
npobsemsbl B pazgene 11.6 «<BosamorxkHble npobaembi».

Ecnv BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBNeHne 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLWMM 0O6pa3oM CKOHOUTypMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHpuUrypupoBaHme areHTa U1 MeHeAYKepa areHTOB») 1 3anyLleH areHT (3anyck
areHrta), nocse BBoAa UAEHTUPUKALMOHHOW MHPOPMaLMN OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe pgoctyrnHa 6osee HOBas BepcMA K/AMEHTa, MPW nepesanycke KAMeHTa MOABUTCA
AVanoroBoe OKHO A4/1A NOATBEPXKAEeHNA OOHOBEHNS BepCun KnmeHTta. Hanprmep, npm 3anycke
Bepcun 6.470 MOXET NOABUTLCA 3anpoc Ha obHoBeHWe A0 Bepcun 6.473. YTOoObl OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OBOHOBNEHMA M 3aMyCTUTCA KNEHT.

PucyHok 5-8. 3anpoc Ha o6HoeneHUe kaueHMa
Sanyck N0 e

Ha cepeepe HalOeHa HOBaA BEPCHMA KIIMEHTA.
. ODHOBMTE TEKYLLYIO BEPCUIO KNMeHTa 6.470 Ha HoByo 6.4737

I OBHOEWTE Het

Ytob6bl cO34aTb APALIK ANA 3anycKa NPUIOXKEHMS, WeNKHUTe Ha paboyeM cTose NpaBown
KHOMKOW MbILWIN 1 BbIBEPUTE B KOHTEKCTHOM MEHHO NYHKT <Co3damb KHONKY 3anycKka>.

PucyHok 5-9. Coz0aHue kHonku 3anycka Ha paboyem cmosne

[£y Cozgats nanky

I CO3AaTh KHOMKY 3aMycka... I

| Co3aath AOKYMEHT »
OTKpLITE B TepMUHane
PaccTaenTe pabounii cTon no UMeHK
" COXpaHATL BLIPOBHEHHLIMK
3ad1KCUPOBATE NO3MLMID 3HAYKOB
BCTaBuTL

MapameTpel BHELWHErD BUAA

B noasuBLlLueMCA A1a/lOTOBOM OKHE yKaXXute UMA 1 KOMaHay. VIMa — 370 npoun3Bo/bHan
TekcToBas MeTka Ana  Apabika (Hanpumep, «ACMO-kaneHT»), a KomaHAa-— nyTb K
ncnonHsemomy danny (418 ykasaHua NyTM MOXHO BOCMO/b30BaTbCA KHOMKoW <O0630p>).

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 29



ACMO-rpaduyecknii pepaktop lnaBa 5. YcraHoska B OC ALT Linux

Bbibepnte 3HaUOK MPUNOXEHUSA, KOTOPbIA BKAKOUEH B COCTaB apxvMBa WU HaXmuUTe KHOMKY
<OK>. Ha pabouem cTosie NOABUTCA APbIK ANSA 3aMycKa KANEHTa.

PucyHok 5-10. Hacmpolika kHonku 3anycka

' Co3AaTb KHOMKY 3anycKa e

@ Tvn: | lpunoxeHne -

HazeaHue: lACMD—r{nHEHT

KomaHpa: [hqnﬁ cmn!Distr!asmo—re"] lDﬁaop...‘

e |

& Cnpaska l @ OTMeHa H < ok |

Tak>xe MOXHO f,06aBUTb APAbIK ANA 3anycKa KnneHTa B pasgen <0dguc> meHro. [lns storo
HeobXoAMMO BBINONHUTL CKPUNT create_desktop v3 NOCTaBAgeMOro apxvea (Hanpumep, v3
TepMUHana C MOMOLLbI KOMaHAb! . /create desktop).

5.3.2. YcTaHOBKa U3 naKerta

YTObbI YCTAHOBUTL KJIMEHT, NOCTaBAAEMbIV B BUAE NakeTa C paclUMpPEHVEM Fpm, ABaXbl
wenkHnTe Gann nakera.

B oOTKkpbiBlIEMCA OKHe YTWIUTbI YCTaHOBKM naketoB RPM  Haxmute KHOMKY
<YcmaHosume>.

Pucyrok 5-11. OkHo ycmaHoeku nakemos RPM

'ﬂ

YcTaHoBKa RPFM x|

_1 . ¥craHoBka naketoB RPM
wem

CnWCoK NakeToB ANA YCTaHOBKWA MK obHoBNEHWA:

Jhome/user/Pabounii cton/Distr/asmo-re-6-578-alt10.x86_64-01.rpm

BHMMAHMWE! HacToRTeNbHO PEKOMEHYETCA HE yCTaHABNMBAaTh NaxKeTol RPFM ns
I Gainos. Ncnonb3yiiTe NaKeTHRIE PENO3MTOPAN BaLLErD QUCTPUEYTMES kak GE30NacH bl

MCTO4HWK MPOrpaMMHOrD oBecn edeH A,
W yeraroeuts (|| $€ ormena

[ 1

BBeAI/ITe napojib CUCTEMHOTO agMNHNCTPaTOpPa U Ha>XXMUTE KHOTIKY <O0K>:
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PucyHok 5-12. Bsod naposia cucmemHo20 admMuHUCmMpamopa

) BBegWTe Naponb X
% Yrobkl BEINDAHWTE "packageinstall”,
HeobxodWMMa AoNoAHWUTENEHAA MHGOPMaLWS.
BBEAWTE Napo/b CUCTEMHOMO 3AMVHICTPATOPa root: I ------------ l
I «Jok I @ OTmennTE

,D,O)KAVITer 3aBepuweHunda npouecca yCTaHOBKU:

PucyHok 5-13. 3asepuieHue npoyecca ycmaHosKku

X

e YcTaHoBKa NakeToB (0T cynepno/ib30BaTens)

ﬂ YCTaHOBKa NaKkeToB

YcTaHoBKa 3aBepLUEeHa yCnewHo

[ﬂOKa3aTbﬂCl.EL|]CIﬁHOCTH :\-:-] | Brixon \

Mo 3aBepLleHUN yCcTaHOBKWM B pa3gene <Odhuc> MeHIo NOoABUTCA APAbIK AN 3anycka
KAneHTa. 1o yMonuaHuIo KNMEHT yCTaHaBAMBaEeTCA B Nanky opt/asmo/re.

PucyHok 5-14. [nagHoe MeHo ¢ ycmaHoeeHHbIM KAUeHMoMm

Mecta MpunoxxeHus W3BpakHoe -5
B \ois komnbtoTeR |:,|
=-| Bee A ACMO-rpapuueckmii pefakrop
[lOMaLLHWiA KaTanor a
AYAnO 1 BUAEO 9 ACMO-knneHT (cpega BbII'IOJ'IHEHIﬂ...I
CeTb
% Ipaguka @ MpoCcMOTPLLMK AoKYMEHTOB Atril
PabouniA cTon @ MpOCMOTR MHOTOCTPAHWUHLIX AOKYMEHTOB
WHTepHeT
KopauHa L_.SJ Cnosape MATE
—Lede %quc ‘ =~ Mposepus on ung an

< Nporpammnposake

Cucrema o

{0} Cucremmee
< MeHegpkep naketos ﬁ

CTaHgapTHLIe
LieHTp ynpasnexms % -
= ALMVHWCTPIpOBaHIe
TepMuHan .
apameTphi
9 3a6nokmpoBaTh 3kpaH
[ 3aBepwnts ceaHc
(0] BhiidTn
Nowck: [ Q
S, Mesiio [ACMO] £y pistr
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5.3.3. YcraHoBKa uepe3 repMuHan

MocTaBnsiembiVi B BUAE NakeTa KJIMEHT MOXHO YCTaHOBWTb Yepe3 TepMuHan. [na atoro
MOXHO LLeNIKHYTb NPaBOW KHOMKOW MbILWW B NManke ¢ NakeToM 1 BbibpaTb NyHKT <Omkpeims
e TepmuHazse> B KOHTEKCTHOM MeHI. BBeauTe cregytowyto KomaHay (ykaxurte
COOTBETCTBYHOLLLEE MMA MaKeTa):

sudo apt-get install asmo-re-6-578-altl0.x86 64-00.rpm

PucyHok 5-15. Beod komaHObI 018 yCmaHo8KU Yepe3 mepMUHan

user@host-16: /home/user/Pabounia cton/Distr

®aidn Mpaeka Bwg Mowck TepmiHan Momowe

o yMON4YaHWMIO KNMEHT yCTaHaBANBAETCA B Nanky opt/asmo/re.

Pucyrok 5-16. 3asepuwieHue npoyecca ycmaHo8ku

COE:‘-?FILLIEI‘EM W3IMEHEHWA. . «

3asepueHo.

5.4. Boamo)Hblie npobnembl

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-inbo HeobxoAmmble nakeTbl. ITO
MO>KHO BbISICHUTb, 3aMyCTUB pefakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmbok byaert
BbIBeZleH B KOHCO/Ib.

Ans pasHbix ancTpnbyTneoB Linux Ha3BaHWA NakeToB MoryT otinyatbcs (MpunoxxeHve
«Tabnnua cootBeTcTBUA 6MBANOTEK, NaKeTOB U AUCTPUBYTMBOB Linux»). YTOob6bI YCTaHOBUTL
Tpebyemblie dalibl, MOXHO BOCMOb30BaTLCA CAeAytoLen KOMaHAON TepMUHana:

sudo apt-get install mma nmakeTa

Takxxe MOXHO MpPou3BecTM OB6HOBAEHME MakeToB. [ns 3TOro OTKPOWTE TePMUHaN U
BbINOJIHWTE C/IeAYIOLLYH KOMaHAY:

sudo apt-get update
3aTeM BbINOAHUTE aeiyroLlyro KoMmaHAay:
sudo apt-get dist-upgrade

Nocne o6HOBAEHUS HEODOXOAMMO Mepe3arpy3nTb KOMMbIOTEP U BbIMOAHUTb YCTAaHOBKY
NPUNOXKEHUS.
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6. YcranoBka B OC Astra Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEePHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHeaxKep areHToB M MNoAkAoueHua K 6ase paHHbix (rnasa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUANTbI a4MUHUCTPUPOBaHMA (YCTaHOBKA areHTa) Win BPY4HYHO.

5. ¥YctaHOBWUTE KAMEHTCKYHO YacTb (YcTaHOBKA K/IMEHTA).

6. 3apernctpupymTte nporpammy, pasmectus dann amueH3nn Ha cepeepe (Perncrpauus
nporpamMmmbi).

w

6.1. YcTaHOBKa cepBepHOM 4YacTmn

YcTaHOBUTE MeHekep areHToB®. MeHeaxep areHTOB MOCTaBAAeTCA B BUAE apxmBa C
nMmeHem am-x.xxx-linux-xdd.zip, rae xxxx—- 3710 Homep Bepcuu, a dd - pa3pAsHOCTb
NPUIOXEHMA.

B 3ToM pykoBOACTBE OMUCbIBAETCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO3AaTb €€, BbINOJHUTE CNEAYIOLLY0 KOMaHAY:

sudo mkdir -p /opt/asmo/server

YT1006bI pacnakoBaTb apXuUB B 3Ty Nariky, BbIMOAHNTE CheyHOLWYyHO KOMaHAy:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpykTypa KkaTanora MeHeAXepa areHTOB MnpeAcTaB/ieHa Ha PUCYHKe Huxke. B 3towm
KaTasore npeacTaBaeHbl NpuMepbl GannoB KoHbUrypaumm am.ini.example n pha.conf.example.
Camun dannbl koHbUrypauum am.ini v pha.conf co3gatotca B npouecce KOHOUIypupoBaHus
cuctembl (KoHgurypupoBaHue areHta WM MeHeja)kepa areHtoB). B npouecce pabotbl
MeHezykepa areHToB byAyT co3AaBaTbCA HOBblE KaTanorn a8 06HOBAEHWW, XXyPHaN0B (10roB.)
W 3anycka areHToB. Takke B manke lic B 3TOM KaTasiore ycTaHaBAMBAaeTCA JIMLLEH3NA cepBepa
(Perncrpaumna nporpammbl). bonee nogpobHO CTpyKTypa 3TOro KaTtasora OMMCbiBaeTCs B
bavine am-readme.txt.

® CepBepHas uacCTb COCTOMT U3 deeHMAa W MeHedxepa dzeHmMos. AzeHm ynpasaset 6a301 MeTafaHHbIX
OCYLLECTBSET B3aUMOAEWNCTBME KAMEHTCKOW Yactu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLNiA 3a NojkatouaeMyto 6asy MeTafaHHbIX.
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PucyHok 6-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHedXepa azeHmos

[ am-5.2.458-linux-x64.zip - MeHegxep daiinos

®aiin  Bwa CeTe Cepewc HacTpoika Crpaeka
™ g Mankn DBMA b D:I @

Agpec: | @ home >user »Pabounii cton 1 >am » am-5.2.458-linux-x64.zip

v am doc.
~ e i am
doc (] am-readme.txt
> Aves D am.ini.example
AvesT o amx64
Distr D pha.conf.example

Re
> AuctpubyTue
Cxemel

LWabnoHsl

10,12 TE ceobogHD B 3MIEMEHTOB

Mepenante B Katanor /opt/asmo/server (BbINONHUTE KOMaHAY cd /opt/asmo/server).
MpuceonTte pariny am npasa Ha BbINOAHEHME. [N 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaAXepa areHToB. s 3Toro 3anyctute ¢ann am B
KOHCOJ/IbBHOM PeXuMe C MOMOLLbHO CIeAYHOLLLEN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan ByayT BbiBEAEHbI CleAytoline AaHHble (Asmo

agent manager started)
PucyHok 6-2. lposepka pabomocnocobHocmu meHedxepa azeHmMos
Jfam --console

no admin-use onfigure using default
HeHAR Hsmo agent manager started HERHE
KomMaHgl:

gamMn nNaMaTu
cnpabka

OcTtaHoBMWTE MeHeaKep areHToB. s 3Toro BBeAUTE g U HaxkMuTe Knasuwy <BBO/ >.

6.2. HacTrpouka 3anycka (ana systemd)

[na HacTpoMku 3anycka MeHeAXepa areHTOB OTKPOWTE TepMWHan W BbINOJAHUTE
cneayroLme fencTBms:
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1. Co3gante Nosb30BaTeNs asMO C MOMOLLBIO C1eAyHOLEN KOMaHAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmoO Mpasa Bazenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMaHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankum doc, pacnosOXKEHHOW B pacnakoBaHHOM
AnCTpnbyTBE MeHeaXepa areHToB, B Kartanor /Jetc/systemd/system/. [Ana 3Toro
nepenanTte B Nanky doc C NOMOLLbIO KOMaHZAbl cd U BbINMOJHUTE CNEAYIOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BbINOAHUTE CNefyoLLyro KOMaHAy ANA YBEAOMAEHNA 06 M3MEHEHUN KOHUIypaLuu:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLY0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
KaXKZoW 3arpyske:

sudo systemctl enable asmod

6. MNepe3sarpysnte kommbtoTep. [poBepbTe PaboOTOCNOCOOHOCTL CAy>KObl asmod ¢
MOMOLLbHO CeAYHOLLLEA KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine

JaHHble — active (running)

PucyHok 6-3. lMposepka pabomocnocobHocmu cyx6el asmod

: 3 ; wendor preset: enable
Acti . { . in ago

Main F
CGroup:

lines 1-6/6 (END)

Ana ynpasneHuns cny>kb6on asmod ncnosnb3ynte caegyrowime KOMaHabl TepMUHana:

® 3anyckK CJ'Iy>K6bI—sudo systemctl start asmod

® TpoOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

MNocne yctraHOBKM M HacTpovkm 6a3bl faHHbiX (BoccraHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO npoBepuTb PaboTy CepBEPHON YacTu, BbIMNOJHUB MOAKNHOUEHNE K HEU C
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MOMOLLbIO YTUANTBI aaMuHucTpupoBaHma AM Console (pabotaet Tonbko B OC Windows) B

COOTBETCTBUN C MHCTpyKumamu B rnase 11 «KoHdurypmpoBaHue areHTa M MeHepykepa
areHToB».

6.3. YcTaHOBKAa KJ/IMEHTA

6.3.1. YcraHOBKa 13 apxuBa

KAneHT MOXeT NoCTaBAsATLCA B BUAE apXunBa C MMeHeM asmo-re-X.xxX-linux-xdd.zip nau
naketa ¢ uMeHeM asmo-re-x.xxx-os-xdd.deb, rge xxxx- 310 HOmep Bepcun, 0s-—
anctpunbytme Linux, a dd — pa3psaHoCTb mpuaoxeHus. pu ycTaHOBKe W3 apxvBa KJIWEHT
BMOCNEACTBMN MOXET OOHOBAATHCA LEHTPANN3OBAaHHO C WCMOAb30BaHMEM MeXxaHW3Ma
obHoBneHna nnatdopmbl ACMO (YcraHoBKa 06HOBAIEHWA).

PucyHok 6-4. Apxus ¢ ducmpubymusom KaueHma

M Re - Mexegkep Gainoe

- O x
®aiin  Bua Cete CepeBuc HacTpoiika Cnpaeka
b b G Mankw DBMA b D:I @
Anpec: | fhomefuser/Desktop/Re ~ ‘
~- Bl PaBounii cton 1 @ asmo-re-6.578-linux-x64.zip

UTOObI YCTAHOBUTL KAWEHT, pacnakyhTe apxvB C AUCTPUOYTUBOM HY>KHOW BepCUU B
nobyto nanky. [na 3TOro wenkHute danin apxvBa NPaBOW KHOMKOW Mbiwn U BblibepuTe
KOMaHay <Pacnakoeame — Pacnakoeame e>. B OTKpbIBLUEMCA OKHE yKaXkuTte Katajsor Ans
pacnakoBku. lMyTb He AOMKEH cofep>aTb PYyCCKMe CUMBOAbI U npobenbl. Takke MOXHO
ABaXAbl WENKHYTb apXMB 1 nepeTawmTb Gariibl B HY>XKHYHO Nanky.

PucyHok 6-5. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

[ asmo-re-6.578-linux-x64.zip - MeHegxep dainos

@®ailn  Buag Cete Cepeuc Hactpolika Cnpaeka

R S ﬂ

s Mankw DBMA hd D:I @

Apnpec: | ® home »user »Pabouwii cton 1 »Re > asmo-re-6.578-linux-x64.zip

settings
[ asmo-re
() asmo-re_48.png

. asmo-re.xbd

[ create_desktop

UTobbl 3aNyCTUTb KAVEHT, ABaXAbl WENKHUTE 3Ha4YOK asmo-re B pacrnakoBaHHOW Mnarnke.
Taioke rpadumuecknin pegaktop MOXHO 3anyCcTuTb yepe3 TepMuHan. [na atoro Bbibepute B
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MeHto <Cepeuc - OmiKpbimb mMepMUHAs>, HaXOAACb B TManke C pacnakoBaHHbIM
ANCTPUBYTMBOM.

PucyHok 6-6. 3anyck mepMmuHana

W Re - Menegpxep ¢ainos - O x
®ailn  Bua Cete |&dE0EN HacTpoiika Cnpaeka
" ~ @, Haiimu... CrHF ey v [0 @
Iﬂ OTKPLITE TEpMAHAN I
Anpec: KomnewTep
> am settings
> Aves (4 asmo-re
Avesl () asmo-re_48.png
Distr . asmo-rex64
e _ [ create_desktop

Beegute cneaytoLlyto KoMaHAy, 4Tobbl 3anycTuTb Gann:

./asmo-re

PucyHok 6-7. 3anyck kaueHma yepe3 mepmuHaa

- Re:bash — TepmuHan Fly

@aiin MNpaeka Hactpoiika Cnpaeka

- & H Q [ v

userfdgen-astra: ~/Desk X . /asmo-re

Mpw 3anycke KAneHTa NOABUTCA AMANOroBOe OKHO ANS BBOAA JI0TMHa/Napona n Beibopa
areHTa. VMIHpopmaLma O HaCTPOEHHbIX NO YMONYaHUIO NOJb30BaTeNsAX NPUBOANTCA B rnase 3
«HacTpoeHHble NO_ymoiYaHMIO nosib3oBarenn». Ecnn HactpoeHa wHTerpauma c Active
Directory, ana Bxoja C WCNOJ/Jb30BaHMEM Y4YeTHOMW 3anucu Tekyuiero nosab3osaTtens OC
nocpescTBOM MexaHu3Ma ayTeHTudukaumm AD Heobxoammo HaxkaTb knasuwwm CTRL + W.
Tak>ke MOXHO 3aaTb MapamMeTpbl 3anycka KNMEHTCKOro NpuUaoXKeHNsA, NO3BOJAIOLLNE BXOANUTb
B cucTeMy 6e3 BBOAa yueTHbIX AaHHbIX (UHTerpaumsa c Active Directory). Eciv noakntoueHne
He ycCTaHaB/avBaeTca, MonpobynTe O3HAKOMWUTLCA C BO3MOXHbIMK Cnocobamu pelueHus
npobsembl B pasgene 11.6 «<Bo3amorkHble npob6aembi».

PucyHok 6-8. [luanozosoe okHO NOOKAOYeHUS K azeHmy

ACMO rpadmueckuil penakTop x
= BaeauTe WMA W napans, KoTopele ByayT

MAEHTMPHLMPOEATE Bac Kak Nonb30BaTens nporpaMMel

MmMa nonesoeatens i
MNapons

Cepeep localhost -

Baza panHeix ACMO rpadmueckuil pegakTtop -

OK OtmeHa
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Ecav BeinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBneHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLLMM 06pPa3oM CKOHOUIypMpoBaHbl areHT U MEHEeAXep areHToB
(rnaBa 11 «KoHdpurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHrTa), Nocsie BBoja naeHTUdMKaLMoHHON nHGopMaL My OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe AOCTynHa 6osee HOBas BepCUsA KAMEHTa, MPW nepesanycke KAMeHTa MOABUTCA
[VanoroBoe OKHO 411 NOATBEPXKAEHNA OOHOBEHUS BepCUM KNneHTa. Hanpumep, npu 3anycke
Bepcun 6.470 MOXET NOSABUTLCA 3anpoc Ha obHoBeHWe f0 Bepcun 6.473. YTOo6bI OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OOHOBAEHMA W 3aMNyCTUTCA KNUEHT.

PucyHok 6-9. 3anpoc Ha obHosleHUe KaueHma

Sanyck M0 X

Ha cepoepe HafdeHa HOBaA BEPCHA KNMEHTA.
OBHOBMTE TEKYILYHO BEPCHID KNMeHTa 6.470 Ha HoByt 6.4737

UYtobbl co3saTth ApAbIK Ha pabouem cTone, LenkHUTe Gann asmo-re NpaBoW KHOMKOW
MbIlM U BblibepuTe B KOHTEKCTHOM MeH <Omnpasume — Pabo4uti cmos (cozdame
Apasik)>. WenkHnte Apabik Ha pabouyem CTONe NpPaBOM KHOMKOW MbIwK, Bbibepute
<Ceolicmea>, nepenanTe Ha BKAaAKy <Ap/bikK> W LWENKHUTE KBajpaTHYH KHOMKY nons
<3Ha4ok>. YcTaHOBUTE nepekaroyaTens <[llpoyue 3Ha4yKu>, HaxXMUTe  KHOMKY
<lMpocmomp> n BbibepuTe 3HAYOK, PaCNONIOXKEHHbIN B pacnakoBaHHOW Marnke pegakTopa.
Takxe MOXHO f06aBUTb AP/bIK ANA 3aMycka KaveHTa B pasgen <O0duc> meHto. [Ana atoro
HeobXoAMMO BbIMONHUTL CKPUNT create_desktop w3 nocTaBnAsemMoro apxvea (Hanpumep, u3
TepMrHana C NOMOLbHO KOMaHAbl . /create_desktop).

6.3.2. YcTaHOBKa M3 nakKeTa

YT06bl yCTAaHOBUTL KANEHT, NOCTaBASEMbIVA B BUAE NakeTa ¢ pacwmpeHvem deb, gsaxabl
wenkHuTe Gann nakerta.
PucyHok 6-10. OkHO ymuiumel ycmaHo8Ku nakemoe

P4 YcraHoBka NakeToe — asmo-re — Mporpamma QAptgn.. - 0O X

@ MakeT: asmo-re
CocToAHMe: Bce 3aBUCUMOCTIA YADBNEeTBOpeHbl.

OnucaHue | MogpofHoctn  Cogepxawynecs Gaiinsl | 3aem < >
Asmo thin client

Asmo thin client

~ ¥CTaHOBWTE Naket @ OTmeHa

BBeAI/ITe napoJib NOJIb30BaTeE/IA N HAXXMUTE KHOMKY <,4a>.
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PucyHok 6-11. Beod naposs nons3osamens
2! Tpebyerca ayTeHTudukauma — AreHT PolicyKitl ot KDE - 0O x

&L

Install or remove packages

MpuAoXeHWe NbITAeTCA BLINOMHWTE AelicTBIe, KoTopoe TpefyeTt
AONOAHUTENBHBIX NPUBMAETA. LA 3Toro TpeGyeTcA
ayTeHTUGUKALIWA.

Maponk: | esssss

Moapo6HoCTH >> OTmeHa

JoxanTech 3aBepLUeHNs NpoLecca YCTaHOBKM U HaXXMUTE KHOMKY <3akpeime>.

PucyHok 6-12. 3agepuwieHue npoyecca ycmaHosKku

:1,YCTaHuEmanaxemE:—asm&re—l‘lporpammaQAptnn... - 0O =

w4 3aKpeiTe

Mo 3aBeplUeHNM yCTaHOBKWN B pa3gene <Oguc> MeHI NOSBUTCA APAbIK AN 3anycka
KAneHTa. o yMonyaHuIo KNVMEHT yCTaHaBANBAETCA B Nanky opt/asmo/re.
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(=)

PucyHok 6-13. [11agHOe MeH C yCmaHOB8eHHbIM KAUEHMOM

@ Cets
G rpaduka

[»] MynsTumesma

HayuHble

79 Wrpel

PazpaboTka

YTUNUTEI

>

ACMO-rpaduuecknii pegakTop

ACMO-rpaduueckinii pegakTop (NpocMoTPLUVK-KOHBEpTEpR)
ACMO-knmeHT (cpega BeINO/IHEHWA)

Baza gaHHblx Libreoffice

Martemarmka Libreoffice

Odwc Libreoffice

MpezsexTaymn Libreoffice

PegakTop Kate

{0y CUCTEMHEIR PucyHok Libreoffice

5t Cnoeapb goldendict

Tabnuua Libreoffice
MaHenks ynpaeneHwa

TekcT Libreoffice

MeHemxep gainos

Q Mowuck...

3aeeplueHune paboTbl...

6.3.3. YcranoBKa uepes repmMMHan

MocTaBnseMbIii B BUAE MakeTa KAVEHT MOXHO YCTaHOBUTb Yepe3 TepMuHan. Beibepute B
MeHtlo <Cepeuc - Omikpeime mepmMuHass>, HaxoAACb B narke ¢ nakeToM. Beeaute
CIeflytoLLy0 KOMaHZAy (yKaXkute COOTBETCTBYHOLLEE MMA MakeTa), HaXxMuTe knasuwy <BBO/ >
N [OXAMTECh 3aBepLleHMA YCTaHOBKM (MO YMONYAHUIO KAWEHT yCTaHaBAMBAaeTCA B nanky
opt/asmo/re):

sudo dpkg -i asmo-re-6.578-astrab5-amd64-00.deb

PucyHok 6-14. Beod komaHObl 019 yCmaHos8KuU Yepe3 mepmMuHa

= Re:bash —TepmuHan Fly

®aiin  Mpaeka HacTpoiika Cnpaeka

s8] O

| userligen-astra:~, 1o

opl/Fef sudo dpkg -1 as =X strai-amdbd-H1 . deb
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6.4. Boamo)Hbie npobnembli

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-imbo Heobxoammble nakeTbl. ITO
MO>KHO BbISICHUTb, 3aMNyCTUB peAakTop Yepes TepMuHan. B takom ciyyae cnncok owmbok byaet
BblBeZleH B KOHCO/b.

Ans pasHbix ancTpmnbyTneos Linux Ha3BaHMA NakeToB MOryT otanyatbca (MpunoxxeHve
«Tabnnua cootBeTcTBUA HMOAMOTEK, NAkKeTOB N ANCTPMOYTMBOB Linux»). YTObbI yCTaHOBUTH
Tpebyemble daninbl, MOXHO BOCMO/Ib30BaTLCA C/eAyHOLLEeN KOMaHA0W TepMUHana:

sudo apt-get install uma nmakeTa

Takxxe MOXHO npowu3BecTn obHOBAEHMEe MNakeToB. [lnf 3TOro OTKPOWTE TEPMWUHAN W
BbINOJIHATE CNEAYHOLLYIO KOMaHAY:

sudo apt-get update

3aTeM BbIMONHUTE CNeAyHOLLYIO KOMaHAY:

sudo apt-get dist-upgrade

Mocne obHOBAEHMS HEO6XOAI/IMO nepe3arpysntb KOMMbHOTEP U BbIMOJHNTE YCTAaHOBKY
npunaoXeHu4.
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7. YcranoBka B OC ROSA Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn HeOH6XOANMOCTU YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT ToNbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHeaxKep areHToB M MNoAkAoueHua K 6ase paHHbix (rnasa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUANTbI a4MUHUCTPUPOBaHMA (YCTaHOBKA areHTa) Win BPY4HYHO.

5. ¥YctaHOBWUTE KAMEHTCKYHO YacTb (YcTaHOBKA KJIMEHTA).

6. 3apernctpupymTte nporpammy, pazmectms dann nmueHsnm Ha cepeepe (Perncrpauus
nporpamMmmbi).

w

7.1. YcTaHOBKa cepBepHOM YacTm

YcTtaHoBUTE MeHeakep areHToB’. MeHeaXep areHTOB MOCTaB/fETCA B BUAE apXvBa C
nMmeHem am-x.xxx-linux-xdd.zip, rae xxxx—- 3710 Homep Bepcuu, a dd - pa3pAsHOCTb
NPUIOXEHMA.

B 3ToM pykoBOACTBE OMUCbIBAETCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO3AaTb €€, BbINOJHUTE CNEAYIOLLY0 KOMaHAY:

sudo mkdir -p /opt/asmo/server

YT1006bI pacnakoBaTb apXuUB B 3Ty Nariky, BbIMOAHNTE CheyHOLWYyHO KOMaHAy:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

B katanore meHeaxepa areHTOB MpeAcTaBieHbl npumepbl GainnoB KoHbUrypaumm
am.ini.example v pha.conf.example. Camu dpaninbl KOHOUrypaumm am.ini v pha.conf co3aatoTcs
B npouecce KOHPurypmposaHusa cuctembl (KoHpurypupoBaHue areHta v MeHemepa
areHToB). B npouecce paboTbl MeHeaykepa areHTOB ByayT co3aBaTbCA HOBble KaTanorn Ass
0bHOBAEHMI, XYpHa/NOB (IOrOB) W 3anycka areHToB. Takxe B nanke lic B 3TOM kaTasnore
yCTaHaB/iMBaeTCA AuueH3sns cepepa (Peructpauma nporpammbl). bonee nogpobHo
CTPYKTypa 3TOro Katanora onucbiBaetca B dbanne am-readme.txt.

Mepenaunte B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpucsounTe panny am npasa Ha BbiNOAHeHWe. [Ins 3TOro BbINOJHUTE CNeAyHOLLYHO KOMaHAy:

sudo chmod +x am

7 CepBepHas 4YacTb COCTOWT W3 dazeHMa v MeHedxepa azeHmMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatoLNiA 3a NogkatouaeMyto 6asy MeTafaHHbIX.
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MpoBepbTe paboTOCNOCOOHOCTL MeHeaXepa areHToB. s 31oro 3anyctute ¢ann am B
KOHCOJ/IbHOM peXxunme C MOMOLLbHO CIeAYHOLLLEeN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan 6yayT BbiBeAeHbl caeayrolime AaHHble (Asmo

agent manager started):
PucyHok 7-1. lposepka pabomocnocobHocmu meHedxepa azeHmMos

b server : am — Konsole WA ﬁ

®aidn  MNpaexka Bwg 3aknagkw  Mogynw  Hactpoiika  Cnpaeka

=
[ Hosas sinagra  [][] Pasgenwts oxto no seprvkann T2 Pasgenuts okwo no ropusonTanss > »
-

OcTtaHoBUWTE MeHeaKep areHToB. [Jns 3Toro BBeAUTE g U HaxkMuTe knasuwy <BBO/ >.

7.2. HacTtpouka 3anycka (ana systemd)

[na HacTpoMku 3amnycka MeHeAXepa areHTOB OTKPOWTE TEepPMWHaN W  BbINOJAHUTE
cneayrowime fencTBms:
1. Co3gante Nosb30BaTeNs aSMO C MOMOLLBIO CIeAYHOLLEN KOMaHAbI:

sudo useradd -r asmo

2. MpucBoKrTe Noab30BaTeNO asSMO NpaBa BAajenblia KaTanora /opt/asmo/ ¢ NOMOLLbHO
CnesyroLLen KOMaHZbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankn doc, pacnosiOXKeHHOW B pacnakoBaHHOM
AMCTpnbYTMBE MeHeaxkepa areHToB, B KaTanor /Jetc/systemd/system/. [na 3Toro
nepenanTte B Nanky doc C NOMOLLbIO KOMaHZAbl cd U BbINMOJHUTE CNEAYHOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BoInonHUTe CneAyroLLyrO KOMaHAy AnA YBeAOMAEHNA 06 n3MeHeHn KOHGUrypaumm:
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sudo systemctl daemon-reload

5. BbinosHWTE CNeAyroLLy0 KOMaHZAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
Ka>XkZoW 3arpyske:

sudo systemctl enable asmod

6. Mepe3arpy3snte komnbtoTep. [poBepbTe pabotocnocobHocTb cnybbl asmod ¢
MOMOLLbIO CNeAyHoLLeN KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa v akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine
JadHHbl€ — active (running):

PucyHok 7-2. Mposepka pabomocnocobHocmu cayxbel asmod

+ ~: systemctl — Konsole v A Q

Maiin  Mpaeka Bwa Saknagkw  Mogynu  Hactpoika  Cnpaeka

=
[T Hosaseknagka [} Pasgenums okvo no septmkann 05 Pasgendrs okHo no ropuoHTani > >
v

[na ynpasneHuns cny>kb6on asmod ncnonb3ynTte cnegyrolime KoMaHabl TepMUHana:

e 3anyck CJ'Iy)K6bI—sudo systemctl start asmod

® TMpoBeEpPKa COCTOAHUA Cﬂy>K6bI — systemctl status asmod

e OCTaHOB CJ'Iy)K6bI—sudo systemctl stop asmod

MNocne yctaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO nNpoBepuTb paboTy cepBepHON YacTW, MOAKAOUNBLUNCD K HEWM C MOMOLLbIO
yTMAnTbl agMmuHncTpuposaHuna AM Console (pabotaet Tonbko B OC Windows) B cooTBeTCTBUM
C nHCTpyKumamm B rnase 11 «KoHpurypmpoBaHue areHTa n MeHea Kepa areHToB>.

7.3. YcTaHOBKA KJIMEHTA

KnneHT MoXeT NoCTaBAATLCA B BUAE apxMBa C MMeHeM asmo-re-x.xxx-linux-xdd.zip, rae
X.XXX —3TO HOMep Bepcuun, a dd — pa3pagHoOCTb NpuaoxeHua. MNpun yctaHOBKe 13 apXmBa KJAVEHT
BMOC/NEACTBUN MOXET OOHOBAATBCA LIEHTPAIN30OBAHHO C WCMOJIb30BaHMEM MeXaHW3Mma
obHoeneHna naatdopmbl ACMO (YcraHoBKa 06HOBAIEHNM).

PykoBogcTBO No ycTraHoBKe (nMpodeccmoHanbHas Bepcma) 44



ACMO-rpaduyecknii pepaktop lnaBa 7. YcraHoska B OC ROSA Linux

UYtobbl YCTAHOBWUTbL KJMEHT, pacnakyute apxumB C AUCTPUOYTMBOM HYXXHOW BepcuMX B
nobyto nanky. [na 3TOro wenkHute dania apxvBa NPaBOW KHOMKOW Mbiwn U BbibepuTe
KOMaHay <Pacnakoeame — Pacnakoeamse e>. B OTKpPbIBLIEMCA OKHE yKaxkuTe KaTaaor ans
pacnakoBku. lMyTb He JO/MKEH cojep>kaTb PyCCKMe CUMBOAbLI M npobenbl. Takke MOXHO
ABaXAbl LENKHYTb apxuB W nepeTawmtbe Ganabl B Hy>XHyto nanky. CTpykTypa apxuvBa
npeAcTaBAeHa Ha PUCYHKE HUXKe.

PucyHok 7-3. Cmpykmypa apxuea ¢ ducmpubymueom KaueHma

i asmo-re-6.578-linux-x64.zip — Ark oA 9

Apxve  ©ailn  Hactpoiika  Cnpaeka

[} Pacnakogate Q, Haifw... >
Wmn ~ | Pa3mep %
»- B settings 1 nanka, 1 ¢aiin
[T asmo-re 71,6 MMB asmo-re-6.578-linux-x64.zip

7] asmo-re.x64 415
R asmo-re_48.png 2,3 Kub
[7] create_desktop 6056

YTo6bl 3aNyCTUTb KNWEHT, ABaXAbl LLENKHMUTE 3HAUOK asmo-re B pacrnakoBaHHOM Manke.
Takxxe KJAMEHT MOXHO 3anyCcTuUTb yepe3 TepMuHan. [ns 3TOro WenkHWTe NpaBoOMl KHOMKOW
MbILIW B Manke ¢ ANCTpUBYTMBOM 1 BbibepuTe NyHKT < OmMKpbimes mepMuHam >.

PucyHok 7-4. 3anyck mepmuHana

+ Cozgate >
[F] OTKpBITE C MOMOLLEHD... >
El BcraeuTe w3 Bydepa obMmeHa... Ctri+v
o, CopTupoBeka ?
28 Pexcum npocmoTpa >
OTKpPLITE TEPMWHAN Shift+F4 I
[E ¥Ynakoeatk >
@ MpuUcBoMTE METKK >
= KOMHaTsl >
2 CeoiicTea Alt+Return

BeeguTe cneaytoLlyto KOMaHAy, YTobbl 3anycTuTb Gann:

./asmo-re
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PucyHok 7-5. 3anyck kaueHma

* asmo-re-6.578-linux-x64 : bash —

@aiin  Mpaska Bwg 3aknagkm  Mogynn  Hactpoiika  Cnpaeka

[T2 Hosarexnagka  [J[] Paspenurs okmo no eeprukann 05 Pasgenvrs okHo no ropusoqtann 9 F

user@rosazezl

NHpopmauma o HacTpPOEeHHbIX MO YMOAYaHWIO MONb30BaTeNAX NPUBOAMUTCA B rnase 3
«HacTpoeHHble MO ymo/sYaHUIO nosb3oBatenu». Ecam HactpoeHa wHTerpaums ¢ Active
Directory, ana Bxoja C WCMONb30BaHMEM Y4YeTHOM 3anucu Tekyuwlero nonb3oBaTtens OC
NoCpeaACTBOM MexaHu3Ma ayteHTudukaumm AD Heobxoammo Haxatb knaBuwum CTRL + W.
Tak>xe MOXHO 3a4aTb NapameTpbl 3anycka KANEHTCKOro NPUAOXKEHMWS, NO3BOAAIOLLIME BXOAUTD
B cucTemy 6e3 BBOAA yUeTHbIX AaHHbIX (UHTerpauma c Active Directory). Ecin nogkntoueHme
He yCTaHaBAMBaeTCA, MOMNPoOObyMTe O3HAaKOMWUTbCA C BO3MOXHbIMW Cnocobamu peLleHus
npobsemsbl B pazgene 11.6 «<BosamorkHble npobaembi».

Ecnv BbinonHeHa HacTpovika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBnAeHMe 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLWMM 0Opa3oM CKOHOUIypMpOBaHbl areHT U MeHeaXep areHToB
(rnaBa 11 «KoHduUrypupoBaHme areHTa U1 MeHeAYKepa areHTOB») W1 3anyLleH areHT (3anyck
areHrta), nocsie BBoAa UAEHTUPUKALMOHHOM MHPOPMaLMN OTKPOETCA OKHO KaneHTa. Ecam Ha
cepBepe pgoctyrnHa 6osiee HOBas BepcMA K/AMEHTa, MPW nepesanycke KAMeHTa MOABUTCA
AVanoroBoe OKHO A4/1A NOATBEPXKAEeHNA OOHOBEHNS BepCUnN KNneHTa. Hanprmep, npum 3anycke
Bepcun 6.470 MOXeET NOABUTLCA 3anpoc Ha obHoBeHWe f0 Bepcun 6.473. YTOo6bl OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hoeumb> W AOXAWTECH, MNOKa 3aBepLUMTCA npoLecc
OBOHOBAEHMA W 3aMyCTUTCA KNEHT.

Utobbl co3paTb APAbIK A4 3amnycka KAWMEHTa, LWEeNKHUTe MpaBOW KHOMKOW MbIWW Ha
pabouem cTone. Bbibepute <Cozdame — Ccbiiky Ha npunoxeHue>. Ha Bknagke
<lpunoxxeHue> B none <HMmsa> BBegMTe Ha3BaHWe ANA 3Hauka, Hanpumep «ACMO-
rpaduueckm pepaktop». Haxmute kHonky <[Ipocmomp> wn BbibepuTte dann asmo-re B
nanke AnctpnbyTtmBa.

PucyHok 7-6. OnpedesieHue CCblIKU Ha NpuioxXeHue

E » Ceoifcrea plasmashell.pJSMgs — Plasma 7w e
OcHoBHO® Mpaea Mpunoxenne  Mybnukauws — CeegexvA
Wms: | ACMO-rpadmueckuil pegaktop
Onucaxme:
KommeHTapwii:
KomaHpa:  sMO-re/asmo-re-6.578-linux-x64/asmo-re’
Pabounii nyTs: (i)

MoaaepxuBaeMble TUNE daiinos:

Tun MIME +  Onucauue

LobaBuTh... Yaanute AONOAHWUTENLHEIE NapaMeTpsl

 OK ® OTmeHa
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Ha Bknagke <OcHoeHOe> LeNKHWTE KBaZPaTHYH KHOMKY, HaXMMUTE KHOMKY <0630p> 1
BbIbepuTte 3Hauok npunoxerHna «<ACMO-rpaduruecknii pegakTop», pacnosioXKeHHbIN B nanke
AVCTPUBYTMBA.

PucyHok 7-7. YcmaHoeka 3Ha4ka 014 Apasika

E » Ceoiicrea plasmashell.IsCTjY — Plasma ?v ~0

OcHoBHOE Npaea Mpunoxenve  My6aukayws =~ CeegeHuns

ACMO-rpadmuecknii pegakrop

Tun:  @aiin HacTpoek pabouero cTona

= MapameTpel THNa aiina

Pacnonoxenne: HAmp

Paimep:  1146(114)

Co3paH:
[laTa NZMEeHEeHUWR: nMATHWUA, 20 AaHBaps 2023 r. 10:01:35 MSK

MocneaHwiA gocTyn: nATHAUAE, 20 sKBaps 2023 r. 10:01:35 MSK

+ OK © OTmena

Taioke MOXHO 06aBUTb APJIBIK 418 3anycka KAneHTa B pa3gen <0dguc> meHtro. [nsa atoro
HeobXoAMMO BbINONHUTL CKPUNT create_desktop w3 nNocTaBnAsemMoro apxvmea (Hanpumep, u3
TepMrHana C NOMOLbHO KOMaHAbl . /create_desktop).

7.4. Boamo)xHble npobnembl

B HekoTOpbIX Cayyasx MOryT OTCYTCTBOBaTb Kakve-inbo Heobxoammble nakeTbl. ITO
MO>KHO BbISICHUTb, 3aMNyCTUB peAakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmbok byaert
BbIBeZleH B KOHCO/Ib.

Ans pasHbix AncTpnbyTnBoB Linux Ha3BaHWA NakeToB MOryT otanyatbca (MpunoxxeHve
«Tabanuya cooTtBeTcTBUA OBNBANOTEK, NaKeToB U ANCTPMOYTMBOB Linux»). YTO6bI YCTaHOBUTH
Tpebyemblie daribl, MOXHO BOCMOb30BaTLCA CAeAytoLent KOMaHAON TepMUuHana:

sudo yum install uma nakeTa

Takxxe MOXHO npou3BecTM obHOBAEHMEe NakeToB. [lns 3TOro OTKPOWTE TEPMWHAN W
BbINOJIHWTE CNEAYIOLLYHO KOMaHAY:

sudo yum update

3aTeMm BbIMOHWTE CIEAYHOLLYH KOMaHAY:

sudo yum upgrade

MNocne obHOBAEHNA HEOBXOAMMO Mepe3arpy3nTb KOMMbHOTEP W BbIMOJHUTb YCTaHOBKY
NPUIOXEHMS.
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8. YcranoBka B PEJ] OC Linux

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn He0b6XOANMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Moy,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponTe areHT, MeHeaxKep areHToB U noAkaroyeHus K 6a3e fgaHHbIx (rnasa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUAUTbI a4MUHUCTPUPOBaHMA (YCTaHOBKA areHTa) Win BPY4HYHO.

5. ¥YctaHOBWUTE KAMEHTCKYHO YacTb (YcTaHOBKA K/IMEHTA).

6. 3apernctpupymTte nporpammy, pazmectms dann nmueHsnm Ha cepeepe (Perncrpauus
nporpamMmmbi).

w

8.1. YcraHOBKa cepBepHOM HacTn

YctaHoBUTE MeHemkep areHTosS. MeHeaxep areHTOB MOCTaBAAETCA B BUAE apxmBa C
nMmeHem am-x.xxx-linux-xdd.zip, rae xxxx—- 3710 Homep Bepcuu, a dd - pa3pAsHOCTb
NPUIOXEHMA.

B 3ToM pykoBOACTBE OMUCbIBAETCA YCTaHOBKA MeHeAXXepa areHTOB 4epe3 TePMWUHaN B
nanky /opt/asmo/server. YTobbl cO3AaTb €€, BbINOJHUTE CNEAYIOLLY0 KOMaHAY:

sudo mkdir -p /opt/asmo/server

YT1006bI pacnakoBaTb apXuUB B 3Ty Nariky, BbIMOAHNTE CheyHOoLWYyHOo KOMaHAy:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

CTpykTypa KkaTanora MeHeAXepa areHTOB MnpeAcTaB/ieHa Ha PUCYHKe Huxke. B 3towm
KaTasore npeacTaBaeHbl NpuMepbl GannoB KoHbUrypaumm am.ini.example n pha.conf.example.
Camun dannbl koHbUrypauum am.ini v pha.conf co3patotca B npouecce KOHOUIypupoBaHus
cuctembl (KoHgurypupoBaHue areHta WM MeHeja)kepa areHtoB). B npouecce pabotbl
MeHezykepa areHToB byAyT co3AaBaTbCs HOBblE KaTasoru Ana O6HOBAEHUI, XXypPHaoB (/10ro.)
W 3anycka areHToB. Takke B manke lic B 3TOM KaTasiore ycTaHaBAMBAaeTCA JIMLLEH3NA cepBepa
(Perncrpaumna nporpammbl). bonee nogpobHO CTpyKTypa 3TOro KaTtasora OMMCbiBaeTCs B
bavine am-readme.txt.

8 CepBepHan 4yacTb COCTOWT W3 azeHMa v MeHeOdxepa azeHMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusaMn gzeHmos, CNeiuT 3@ MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLNiA 3a NojkatouaeMyto 6asy MeTafaHHbIX.
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PucyHok 8-1. Cmpykmypa apxuea ¢ ducmpubymueom MeHedXepa azeHmos

am-5.2.458-linux-x64.zip -+ B8

Apxwe TMpaeka [pocmotp Cnpaeka

B t Owxpemn - B Pacnakosats [+ + |
# |  Pacnionoxerue B
[ doc 99,0 kB Manka
.updateinfo [ANET HewnzeecTHo
am 4,5MB HewzsecTHo
am.ini.example 1,7 kB HeuzeecTHO
am.xG64 36 banr HewvzeecTHo
am-readme.txt 23kB TeKCTOBLIMA A...
pha.conf.example 671 baiT HewssectHo

7 obwekTa (4,6 MB)

Mepenante B Katanor /opt/asmo/server (BbINOJHUTE KOMAHAY cd /opt/asmo/server).
MpuceonTte pariny am npasa Ha BbINOAHEHME. [N 3TOrO BbIMOJHUTE CAEAYHOLLYIO KOMaHAY:

sudo chmod +x am

MpoBepbTe paboTOCNOCOOHOCTL MeHeaKepa areHToB. s 3Toro 3anyctute ¢aria am B
KOHCO/IbHOM PeXUMe C MOMOLLbHO CNeAyHoLLEeN KOMaHABI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMyHan ByayT BbIBEAEHbI CAeAytolime AaHHble (Asmo

agent manager started)

PucyHok 8-2. [posepka pabomocnocobHocmu meHedxepa azeHmos

user@gen-redos:/opt/asmo/server

@amn Mpaeka Bwg Mowck TepmwuHan Cnpaeka

[user@gen-redos server]$ sudo chmod +x am
[sudo] napone gnsa user:

[user@gen-redos server]$ ./am --console
Asmo agent manager v5.2.438
clients.listen(58081)[3]
agents.listen(56802)[4]

no admin-user configured, using default
Lifay Asmo agent manager started Hf##
KomaHpge!:

BbIXO[

CNUCOK areHTOB

cTaTUCTUKa

gaMn naMaTu

cnpaBka

OctaHoBUTEe MeHeaXep areHToB. [ns 3TOoro BBeAgnTe g U HaXxkmuTe Knasuwy <BBO/ >.
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8.2. HacTtpouka 3anycka (ana systemd)

[Nns HacTpoVKkM 3anycka MeHeZ)Xepa areHToB OTKPOWTe TepMMHaN W BbIMOAHUTE
cneayrowme fencTBmS:
1. Co3ganTe Nosb30BaTeNs aSMO C MOMOLLbIO CIeAYHOLLEN KOMAHZAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmo Mpasa B/azenbla KaTanora /opt/asmo/ ¢ NOMOLLbHO
CNeAyroLLEN KOMAHAbI:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosOXKEHHOW B pacnakoBaHHOM
ANCTpnbyTMBE MeHeaxkepa areHToB, B Katanor /etc/systemd/system/. [na 3Toro
neperanTe B nanky doc ¢ MOMOLLbHO KOMaHAbl cd U BbINMOJHUTE CNeAYHOLLYH KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BbINOAHUTE CNesyoLyro KOMaHAy A1 yBEAOMAEHUA 06 N3MEHEeHUN KOHPUrypauun:

sudo systemctl daemon-reload

5. BbInosHWTE CNeAyoLLY0 KOMaHAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
KaXZ4oW 3arpyske:

sudo systemctl enable asmod

6. MNepe3sarpysnte komnbtoTep. [poBepbTe PaboOTOCMOCOOHOCTL CAyX6bl asmod ¢
MOMOLLHO CEAYHOLLIEN KOMaHAbI:

systemctl status asmod

Ecnm cnyxba asmod mcnpaBHa W akTMBHA, B TepMUHaN OyayT BbiBEAEHbI CleayroLine

JaHHble — active (running)

PucyHok 8-3. lposepka pabomocnocobHocmu cyx6el asmod

user@gen-redos:/opt/asmo/server
®Qaitn Mpaska Bwg [MMouck TepmuHan Chpaska
[user@gen-redos server]$ systemctl status asmod
® asmod.service - ASMO daemon
Loaded: loaded (/etc/systemd/system/asmod.service; enabled; vendor preset:
active (running) since Thu 2823-81-19 13:32:23 MSK; 3min 43s ago
690 (am)
2 (limit: 3516)
5.6M
CPU: 375ms
CGroup: /system.slice/asmod.service
698 /opt/ rver/am

aHB 19 13:32:23 gen-redo: temd[1]: Started ASMO daemon.
lines 1-11/11 (END)
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Ans ynpaeneHna cnyxxb6oi asmod ncnonb3ynte cnegyrolime KOMaHabl TepMyHana:

e 3anyck Cﬂy)K6bI—sudo systemctl start asmod

® TpPOBEPKa COCTOAHUA CJ'Iy>K6bI — systemctl status asmod

e OCTaHOB Cﬂy>K6bI—sudo systemctl stop asmod

Mocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO NpoBepuTb paboTy cepBEPHON YacTX, MOAKNHOUMBLUNCD K HEX C MOMOLLLbHO
yTUANTbl agMuHuctpupoaHma AM Console (pabotaet Tonbko B OC Windows) B COOTBETCTBUM
C MHCTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHef Kepa areHToB».

8.3. YcTaHOBKa K/ZIMEHTa

KnveHT MOXeT NOCTaBnATbLCA B BUAE apxmBa C MMeHeM asmo-re-X.xxx-linux-xdd.zip, rae
X.XXX —3TO HOMep Bepcuy, a dd — paspagHocTb npunoxenns. CTpykTypa apxuBa npeacraB/ieHa
Ha pucyHke Huxe. [pn yCTaHOBKE M3 apxvMBa KAMEHT BMOCAEACTBUMN MOXET OHBHOBAATLCA
LEeHTPa/M30BaHHO C WCMOJ/b30BaHMEM MexaHu3ma obHosneHua naatdopmbl ACMO
(YctaHOBKa 06HOB/IEHUN).

PucyHok 8-4. Cmpykmypa apxusa ¢ ducmpubymusom KaueHma

asmo-re-6.578-linux-x64.zip - - B3

Apxve Mpaska MNpocmotp Cnpaska

]

Pacnonaxerve: 5/

[ settings 2,0MB Manka
asmo-re 75.1 MB HeussectHo
asmo-re.x64 41 BaiAt HewuzsectHo

B asmao-re_48.png 2,3kB V1306paKeHH...

create_desktop 605 bait HeunseectHo

5 obexta (77,1 MB)

[ns yCTaHOBKM K/IMEeHTa pacnakynTe apxuB C AUCTPUOYTUBOM HY>KHOW Bepcun B Nt0OYHO
nanky. Hanpumep, Ans 3TOro MOXHO ABaXAbl LLeNKHYTb Gain apxmBa M BbibpaTb KOMaHAy
<Pacnaxkoeame>. [1yTb He AO/IXXEH COAEPXaTb Pycckne CMMBOJIbI U Mpobenbl.

Utobbl 3anycTUTb KAMEHT, ABaXAbl LWENKHUTE 3Ha4yoK asmo-re. Kpome TOro, KAveHT
MOXHO 3anycTutb 4epe3 TepmuHan. [na 31oro Bblibepute <®@aiis—- Omkpeims 8
TepmuHase>, HAXOAACb B NManke C pacnakoBaHHbIM ANCTPUBYTUBOM. Takxke A/ 3TOr0 MOXHO
WeNKHYTb B Nanke npaBol KHOMKOW MbILM 1 BbIbpaTb KOMaHAy <Omipeime e TepmuHasie>.

PucyHok 8-5. 3anyck mepmuHana

EJ Cozpate nanky
|y Cozpate foOKyMeHT 4

asmo-re I OTkpeITe B TepMuHane I

BeicTpaneate 06bekTel »

2] YeenuunTs
|2) ¥MeHBWWTE
|7 B obkiuHOM pazmepe

|4 Ceowncrea
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BeeguTe cneaytoLyto KoMaHay, YTobbl 3anycTuTb Gamn:

./asmo-re

PucyHok 8-6. 3anyck kaueHma 4yepesz mepMuHan

user@gen-redos:~/Pabo4wnii cTon/Re -+ B3

@ain MNpaeka Bwa Mowck TepmuHan [MNomMollb

[user@@gen-redos Re]$ ./asmo-re

Mpw 3anycke kAneHTa NOSBUTCA AMANOroBOe OKHO ANs BBOAA JOrMHa/Napona n Beibopa

areHTa.
PucyHok 8-7. luanozosoe 0kHO NOOK/IHOYEHUS K azeHmy

ACMO rpadmyecknit pefaktop X
= Beenwre WMA M Naponk, koTopsle GyayT
MAEHTHMUKMPOEaTE Bac kak nonk30BaTens nporpamMmsl

MMa nonk3oeaTens | e

Mapone

Cepeep localhost hd

Baza panneix ACMO rpadwuecknil pegaktop hd

0K Otmena

NHpopmauma o HacTpOeHHbIX MO YMONYaHWIO NONb30OBaTeNAX NPUBOAUTCA B rnase 3
«HacTpoeHHble MO ymMon4yaHUIO nosib3oBatenn». Ecanm HactpoeHa wHTerpauma c Active
Directory, ana Bxoja C WCMOAb30BaHMEM Y4YeTHOW 3anmcu Tekyuwlero nonb3oBaTtens OC
nocpescTBOM MexaHu3Ma ayTeHTudukaumm AD Heobxoammo HaxkaTb knasuwwm CTRL + W.
Tak>xe MOXHO 3ajaTb NapameTpbl 3anycka KANEHTCKOro NPUAOXKEHWA, NO3BOAAIOLLIME BXOAUTD
B cucTeMy 6e3 BBOAa yueTHbIX AaHHbIX (UHTerpaumsa c Active Directory). Eciv noakntoueHne
He yCTaHaB/AMBaeTCA, MOMNpPobynTe O3HaKOMWUTbCA C BO3MOXHbIMW Cnocobamun pelleHus
npobsemsbl B pazgene 11.6 «<Bo3amorkHble npobaembi».

Ecnv BbinonHeHa HacTpolrika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBnAeHne 6a3bl AaHHbIX
M3 Aamna»), COOTBETCTBYHOLMM 0O6pa3oM CKOHPUTypMpOBaHbl areHT U MeHeXep areHToB
(rnaBa 11 «KoHduUrypupoBaHume areHTa 1 MeHeAYKepa areHTOB») W1 3anyLleH areHT (3anyck
areHrTa), nocse BBoja naeHTMbrKayMoHHON nHGopMaLmm OTKPOETCA OKHO KaneHTa. Ecim Ha
cepBepe poctyrnHa 6osiee HOBas BepcMa K/AMEHTa, MpW Mnepesanycke KAMeHTa MOABUTCA
AMANoroBoe OKHO 415 MOATBEPXAEHWS OOHOBNEHWA BepcUM KameHTa. YTtobbl OH6HOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W [OXAUTECH, MOKa 3aBEPLUMTCA MNpoLiecc
OBHOBNEHMA W 3aMyCTUTCA KNEHT.

YTob6bl CO34aTb APALIK AN 3anycka NPUIOXEHWS, LLENKHUTE Ha paboyeM CTose NpaBoWn
KHOMKOW MbIWN 1 BbIBEpUTE B KOHTEKCTHOM MEHH0 NYHKT <Co3damb KHONKY 3anycKka>.
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PucyHok 8-8. Co30aHue KHONKU 3anycka Ha paboyem cmoJie

D Co3aate Nanky

I Co3AaTh KHOMKY 3aMycKa... I

| Cozpate nokyMeHT »

OTKpbITE B TepMUHane

B nosBmBLUEMCA AMAaNOTOBOM OKHE YKaXXuTe MMA U KOMaHAy. MIma — 370 npoun3BoabHas
TekCToBas MeTka A sapabika (Hanpumep, «KACMO-rpadpunyecknii pegaktop»), a KOMaHaa — nNyTb
K wucnonHsemomy daunny (414  ykasaHua NyTM  MOXHO BOCMO/b30BaTbCA  KHOMKOW
<llpocmompems >). BoibeprTe 3Ha4YOK NPUNOXKEHWS, KOTOPbIVA BKAKOYEH B COCTaB apxmBa v
HaXkMuTe KHonky <OK>. Ha pabouem cTone nosaBuTCa ApAbIK A5 3anycka KAMeHTa.

PucyHok 8-9. Hacmpolika kHonku 3anycka

Co3gaTk KHOMKY 3anycka - » B
MR | MpuaoxeHne -
WUMs: | ACMO-rpaduueckwii pegaktop
KomaHga: = Houwit cron/Re/asmo-re” MpocmoTpeTs..
NMpumeyaHue:

& Nnomowe © Otmena v OK

Tak>xe MO>XXHO ,D,O6aBVITb APAbIK ANA 3anyCKa KAMEHTa B pa3jen <O¢uc> MeHto. [lns aToro
H€O6XO,£I,I/IMO BbINOJIHATb CKPUNT create_desktop N3 NoCtaBaaAemMoro apxuBa (HaanMep, n3
TepMrHana C NOMOLWbHO KOMaHA4bl . /create_desktop).

8.4. Boamo)xHble npobnembl

B HekoTOpbIX Cnyyasx MOryT OTCyTCTBOBaTb Kakue-imbo Heobxoaumble nakeTbl. ITO
MOXKHO BbISICHUTb, 3aMyCTUB peAakTop Yepes TepMuHan. B takom ciyuae cnmncok owmbok byaet
BbIBEAEH B KOHCO/b.

Ana pazHbix anctpubytnBoB Linux Ha3BaHWA nakeToB MOryT oTamyaTtbcs (MpunoxkeHue
«Tabnvua cooTBeTcTBUA HBUBAMOTEK, NakeToB U AMCTPUBYTMBOB Linux»). YTOOBI YCTaHOBUTbL
Tpebyemble daisibl, MOXXHO BOCMONb30BaTbCA CNeAyHoLLeN KOMaHAO0M TepMUHana:

sudo dnf install mma nakeTa

Takke MOXHO npousBecTM obHOBAEHMEe MakeToB. [1A 3TOro OTKPOWTE TEPMUHAN U
BbIMONHNTE CAeAYHOLLYHO KOMaHAy:

sudo dnf update

3aTeM BbIMONHUTE CeAYOLLYHO KOMaHAY:

sudo dnf upgrade

Nocne o6HOBAEHUS HEOOXOAMMO Mepe3arpy3nTb KOMMbIOTEP U BbINMOAHUTb YCTAaHOBKY
NPUNOXKEHUS.
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9. YcraHoBka B AlterOS

YcraHoBka naatdopMbl OCYLLECTBAAETCA B HECKONbKO 3TarnoB.:

1. YcTaHOBUTE CepBepHYto YacTb (YcTaHOBKa CepBEPHOM YacTwm).

2. MNpn HeOH6XOAMMOCTUN YCTaHOBUTE YTUANTY aAMUHUCTPUPOBaHUSA (paboTaeT TONbKO Noj,

OC Windows) (YcTaHOBKa YTU/IUTbI aAMUHUCTPUPOBaHUA).

. YcTaHoBUWTE 1 HacTpoiTe H6a3y gaHHbIX (BocctaHoBneHue 6a3bl aaHHbIX B OC Linux).

4. HacTponte areHT, MeHeaxKep areHToB M MNoAkAoueHua K 6ase paHHbix (rnasa 11
«KoHpurypupoBaHue areHTa U MeHeA)Kepa areHToB»). 06sa3aTesIbHO yCTaHOBUTE
areHT C NOMOLLbIO YTUANTbI a4MUHUCTPUPOBaHMA (YCTaHOBKA areHTa) Win BPY4HYHO.

5. ¥YctaHOBWUTE KAMEHTCKYHO YacTb (YcTaHOBKA KJIMEHTA).

6. 3apernctpupymTte nporpammy, pazmectms dann nmueHsnm Ha cepeepe (Perncrpauus
nporpamMmmbi).

w

9.1. YcTaHOBKa CepBepHOM HacTm

YcTaHoBUTE MeHekep areHToB”. MeHeaxep areHTOB MOCTaBAAETCA B BUAE apxmBa C
nMmeHem am-x.xxx-linux-xdd.zip, rae xxxx—- 3710 Homep Bepcuu, a dd - pa3pAsHOCTb
NPUIOXEHMA.

B 3ToM pykoBOACTBE OMUCbIBAETCA YCTaHOBKA MeHeAXXepa areHToB yepe3 TepMuHan B
nanky /opt/asmo/server. YTobbl cO3AaTb €€, BbINOJHUTE CNEAYIOLLY0 KOMaHAY:

sudo mkdir -p /opt/asmo/server

YT1006bI pacnakoBaTb apXuUB B 3Ty Nariky, BbIMOAHNTE CheyHOLWYyHO KOMaHAy:

sudo unzip -d /opt/asmo/server am-<Bepcua>-linux-x64.zip

B katanore meHeaxepa areHTOB MpeAcTaBieHbl npumepbl GainnoB KoHbUrypaumm
am.ini.example v pha.conf.example. Camu dpaninbl KOHOUrypaumm am.ini v pha.conf co3aatoTcs
B npouecce KOHPurypmposaHusa cuctembl (KoHpurypupoBaHue areHta v MeHemepa
areHToB). B npouecce paboTbl MeHeaykepa areHTOB ByayT co3aBaTbCA HOBble KaTanorn Ass
0bHOBAEHMI, XYpHa/NOB (IOrOB) W 3anycka areHToB. Takxke B nanke lic B 3ToOm kaTasnore
yCTaHaB/iMBaeTCA AuueH3sns cepepa (Peructpauma nporpammbl). bonee nogpobHo
CTPYKTypa 3TOro Katanora onucbiBaetca B banne am-readme.txt.

Mepenaunte B Katanor /opt/asmo/server (BbINOJHUTE KOMaHAY cd /opt/asmo/server).
MpucsounTe dpanny am npasa Ha BbiNOAHeHWe. [1nf 3TOro BbINOJHUTE CNeAyHOLLYHO KOMaHAy:

sudo chmod +x am

9 CepBepHas 4YacCTb COCTOWT W3 dzeHMa v MeHedxepa azeHMos. AzeHm ynpasaseT 6a3on MeTafaHHbIX U
OCYLLECTBAISET B3aUMOAEWNCTBME KAMNEHTCKOW yYacTu ¢ bJl. MeHedxep azeHmMos BbIMOJHAET aAMUHUCTPATUBHbIE
byHKUMW, ynpaBass onepauusMn gzeHmos, CNeiuT 3a MOAKNOUEHUAMW KJIMEHTOB M MPU HEObXOAMMOCTM
3anyckaeT 3K3eMMAsp azeHMa, OTBEUatOLLMIA 3a NogkAtoUYaeMyto 6asy MeTafaHHbIX.
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MpoBepbTe paboTOCNOCOOHOCTL MeHeaXepa areHToB. s 3toro 3anyctmte ¢ann am B
KOHCOJ/IbHOM peXxunme C MOMOLLbHO CIeAYHOLLLEeN KOMaHAbI:

./am —--console

B cnyuae ycnewHoro 3anycka B TepMuHan 6yayT BbiBeAEeHbl cneayrowme AaHHble (Asmo

agent manager started):
PucyHok 9-1. lposepka pabomocnocobHocmu meHedxepa azeHmMos

user@localhost:/opt/asmo/server
®ain [MMpaeka Bug Mowck TepmuHan Cnpaeka

[user@localhost server]$ ./am --console
Asmo agent manager v5.2.460
clients.listen(5001)[3]
agents.listen(5002)[4]

no admin-user configured, using default
##### Asmo agent manager started #####

KomMaHab
] - BbiXoQ
a - CNWUCOK areHToB
S - CTaTUCTHKa
hd- pamn naMaTu
7 - cnpaeka

OcTtaHOBWTE MeHeaXep areHToB. [lns 3Toro BBeAUTE g U HaxkmuTe knasuwy <BBO/ >.

9.2. HacTtpouka 3anycka (ana systemd)

Ans HacTpoViku 3anycka MeHeaXXepa areHToB OTKPOWTe TepMUHan W BbIMOAHUTE

cneayrolme fencTBus:
1. Co3ganTe Nosb30BaTeNs asmo C MOMOLLbIO C/IeAyroLen KOMaHAbI:

sudo useradd -r asmo

2. MpwncBoKiTe Nosb30BaTeNO asmo Mpasa Bazenbla Katanora /opt/asmo/ ¢ NOMOLLbHO
cneayroLlen KOMaHJabl:

sudo chown asmo:asmo /opt/asmo -R

3. Ckonupyute dann asmod.service 13 nankm doc, pacnosiOXKeHHOW B pacnakoOBaHHOM
AMCTpnbYTMBE MeHeaxkepa areHToB, B KaTanor /Jetc/systemd/system/. [na 3Toro
nepenanTte B Nanky doc C NMOMOLLbIO KOMaHZAbl cd W BbINMOJHUTE CNEAYHOLLYHO KOMaHAY:

sudo cp asmod.service /etc/systemd/system

4. BbinOAHUTE CNesyoLlyro KOMaHAy A YyBEAOMAEHUA 06 N3MEHEHUN KOHPUrypaLuun:
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sudo systemctl daemon-reload

5. BbinosHWTE CNeAyroLLy0 KOMaHZAy, YTOObl HAaCTPOUTb akTUBaLMIO Cy>K6bl asmod npu
Ka>XkZoW 3arpyske:

sudo systemctl enable asmod

6. Mepe3arpysnte komnbtoTep. [lMpoBepbTe pPaboOTOCNOCOOHOCTL CyX6bl asmod ¢
MOMOLLbIO CNeAytoLLeN KOMaHAbI:

systemctl status asmod

Ecam cnyxba asmod mncnpaBHa v akTMBHA, B TepMUHaN OyayT BbiBEAEHbI ClesyroLine
AdHHbI€ — active (running):

PucyHok 9-2. lposepka pabomocnocobHocmu ciyx6el asmod

user@localhost:/opt/asmo/server
®aidn Mpaeka Bug TMowck TepmuHan Cripaska

asmod.service - ASMO daemon

Loaded: loaded (/etc/systemd/system/asmod.service; enabled; vendor preset:
disabled)

Active: since MH 2024-01-29 16:38:49 MSK; 19s ago
Main PID: 6258 (am)
CGroup: /system.slice/asmod.service
L6258 fopt/asmo/server/am

Ans ynpaBneHna cnyxx6oin asmod ncnonb3ymnte cnegyrolume KOMaHabl TepMyHana:

® 3anyck cNyX0bbl — sudo systemctl start asmod

® TMpoBeEpPKa COCTOAHUA Cﬂy>K6bI — systemctl status asmod

e OCTaHOB CJ'Iy>K6bI—sudo systemctl stop asmod

MNocne ycTtaHOBKM WM HacTpouku 6a3bl faHHbIX (BocctaHoBsieHue 6a3bl AaHHbIX B
OC Linux) MOXHO nNpoBepuTb paboTy cepBepPHON YacTW, MOAKAOUNBLUNCD K HEWM C MOMOLLbIO
yTMAnTbl agMuHucTpuposarHmna AM Console (pabotaet Tonbko B OC Windows) B cOOTBETCTBUM
C uHCTpyKumamu B rnase 11 «KoHpurypmpoBaHue areHTa n MeHeA Kepa areHToB>.

9.3. YcTaHOBKa K/ZIMEHTA

9.3.1. YcraHOBKa U3 apxuBa

KnneHT MoXeT NoCTaBAATLCA B BUAE apXxMBa C UMeHeM asmo-re-x.xxx-linux-xdd.zip, rae
X.XXX — 3TO HOMep Bepcun, a dd — pa3pagHOCTb NpuaoxeHua. [pun ycTaHOBKE N3 apxvBa KIVEHT
BMOCNEACTBUM MOXKET OOHOBAATLCA LIEHTPa/IM30BAHHO C MCMOJb30BaHMEM MexaHW3Ma
obHoBneHna naatpopmbl ACMO (YcraHoBKa 06HOBAEHUNA).

YTOo6bl YCTAaHOBUTb KAMEHT, pacnakymte apxmB C AUCTPUOYTUBOM HY>XXHOW BepCMU B
nobyto nanky. [na 3TOro wesnkHute dania apxvBa NPaBOW KHOMKOW Mbiwn U BbibepuTe
KoOMaHay <Pacnakoeame — Pacnakoeame 6>. B OTKPbIBLUEMCA OKHE YKaXXute KaTanor Ans
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pacnakoBku. [MyTb He AOMXKEH cofep>kaTb PYyCCKMe CMMBOAbI U npobenbl. Takke MOXHO

ABaX/bl LENKHYTb apXuB M MepeTawmTte danabl B HyXHyto nanky. CTpykTypa apxvBa
NpeacTaBieHa Ha PUCYHKE HUXKe.

PucyHok 9-3. Cmpykmypa apxusa ¢ ducmpubymugom kaueHma

& Pacnakosars + asmo-re-6.620-linux-.. = Q | = = o X
< | > fr | Pacnonoxesve: | [§@/

Bl settings 2,0 MB Manka 14 gek. 2023, 16:06
asmo-re 79,8 MB HEW3BECTHD 25 anBe. 2024, 17:35
asmo-re.x64 41 Bant HEW3BECTHO 25 AHe. 2024, 17:35

¥ 2smo-re_48.png 236 w3oBpasenwe... 25 aue. 2024, 17:32
Changelog-re.txt 1814 kb TeKCTOBLIA 4o.. 25 AHB. 2024, 17:30
create_desktop 605 BalT HEW3BELTHD 25 AHE. 2024, 17:32
libcad.so 57,0 MB pasgenAeman .. 25aHB. 2024, 17:35

YTobbI 3aNyCTUTb KAVEHT, ABaXAbl LENKHUTE 3Ha4YOK asmo-re B pacrnakoBaHHOW Mnanke.
TakKe KIMEHT MOXHO 3anyCcTUTb 4yepe3 TepMuHan. [na 3Toro wWwenkHUTe npaBon KHOMKOW
MbILIW B Nanke ¢ AUCTPUOYTUBOM U BblibepuTe NYHKT <OmKpbims mepMuHal >,

PucyHok 9-4. 3anyck mepmuHana

9 Co3gaTe nanky

% C034aTh AOKYMEHT )

B OTkpeTE B TEPMIHANE

2 OTKpbITE Kak root
CopTHpPOBKa b
BEICTROWTE MO MMEHL

(v} Crpumie dainel

BCTaBWTY

<, CeBoAcTBa
BeeguTe cneaytoLlyto KOMaHAy, YTobbl 3anycTuTb Gann:
./asmo-re
PucyHok 9-5. 3anyck kaueHma

®ain TMpaeka Bua Mowck  TepMmuHan Cnpaeka
[user@localhost Rel$ ./asmo-re

MHq)OpMaLI,I/Iﬂ O HaCTPOEHHbIX MO YMOAYaHUKO MOoab30BaTenAaAx npMBoOAUTCA B rnaBe 3
«HacTpoeHHble NO ymMos4aHUIO nosab3oBatenu». Ecam HaCTpO€eHa WHTerpauma C Active
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Directory, ana BXxoja C WCMNOJ/Jb30BaHMEM Y4YeTHOM 3anucu Tekyuiero nosab3osatesns OC
nocpeacTBOM MexaHu3Ma ayTeHTudukaumm AD Heobxoammo Haxkatb knasuwwm CTRL + W.
Tak>xe MOXHO 3ajaTb NapameTpbl 3anycka KANEeHTCKOro NPUAOXKEHWS, NO3BOAAIOLLINE BXOANTD
B cucteMy 6e3 BBOAA yueTHbIX AaHHbIX (UHTerpaumsa c Active Directory). Eciv noakitoueHne
He ycTaHaBAMBaeTcs, MonpobyhTe O3HAKOMWUTbCA C BO3MOXHbIMK Cnocobamu peLueHus
npobsembl B pasgene 11.6 «<Bo3amorkHble npobaembi».

Ecnv BbinoAHeHa HacTpolika 6a3bl faHHbIX (r1aBa 10 «BocctaHoBAeHMe 6a3bl AaHHbIX
M3 gamna»), COOTBETCTBYHOLUM 06pa3oM CKOHOUIypupOBaHbl areHT M MeHeaXKep areHToB
(rnaBa 11 «KoHdurypupoBaHue areHTa U MeHeAKepa areHToB») U 3anyLeH areHT (3anyck
areHrta), nocse BBoAa UAeHTUPUKALMOHHOW NHPOPMaLMN OTKPOETCA OKHO kameHTa. Ecim Ha
cepBepe goctyrnHa 6osee HOBaA BepcMA KAMEHTa, NPV nepe3anycke KAVeHTa MOoABUTCA
AVanoroBoe OKHO ANA MNOATBEPXAeHNA OOHOBAEHWS BEpCUMM KnneHTa. Hanprmep, npu 3anycke
Bepcun 6.470 MOXET NOSABUTLCA 3anpoc Ha 0bHOBeHWe f0 Bepcun 6.473. YTOObI OOHOBUTH
BEPCUIO, HaXMUTe KHOMKy <O6Hosumb> W AOXAUTECH, MOKa 3aBEPLUMTCA MNpoLecc
OBHOBAEHMA W 3aMyCTUTCA KNNEHT.

UYtobbl co3aaTh APAbIK A4 3amnycka KAVMEHTa, LWenkKHUTe NMpaBoW KHOMKOW MbIM Ha
pabouem crone. Boibepute <Cozdame kHonky 3anycka 30ecs>. B none <Mmsa> BBegute
Ha3BaHWe Ans 3Hauka, Hanpumep «ACMO-rpaduueckuin pegakTop». Haxmute KHOMKy
<llpocmomp> v Bbibepute Gann asmo-re B nanke aAncTpubytunea. LLlenkHnTte KBagpaTHyto
KHOMKy C n3o6paxeHuem pakeTbl U BbibepuTe 3Ha4yoK npunoxeHns «ACMO-rpadurueckmi
peAakTop», PacrnoOXeHHbIN B Nanke anctpmbytmea. Haxmute <OK> 1 npn HeobxoanMMocCTu
OTBeTbTE YTBEPAUTENbHO Ha 3anpoc o AobaBneHUM Apbika B KaTeroputo <[Ipo4ue> rnaBHOro
MEHIO CUCTEMBI.

PucyHok 9-6. OnpedesieHue CCblIKU HA NpUJIOXeHUe

Launcher Properties

Name: | ACMO-rpadmuecknii pegaktop -
Command:  'ASMOgraf/Re/asmo-re =+ Browse

Comment:
Launch in Terminal?

OTMEHNTL oK

Taioke MOXHO A06aBUTb APJIbIK 414 3anycka KaneHTa B pasgen <0dguc> meHto. [na atoro
HeobXoAMMO BbIMONHUTL CKPUNT create_desktop 13 MOCTaBASEMOro apxvBa (Hanpumep, 13
TepMUHana C MOMOLLbI KOMaHAb! . /create desktop).

9.3.2. YcTaHOBKa M3 naKerta

KnneHTt, noctaBnsemMbln B BuAe MNakeTa C paclUMPEHMEM FPM, MOXHO YCTaHOBUTb
cpeacTBamu rpadunueckoro nHTepdenca CUCTeMbl AN Yepes TEPMUHAI.

Hanpumep, Ans ycTaHOBKM Yepe3 TepMUHaA MOXHO LLENKHYTb NPaBOM KHOMKOW MbILKN B
nanke ¢ nakeTom v BblbpaTb NYHKT <Omkpeims 6 mepMuHase> B KOHTEKCTHOM MEHHO.
BeeanTte, HanpumMep, caeayroLyto KOMaHAy (yKaxkuTe COOTBETCTBYHOLLee MMA NaKeTa):

sudo yum install asmo-re-6-620-alteros.x86 64-00.rpm
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PucyHok 9-7. B8od komaHObl 02151 ycmaHoseKu Yepes mepMuHan

user@localhost:~/Pabounid cton/Distr - + X
®ain Mpaeka Bug Mowck TepmuHan Cnpaeka
[user@localhost Distr]$ sudo yum install asmo-re-6-620-alteros.x86 64-00.rpm I

Beeante naponb nosb3osaTtens v HaxmuTe knasuwy <BBOJ>. Beegute y 1 Haxmute
<BBO/ >, uTtobbl MOATBEPAVTb YCTAHOBKY MakeTa. [loXAWTeCb 3aBeplUeHMs MnpoLecca
yCTaHOBKW. [10 yMO4YaHMIO KIMEHT yCTaHaBAMBAETCA B Manky opt/asmo/re.

PucyHok 9-8. 3asepuwieHue npoyecca ycmaHoeku

YCTaHOBUTb 1 naket

06wMid pasmep: 133 M

06beM M3MeHeHWiA: 133 M

Is this ok [y/d/N]: y

Downloading packages:

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
YCTaHoBKa : asmo-re-6-620.x86_64 1/1
Nposepka : asmo-re-6-620.x86 64 1/1

YCTaHOBNEHO:
asmo-re.x86 64 0:6-620

BbinonHeHo!

Mo 3aBeplueHNM yCcTaHOBKWM B pa3sgene <Oghuc> MeHI0 NoABUTCA AP/bIK ANA 3anycka
KAneHTa. 1o yMonuaHuIo KNMEHT yCTaHaBAMBaETCA B Nanky opt/asmo/re.

PucyHok 9-9. [nagHoe MeHo ¢ yCmaHo8/1eHHbIM KAUeHMOoM

Bce npunoxerus a LibreOffice Calc
Ayavo v engeo . -

Y h LibreOffice Draw
Tpaguka
LibreOffice Impress

WHTepHeT

Opyc LibreOffice Writer

Mpoune & ACMO-knvenT (cpena BuinonteHs)
CTaHAapTHbIe

ALMUHUCTPUPOBaHME

MapameTpsl

MecTta
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ACMO-rpaduyecknii pepaktop FnaBa 9. YcraHoBka B AlterOS

9.4. Boamo)Hbie npobnembli

B HekoTOpbIX Cayvasx MOryT OTCYTCTBOBaTb Kakue-imbo Heobxoammble nakeTbl. ITO
MOXKHO BbISICHUTb, 3aMyCTB pefakTop Yepes TepMuHan. B Takom cnyyae cnmncok owmnbok byaert
BblBeZleH B KOHCOb.

Ans pasHbix ancTpmnbyTneos Linux Ha3BaHMA NakeToB MOryT otanyatbca (MpunoxxeHve
«Tabnvua cootBeTcTBUA HMOAMOTEK, NAKeTOB N ANCTPMOYTMBOB Linux»). YTObbI YyCTaHOBUTH
Tpebyemble daninbl, MOXHO BOCMO/Ib30BaTLCA C/eAyHOLLEeN KOMaHA0W TepMUHana:

sudo yum install uma nakeTa

Takxxe MOXHO npowu3BecTn obHOBAEHMEe MNakeToB. [lnf 3TOro OTKPOWTE TEPMWUHAN W
BbINOJIHATE CNEAYHOLLYIO KOMaHAY:

sudo yum update

3aTeM BbIMONHUTE CNeAyHOLLYIO KOMaHAY:

sudo yum upgrade

Mocne obHOBAEHMS HEO6XOAI/IMO nepe3arpysntb KOMMbHOTEP U BbIMOJHNTE YCTAaHOBKY
npunaoXeHu4.

PykoBogcTBO no ycTtaHoBKe (MpodeccroHanbHas Bepcms) 60



ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

10. BocctanoBneHme 6a3bl AaHHbIX U3 AamMna

10.1. BoccraHoBneHue 6a3bl gaHHbIX B OC Windows

B 3TOM pykoBOACTBE ONMUCbIBAETCA NPOLLECC BOCCTaHOBAEHMSA Ba3bl JaHHbIX U3 gamMna Ha
npumepe CYBJ, PostgreSQL ¢ ncnonb3oBaHneM ytuantel pgAdmin. PekomeHAaumm no wmx
ycTaHoBke M Hactporike B OC Windows npuBoastcs B pa3gene YcraHoBka PostgreSQL B
OC Windows.

[na pa3BepTbiBaHMA 6a3bl AaHHbIX HeEOHX0AMMO ckauyaTb ¢ cavta AO «MHbopmaTunka»
Aamn 6a3bl AaHHbBIX M pacrnakoBaTb ero (MHCTPYKLMK MO CKauyMBaHWIO CM. B pa3gene Obuwue
nono)keHnmsa). na passepTbiBaHNA 6a3bl AaHHbIX NPO¢PECcCUOHaNbHOW BEPCUN HEOBXOAMMO
ckayatb apxuB asmo_scheme_shablon_prof-ddd.zip (1). ddd - 310 gata peaunsa gamna.

PucyHok 10-1. CkayusaHue damna 6a3si OaHHbIX

Oamn B[] PostgreSQL

Ans nggs;ﬁg;{aﬂﬂwom @ asmo_scheme_shablon_prof_04 09 23 zip ﬂglaogeznot%?:
(npodheccroHanbHasn o
Bepcus)

MNepes HavanoMm pasBepTbiBaHWA Jamna 6a3bl AaHHbIX HeobxoauMo co3jaTb B
PostgreSQL nyctyto 6a3y gaHHbix ¢ meHeM asmo_scheme_shablon n poab asmo_sheme c
npaBamu cynepnosb3oBatens. /ima 6a3bl JaHHbBIX MOXET ObITb APYTVM.

3anyctute ytmamty pgAdmin. Mpy HEOBXOAMMOCTM 3aperncTpupyrTe HOBbIM cepBep
PostgreSQL. LlenkHuTe Hy>XHbIA cepBep MpPaBOW KHOMKOW Mbiwn U Bblibepute <Connect
Server> ([logknounTbCA K CEPBEPY).

PucyHok 10-2. [ModkaodeHue k cepaepy PostgreSQL

L pgfdmin 4

File OCbject Tools Help

Browser S mElw Q>
v = Servers(1)
y = Postara®nl 15 (Adhith
Register >

Refresh...

Remove Server

Properties...
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

LLlenkHWTe npaBOW KHOMKOW Mbiwn pa3gen <Login/Group Roles> ([pynnosbie
poan/poan BXxoAa) N B KOHTEKCTHOM MeHtO BblbepuTe nyHKT <Create> (Co3zaTtb), a 3atem
<Login/Group Role> ([pynnoBas poab/poab BXOAA).

PucyHok 10-3. Co3daHue Hosoli poau

Browser = = T Q| »_ Properties SQL Statistics

w = Servers (1)
v (¥ PostgreSQL 15 (64bit)

y = Databases

o Refresh

Ha Bknaake <General> (Obwme) ykaxute nms poav asmo_sheme.

PucyHok 10-4. OnpedeneHue umeHu posau

= Create - Login/Group Role X

General Definition Privileges Membership Parameters  Security  SQL

Name asmo_sheme

Comments

o 0 X Close | |42 Reset

Ha Bknagke <Definition> (OnpeaeneHue) 3aganTe napob (B paMKax 3TOro pykoBOACTBa
ncnosb3yetca naposab 12345).
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

PucyHok 10-5. 3adaHue naponsa

2 Create - Login/Group Role 3

General Definition Privileges Membership Parameters Security SQL

Password I I I

Account expires m
Please note that if you leave this field blank, then password will never expire

Connection limit -

0o e X Close 4 Reset

Ha Bknagke <Privileges> (MpuBunernn) 3asante ykasaHHble npasa A5 POan (PUCYHOK
HUXKE) N HaXKMUTe KHOMKYy <Save> (CoxpaHuTb).

PucyHok 10-6. Hacmpolika npusunezuli 018 poau

£ Create - Login/Group Role X

General Definition Privileges Membership Parameters  Security SQL

Can login?
Superuser?

Create roles?
Create databases?

Inherit rights from the
parent roles?

Can initiate
streaming replication
and backups?

O 0O X Close | | £) Reset

[danee Heobxoanmo co3gatb nycTyro 6a3y aaHHbix asmo_scheme_shablon. Ecin 6a3a
JAHHBIX C HY>XHbIM MMEHEM Y>XKe CyLLeCTBYyeT, ee HeOOXOAMMO yAannTb U CO34aTb 3aHOBO.
ObpaTtute BHUMaHMeE, UTO BO M3bexaHne KOHPIMKTOB nepes yaaneHnem cylectsytoLlen 6asbl
JAHHbIX HeobxoaMmo 3abnokmpoBaTb M OCTaHOBUTbL Bce areHTbl ACMO ¢ akTUBHbIMU
nogkntoyeHnaMm kK Hel. OCTAaHOBUTb areHT MOXHO M3 KOHCOAN agMWUHUCTPUPOBAHUA C
MOMOLLBID KOMaHAbl <3ansiaHupoeame OCMAHOBKY> B KOHTEKCTHOM MEHI WAN MEHH
KHOMKM <AzeHmeoi> (KOHpUrypnpoBaHue areHTa U MeHeZ)Kepa areHToB).

[na 3TOro B KOHTEKCTHOM MeHI0 Ans pasgena <Databases> (ba3bl faHHbIX) BbibepuTe
nyHKT <Create> (Co3gatb), a 3aTem <Database> (ba3a gaHHbIX).
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

PucyHok 10-7. Co3z0aHue nycmoli 6a3bl OaHHbIX

Browser S = = Q) »_| Properties SQL Statistics
~ = Servers (1)

~ (@} PostgresqL 15 (64bit)

Refresh

B nosBuBLIEMCA ANanOroBOM OKHe BBeAuTe UMA 6a3bl faHHbIX, yKaxuTe B KayecTse
BAajesbLia paHee co3aaHHyto poab asmo_sheme v HaxxmuTe KHOMKy <Save> (CoxpaHWUTb).

PucyHok 10-8. Hacmpoliku 6a3el 0aHHbIX

= Create - Database " x

General Definition  Security Parameters Advanced SQL

|Database asmo_scheme_shab\onl l
|Owner £, asmo_sheme I "l

Comment

o e X Close | |4) Reset

Tenepb BCE roTOBO ANs pa3BepTbiBaHUA AamMna 6a3bl JaHHbIX.

[na 6a3bl paHHbix asmo_scheme_shablon B KOHTekCTHOM MeH BbibepuTe MNYHKT
<Restore> (BocctaHOBUTD).

PucyHok 10-9. PazgepmeigaHue damna 6a3el 0aHHbIX

Browser S 3= Q, »_ Properties SQL Statistics
v = Servers (1)
~ [} PostgresQL 15 (64bit)

~ = Databases (2)

Statistics
v = asmo_scheme_sh--"-- 1
— Create >
» &%) Casts
> & Catalogs Delete/Drop q
» [T} Event Triggers Refresh

B I

» = Foreign Data W
= g Backup...
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHMe 6a3bl faHHbIX U3 gaMna

B nosBuBLemcs ANanoroBoOM OKHe YKa>kuTte nyTb K CKa4YaHHOMY AamMny 6a3bl AaHHbIX U
posib asmo_sheme.
PucyHok 10-10. Hacmpoliku soccmaHosneHus uz damna 6a3el 0aHHbIX

Restore (Database: asmo_scheme_shablon) Pl

General Data/Objects Options

Format Custom or tar

Filename C\Backup\asmo_scheme_shablon_prof-20221223.backup (|

Mumber of jobs

Role name &, asmo_sheme hd

o 0 X Close | ) Reset + Restore

Ana ypobcTBa OTCNIEXMBaAHNA XO4a Pa3BepTbiBaHNA Aamna 6a3bl AaHHbIX U KOHTPOAA 3a
3TUM NpoLeccom BbibepuTe Ha BKagke <Options> (MapaMeTpbl) NYHKTbI, KOTOPbIE NMOKa3aHbl
Ha CnesytoWweM pUCyHKe.

PucyHok 10-11. lonoaHumeneHsie HACMpOoUKU 80CCMaHo8/1eHuUs u3 0amna 6a3el OaHHbIX

Restore (Database: asmo_scheme_shablon) Rl 4

General Data/Objects Options

Disable
Trigger »
No data for Failed »
Tables

Miscellaneous / Behavior

Verbose messages (D]

Use SET SESSION »
AUTHORIZATION

Exit on error .

O © X Close | £) Reset

Haxmunte kHonky <Restore> (BoccTaHOBUTb) M AOXAUTECH 3aBepLUeHWA npoLecca
BOCCTaHOBJIEHUA.
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

PucyHok 10-12. 3asepweHue pazgepmeoieaHus 6a3el OaHHbIX

Browser S =2 % Q,||»_| Properties SQL Statistics Dependencies Dependents Processes
v & Servers (1) —_
. SE— i 0
v 3¢ PostgreSQL 15 (64bit)
~ = Databases (2)
- Object Start Time + Status
v = asmo_scheme_shablon |
» [gF Casts QL 15 (64bit) (local.. asmo_scheme_shablon 30.12.2022,10:54:12 [Finished
> 4P Catalogs

Ha 3Tom npouecc passepTbiBaHMA 6a3bl  AaHHbIX 3aBeplleH. [flanee cneayet
CKOHOUIypnpOBaTb areHT, MeHe ykep areHToB W NoAKAoYeHMe K 6a3e AaHHbIX B COOTBETCTBUM
C MHcTpyKumamu B rnase 11 «KoHdUrypupoBaHue areHTa U MeHe Kepa areHToB».

BaxHo! He 3abbiBanTe genatb pesepBHble konuu 6asbl faHHbIX. s pe3epBHOro
konupoBaHua 6a3bl AaHHbix asmo_scheme_shablon poctatouHo BbINOAHUTL pe3epBHOE
KonupoBaHue cxeMbl asmo_sheme ¢ ncnonb3oBaHnem ytnantel pgAdmin (cxema HaxoauTCA B
y3ne <Schemas> (Cxembl)) nan pg_dump (Pe3epBHOe KONMPOBaHUE U BOCCTAHOBJIEHUE).

10.2. BoccraHoB/ieHMe 6a3bl gaHHbiX B OC Linux

B aTom pykoBOACTBE ONMCbIBAEeTCA NPOLECC BOCCTAaHOBAEHMA 6a3bl AaHHbIX U3 g4aMna Ha
npumepe CYBJ, PostgreSQL ¢ ncnonb3oBaHnem ytuamtel pgAdmin. PekomeHAaumm no wmx
yctaHoBke u Hactporike B OC Linux npuBoastcs B pa3gene YcraHoBka PostgreSQL B
OC Linux.

Ans pa3BepTbiBaHUA 6a3bl JaHHbIX HeObxoanMmo ckadaTtb ¢ carta AO «MHbopmaTtuka»
famn 6a3bl AaHHbIX U pacnakoBaTb ero (MHCTPYKLUMM MO CKauyMBaHUIO CM. B pa3gene Owmnbkal
HeBepHas ccbisika 3aknaaku.). 1na pazseptbiBaHMA 6a3bl JaHHbIX NpodgeccnoHasbHOWN BepCUm
Heobxoammo ckauaTb apxus asmo_scheme_shablon_prof-ddd.zip (1). ddd — 310 gata penansa
Aamna.

PucyHok 10-13. Cka4usaHue damna 6a3el 0aHHbIX

Oamn B PostgreSQL
[ONsi NEPBOHaYansHOM

yYCTAHOBKM asmo_scheme_shablon_prof_04_09_23.zip ﬂ[ﬂ% 56‘2%%33?:
(npodheccuoHaneHas o
BEpCKUA)

MNepes Havanom pasBepTbiBaHWA Jamna 6a3bl AaHHbIX HeobxoauMO co3zaTb B
PostgreSQL nycTyto 6a3y aaHHbix ¢ meHeM asmo_scheme_shablon n poas asmo_sheme c
npaBamu cynepnosib3oBaTens.

3anyctute ytmanty pgAdmin. Mpu HEOBXOAMMOCTN 3apPerncTpupyiiTe HOBbI CepBep
PostgreSQL. [lnsa 3toro Bbibepute <®aiin - fJobasume cepeep>.
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ACMO-rpaduryecknini pegaktop lnaBa 10. BocctaHOBAEHWE Ha3bl faHHbIX U3 Aamna

PucyHok 10-14. [lobasneHue cepsepa PostgreSQL

I‘:PHFIII.I'IPHBI{H MnarvHel Bwg WHCTpYMEHTHI 7

COXpaHWTE ONpegeneHme...

I JobaBnTE cepeep...

M3MeHUTE Naponk... CeoiicTBa

MapameTpsl... Faﬂﬁr:ma

i=| HeT cBOIAC
OTkpeITE postgresql.conf...

OTkpeme pg_hba.conf...
OTKpLITE .pgpass

Brmxong Ctri+Q
B

3apavnite HeobxoAMMbIe MapaMeTpbl CepBepa B AMaNOTOBOM OKHE M HaXXMWUTE KHOMKY
<O0K>.

Pucyrok 10-15. Pecucmpayus Hogozo cepsepa PostgreSQL

F HoBaf perncTpalna cepeepa X

Caoﬁcma‘ SS5L | SS5H ToHHens | flononiHWTENLHO

Vs 'PG_server |
Xoct [localhost |
Mopr 5432 |
Cryx6a [ |
OBcnyxmeane DB | postgres lv |

WMA nonb3oBaTens [ postgres |

Napons [ |

CoxpaHsaTe napons (&

- | |

Mpynna [Cepﬂepm | v |

o] @omen

MopkntoumTech Kk cepepy PostgreSQL. a4 3TOro WwenkHUTe ero NpaBon KHOMKOW MbiLln
1 BblbepuTe NyHKT </Todk/iro4eHue> B KOHTEKCTHOM MEHHO.
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PucyHok 10-16. lNodknroueHue k cepsepy PostgreSQL

pgAdmin III

@ain Mpaeka MnarvHel Bug WHCTpYMeHTHL ?

ﬂ, —— [ @ sauj [T JE [ﬁ -
p = | = NS 7 ¢
[

%

Bpay3ep o6bekToB

J CBoiicTBa ] CTaTUCTUKa [ 3aBUCUMOCTH ] 3aBUCAMbIE 1

=] E Ipynnel cepeepos

CBoif 3
& B Cepaepui() BOWCTBO HaueHue

™3 PG_server (localhost:5432 £ Oucarine R
OBHOBMTB
localhost
Yaanute... 5432
OTUéThI - postgres
ens postgres

CBOIACTEA...

MNocne NOAKNHOYEHUS LWEeNKHUTE MPaBOW KHOMKOW MblwK pa3gen <Posu exoda> w
BbibepuTe NyHKT <Hoeas posib> B KOHTEKCTHOM MEHHO.

PucyHok 10-17. Co3daHue Hosoli posu

bpay3ep oObeKkTOB

= B rpynnei cepeepos —
= [J Cepeepei(1)
= [i PG_server (localhost:5432 ar
|- Basbl ganHb (2)
i TabnwuHble NpocTpaHc
lpynnossie ponu (12)

FH FH &

|

OBHOBWTE

IHCIIEI-EH ponk...

Cnwncok obLeKToB

Ha Bknagke <Ceoiicmea> ykaxuTte ums poan asmo_sheme.

PucyHok 10-18. OnpedesneHue umeHuU poau

HoBaA ponk...
jm Onpegenedwe | Mpueunervw pony | Pons nons3ceateneid | =
Mma ponu [asmu_sheme |
oID [ |

Ha Bknagke <OnpedeseHue> 3ajainTe napoib (B pamkax 3TOro pPyKOBOACTBa
ncnosib3yetca naposab 12345).
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PucyHok 10-19. 3adaHue naposa

Hoeas poik...

MNapone | ..... |

MogTeepxgeHne | ..... |

Ponb akTvBHa 40 ‘ | v| | &

MaKC. UMCN0 NOAKTHUEH A | |

Ha Bknagke <[lIpueusezuu posiu> HaCTPOWTe yKasaHHble Ha PUCYHKe HWXe npaBa Ans
CO37,aBaeMON POAN N HaXMUTE KHOMNKY <OK>.

PucyHok 10-20. Hacmpolika npususezuli 0415 poau

i3 HoBas ponb... x|

4 CpoictBa Onpegenenwve |[Mpwaunervu ponvl| Pons nonssoeatened B

Bxog paspeluér
[ Hacnegyet npaea n3 poguTenscknx ponei
[ Cynepnonssosatens
& Moxet cozgasars bazs ganHsix
& MoxeT co3gaBats ponu

MOXEeT WIMEHRTE KaTanor Ha MPAMYH)

["| MoseT co3gaBaTs NOTOKOBYH PEMIMKALLAK 11 PE3EPEHEIE KONNK

[danee Heobxoanmo co3gatb nycTyto 6a3y aaHHbix asmo_scheme_shablon. Ecin 6a3a
JAHHBIX C HY>XXHbIM MMEHEM Y>Xe CyLLeCTBYyeT, ee HeOBXOAMMO yAanuTb U CO34aTb 3aHOBO.
ObpaTnTe BHUMaHMe, 4YTO BO N3bexaHne KOHGIMKTOB Nepes yaaneHnem CyLLecTByoLLen 6a3bl
JAHHbIX HeobxoaMmo 3abnokmpoBaTb M OCTaHOBUTL Bce areHTbl ACMO ¢ akTUBHbIMU
NOAKAOUEHUAMM K Hel. OCTaHOBUTb areHT MOXHO W3 KOHCOAM agMWUHUCTPUPOBAHUA C
NMOMOLLbKO KOMaHAbl <3ansiaHupoeamb OCMAHOBKY> B KOHTEKCTHOM MEHK WAU MEHH
KHONKn <AzeHmoi> (KoHuUrypmpoBaHue areHTa U MeHep)Kkepa areHTtoB). [lna 3Toro
LLEeNIKHUTE NPaBOW KHOMKOW MbILLV pa3gen <bazbl daHHbIX > 1 BblbepuTe NyHKT <Hoeas 6aza
JaHHbIX > B KOHTEKCTHOM MEHHO.

PucyHok 10-21. Co3daHue nycmoli 6a3el 0aHHbIX

pgAdmin IIT

®arin Mpaeka Mnarveel Bug WHCTpyMeHTel ?

A0 e S [ -

bpay3ep oBLEKTOB

CeoWcTea | CTaTUCTWMKE 33BUCUMOCTIA

=] E Ipynnbl CEpBEpOE
B [i Cepeepu(1) -
= [§ PG_server (localhost5432 l_‘ postgres
l_]w (38 templatel postgres
%Taﬁ OBHOBUTE
Ty I Hoear 6a3a ,[I,BHHI:.IJ(...I

Pon
CQ 8 OTUéThI >
ESI'I'H?I'EH'P"_'

Ba3sa faHHbIX Brageney

postgres

H &

[+

m
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

B nosBmBLIEMCA AMANOroBOM OKHe BBeAuTe MMA 6asbl AaHHbIX, YKaXUTe B KauyecTBe
BAajeNblia paHee Co34aHHyo poab asmo_sheme 1 HaxxmuTe KHOMKY <OK>.

PucyHok 10-22. Hacmpoliku 6a3sl 0aHHbIx

| ] Ba3sa AaHHbIx asmo scheme shablon x|
J Ceoiicrea | o ! o w >
Wma ‘ssmn_s(heme_sheb\on ‘
oD [2as77 |
[
KOMMeHTapui
Crpaeka I{ “Jok m@ OTMEHVIT!:J
\

Tenepb BCe rOTOBO ANS pa3BepTbiBaHWA gamna 6a3bl AaHHBbIX.
LLlenkHuTte 6a3y aaHHbix asmo_scheme_shablon npaBoy kHonkon Mbiwn 1 BbibepuTte
NYHKT <BoccmaHoeums > B KOHTEKCTHOM MEHHO.

PucyHok 10-23. PazgepmeigaHue damna 6a3sl OaHHbIX

®ain Mpaska MnaruHel Bug WHCTPYMEHTHl ?

O % B

— J CeoiicTBa | CTAaTWCTMK
B E [pynnel cepeepos =
= [j Cepeepsi(1) CeoicTED
= [i PG_server {localhost:5432 [+ LT
B [5] basbl gaHHLX(3) = OID
EI_[_] rmmmrany| |F= Brageney,
- OBHOBUTE
& Kata !
0 Tpun  HoBuiid obbekT >
C

r&f"@ Pacuw OTCOeaMHWTLCA OT Da3bl AaHHLIX
& Cxen  Yganue..
% Penn  Mowck ofLekToB...

[zRieen

(0 postare i cReATE
[g¢ templat
[+ TabnuuHel
B OBcnyKMBaHKE...

TpynnoBsl
Pe3epBHan KoMus...

B & Poan exog
£, asmo_s

8 postgre CBOMCTBA...

[ —

OTUéTHI 2

mm oW oo
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ACMO-rpaduyecknii pepaktop lnaBa 10. BocctaHoBAeHWe 6a3bl faHHbIX U3 gaMna

B noABuBLUEMCA ANANOroBOM OKHe YKaXkuTe nyTb K CKa4aHHOMY gamny 6a3bl AaHHbIX (2)
n ponb asmo_sheme (1), nocne yero Haxmute KHOMKy <BoccmaHoeume> W JOXANTECH
3aBepLUeHna NpoLiecca BOCCTaHOBAEHUS.

PucyHok 10-24. Hacmpoliku eoccmaHosneHus u3 damna 6a3sl OaHHbIX

Gopmat lI'IDnh3oE|aTenhc|(MP| nnn tar v
WmA paiina >_scheme_shablon_prof-zﬂzzI223.t@ |
Konuuecteo 334aH1iA ' '
MmA ponu 'asmc_sheme v
@ain | lNapaMeTpsl BOCCTAHOBNEHKA #1 MapameTpbl BOCCTAHOBNEHWA #2 |
| Cnpagka | |MMokasaTs obbeKThl |I| BOCCTAHOBWUTL |I|© OTMEHWTB |

Ha 3Tom npouecc pa3BepTbiBaHMs 6a3bl AaHHbIX 3aBeplueH. [Janee cneayet
CKOHOUIypupOBaTb areHT, MeHe A Kep areHToB W NoAKArYeHMe K 6a3e AaHHbIX B COOTBETCTBUM
C uHCTpyKumamu B rnase 11 «KoHpurypmpoBaHue areHTa n MeHea Kepa areHToB>.

BaxxHo! He 3abbiBaite penatb pesepBHble konuu 6a3bl faHHbIX. s pe3epBHOro
konupoBaHus 6a3bl aaHHbiXx asmo_scheme_shablon pocratouHo BbINOAHWTL pe3epBHOE
KonupoBaHue cxeMbl asmo_sheme ¢ ncnonb3zoBaHnem ytmantbl pgAdmin (cxema HaxoauTCA B
y3ne <Schemas> (Cxembl)) nan pg_dump (Pe3epBHOe KONupoBaHMe U BOCCTAaHOBJ/IEHUE).

10.3. YcranoBka PostgreSQL B OC Windows

B 3ToM pa3aene npnBoanTCA KpaTKoe onucaHne npoLiecca yCTaHOBKM M HAaCTPOWKKM 6a3bl
AaHHBIX ana paboTbl Ha npuMepe PostgreSQL. KoHKpeTHble HaCTpOWKM B KaXAoM cay4vae
onpegenatoTca TpeboBaHMAMN COOTBETCTBYHOLLErO OKPY>KEHWA.

Mepea Hauanom paboTbl Heobxoanmo yctaHoBuTb CYB/] PostgreSQL. Jas 3T0ro ckavamnte
yCTaHOBOUHbIM ¢ann ¢ cavta https://postgrespro.ru/windows, kak nmoka3aHO Ha puCyHKe
HUXe.
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PucyHok 10-25. Beibop ycmaHogo4H020 ¢balina 015 ckayusaHus
< C &) [https:/postgrespro.ru/windows

F'nggrespro KOMMAHUA ~ MPOAYKTHI ~ YCNYTM~ KIMEHTbI > OBPA30BAHWE~ HOBOCTW~ Q RUEN

Auctpnbytue PostgreSQL ana Windows

Komnanweit MocTrpec MpogeccuonanbHblil NOAroToBNEHbI AUCTPUEYTHBLI PostgreSQL ans Windows.

370 c6opkm PosgreSQL Ha ocHOBE KOfja M3 OCHOBHOM BETKM 6e3 KaKux-MGo AONONHEHNA 1 U3MEHEHUIA.

Ecnu Bam HyxHa Bepcua PosgreSQL ana Windows ¢ noaaep»koi 1C, To Bbl MOXeTe ee HaiWTH Ha caiTe hitps:/1c.posigres.ru
[lononHUTeNbHbIe BO3MOXHOCTH 1 POCCUACKYHO TEXHUYECKYIO NOAePXKY Bbl MOXeTe nony4uTs BMecTe ¢ Postgres Pro Standard u Enterprise.

[na ycTaHoBKM PosgreSQL Ha KOMNbIOTep CKayaiTe M 3anycTUTe OfjuH U3 cnedyrolUMx $ainos (Ckaumsas 3TH daiinbl, Bbl BblpakaeTe
cornacue ¢ nuueHsueit PostgreSQL):

» |PostgreSQL 15.1: 64-pazpsaras,|
PostgreSQL 14.6: 64-paspsaaHas,
PostgreSQL 13.9: 64-paspsHas,
PostgreSQL 12.13: €
PostgreSQL 11.1 paspAg 2-paspagHas,
PostgreSQL 10.23: 64-paspagHas, 32-paspagHas,
PostgreSQL 9.6.24: 64-paspafHas, 32-paspafHan.

haspaaHan, 32-pa3pagHan,

[aHHoe MO nocTaBnstoTcs "Kak ecTb’, 63 KaKOW-1MB0 rapaHTUK, SBHOM UK Nofpa3yMeBaeMoil.

Mocne ckaumBaHusa AMcTpnbyTrBa 3anycTuTe npolecc yctaHoBku. OH JOBONbHO NPOCTOW,
MOCKOJIbKY TpebyeTca cornaliatbCcs C BapuaHTaMu, KOTopble npeaJsiaraeT MacTep yCTaHOBKM.

Ectb fABa BaXKHbIX MOMEHTa: 3TO Bbl6OP KOMMOHEHTOB ANA YCTAHOBKM W Hanmyune
npeablaywen sepcun CYB/l. Bo m3bexaHne HeHy>XHbIX KOHOANKTOB MpeAblAyLLyt0 BEepPCUro
CYB/], pekomeHayeTCa yaanuTb.

Ha atane Bbibopa KOMNOHEHTOB OCTaBbTE BCE NPEAJ/IOXKEHHbIE MYHKTbI MO YMOJYAHMIO.

PucyHok 10-26. Beibop komMnoHeHmMoe8 0151 ycmaHosKu

¥cranoeka PostgreS0L 15 (64bit) — =

e e KomMnoHeH T yoTaHasnmeaemod nporpamMMest
PO S . re S BridepuTe KoMNoHeHTE! PostgreSQL 15 (64bit), koTopeie Bel
g WOTWTE YCTEHOBMTE.

BrIBEpHTE KOMNOHEHTEI MPOrPaMMBl, KOTOPEIE Bbl XOTHTE YCTAHOBHTE, HEMMUTE KHOMKY
"Nanee” ANA NPOACTKEHHA,

BrifiepyTe KoMNOHEHTGI I Microsoft Visual C++ 2019 Redistributable
MporpaMMel 4ANA yCTaHOEKM: E CEDBED F‘DstgreSQL

KoMNOHEHTEI KNMEHTS
KoMnoHeHTE! CEpEEPa

i [v] KoMnoHerTLl paspafioTyika

Onucarmne

TpebyeTca Ha amake: 219.2
MaaiT

Mo ymonuaHuto PostgreSQL B uensx 6e30MacHOCTM MPUHMMAET TOAbKO JIOKasbHble
noakatoueHna. Ytobbl paspewwmnTb NPUHMMAaTbh MOAKIHOYEHUS W3BHE, HEOH6XOANMMO BHECTU
n3meHeHuns B dpann postgresql.conf (Hanpumep, 3ToT pann MoXeT pacnosaraTbCa B KaTtaaore
C:\Program Files\PostgreSQL\15\data). [Janee npuBOAMTCA NpUMep HACTPOMKM cepBepa
PostgreSQL ana npuema BHELUHUX NOAKJHOUEHUN.
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HavpuTte napameTtp listen addresses M YCTAaHOBUTE €ro caeaytowmum obpazom (*):

PucyHok 10-27. Hacmpolika npociywiusaemsix adpecos

# CONNECTIONS AND AUTHENTICATION

# - Connection Settings -
listen_addresses = "*' # what IP address{es) to listen on;
Mepe3anycTtute cnyxby PostgreSQL.
[anee pobaBbTe IP-agpeca, ¢ KOTOPbIX pa3peLlaeTca NPUHUMaTb NOAKAOYEHMA, B dann
pg_hba.conf, koTopbIi HaxoAMTCA B 3TOM Xe KaTanore.
[obaBbTe IP-agpeca ¢ NOMOLLBIO 3anMMCen host CeAyroLLero Bmuaa (B 3TOM npumMepe

MOMOLLbO MapameTpa all pa3pellaeTcs AOCTYN C ykasaHHbix IP-agpecoB ko Bcem 6Hasam
AAHHbIX U MOAb30BaTENAM):

host all all IP ampec mdb5

PucyHok 10-28. Hacmpolika pa3peuweHHbix IP-adpecos

# IPvd local connections:

host all all 127.8.8.1/32 trust
host all all 192.168.128.158/24 md5
host all all 192.168.128.168/24 md5

Ans  aAMUHUCTPUPOBaAHUA 6a3bl AaHHbIX MOXHO WCNOAb30BaTb yTUAUTY pgAdmin,
KoTopas AOCTyMHa s CKauMBaHus Ha opuumansbHOM cante
(https://www.pgadmin.org/download/).

10.4. YcraHoBKka PostgreSQL B OC Linux

B 3TOM pa3agene onmncbiBaeTca NpoLecc yCTaHOBKM M HaCTPOMKmM 6a3bl aHHbIX 418 paboThbl
Ha npumepe PostgreSQL B OC Alt Linux. KoHKpeTHble HaCcTpOWKM B KaXAOM cCay4ae
onpeaenatotcs TpeboBaHMAMM COOTBETCTBYHOLLETO OKPYXKEHMS.

MNepea Hauanom paboTbl Heobxoammo yctaHoBuTb CYB/. [Ans 3T0ro Boibepute <MeHro —
TepmuHan>. Takxke MOXHO LLEeNKHYTb MPaBOM KHOMKOW MbILW 1 BbIOpaTb NYHKT <Omkpbime
e TepmuHane> vnu HaxaTb knasuwmn <CTRL + ALT +T>. Beeante cnesyroLlyro KOMaHAy v
HaXXmMuTe Knasuwy <BBO/ >:

sudo apt-get install postgresqgll2-server

[oxantecb 3aBeplueHuns ycTaHOBKW. epes 3anyckoM cayxbbl co3ganTe CUCTEMHble
6a3bl JaHHbIX C MOMOLLbIO ClesyoLent KOMaHAbI:

sudo /etc/init.d/postgresgl initdb
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PucyHok 10-29. YcnewHoe co3daHue cucmemHbix 6a3 daHHbix PostgreSQL

user@gen-alt10: /var/lib

®ain MMpaeka Bug Mowck TepmuHan [Momollb

McnpaBneHue nNpae ONA cywecTBywwero katanora /var/lib/pgsql/data... ok
CO3[aHne NoAKaTanoros... OK

BhOMpaeTCcA peann3auMa OWHAMWYEeCKOW pa3fenfseMoil NaMATH... posix
BbIOMpaeTCA 3Ha4yeHue max_connections no yMmonyanui... 160

BbiOMpaeTca 3Hayenue shared buffers no ymonyawuw... 128MB

BbIOMpEETCA 4acoBOW MOAC MO yMon4aHww... Europe/M

CO30aHne KOHPUIypauMoHHbIX $aiinoB... oK

BbIMONHAETCA MOArOTOBMTENBHLIA CKPMUAT... OK

BLIMONHAETCA 3aKINYMTENBHAA WHULUMANM3EUMA. .. OK

COXpaHEHWE [aHHbIX Ha AMCKE... 0K

initdb: npepynpempenue: BKNIKWYEHWE MeTOAa ayTeHTMPMKaUWW "trust” ANA NoKanbHLIX NO
OKNHYEHHUA

[pyrod MeToA MOXHO BbiDpaTb, OTpeAakTuposas pg hba.conf wnm ucnonb3ys Knwum -A,
--auth-local wnu --auth-host npu cnepywwem BoinonHenun initdb.

Success. You can now start the database server using:

service postgresql start

pg ctl -D /var/lib/pgsql/data -1 dain mypHana start

[Ana 3anycka cny>kObl BbINONHUTE, HANPUMeEP, CAeAYIOLLYH KOMaHAY:

sudo service postgresqgl start

MNpn HEO6XOAMMOCTN HACTPOWTE BKAKOUEHME CAYXObl MO YyMONYaHWIO, Hanpumep, C
MOMOLLbIO CeAyHOLEN KOMaHAbI:

sudo chkconfig postgresgl on

Mo ymonuaHuto PostgreSQL B uensx 6e30MacHOCTM MPUHMMAET TOAbKO OKajbHble
noakntoueHna. Ytobbl paspewntb NPUHUMAaTb MOAKAOYEHUSA W3BHE, HeOb6XOAMMO BHECTM
n3meHeHus B dann postgresql.conf. [lanee npuBoAUTCA NpuUMeEp HaCTPOVKM cepBepa
PostgreSQL ana npuema BHELUHUX NOAKJAHOUEHUN.

OTkponTe TeEpMUHAN U NMepenanTe B PEXMUM Cyneprnonb30oBaTens C NOMOLLBbHO KOMaHAbI
su. [Nepengnte B Katasor ¢ 3TuM GanaoM U OTKPOWTE ero ANs pefakTMPOBAHMA, BbIMOJHUB,
HanpumMep, caeayroLlime KOMaHabl:

cd /var/lib/pgsql/data/
nano postgresqgl.conf

Haligute napameTp listen addresses M YCTaHOBWUTE €ro CieAytowmnm obpasom (*):

PucyHok 10-30. Hacmpolika npocayuwiusaemsix adpecos

|li5ten_addr * # what IP address(es) to listen on; H

Haxxmute knauwmn <CTRL +O> n <BBO/]>, 4TObbI COXPAHUTb U3MEHEHWNSA N 3aKPbITb
peaakTop. MNepesanyctute cyxo6y, HanprMep, C MOMOLLbHO C1efytoLLIEeN KOMaHAbI:

sudo service postgresqgl restart
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[Janee pobasbTe IP-agpeca, ¢ KOTOPbIX paspeLlaeTca NPUHUMaTh NOAKAOYEHMA, B dann
pg_hba.conf. 115 3T0ro BbINOAHUTE CeAyOLLME KOMaHZAbI B pexiMe cyrnepnosib3oBaTens (su):

cd /var/lib/pgsqgl/data/
nano pg_hba.conf

[obaBbTe IP-agpeca ¢ NOMOLLBIO 3aMMCen host CeAyHOLLEro BMAA (B 3TOM NMpUMepe C
NMOMOLLbIO MapamMeTpa all pa3pellaeTcs AOCTyn C ykaslaHHbix |IP-agpecoB ko Bcem 6Ha3zam
AaHHbIX M NOJIb30BaTeNAM):

host all all IP ampec md5

PucyHok 10-31. Hacmpolika pa3peuwieHHbix IP-adpecos

local

host 3 127.8.8.1/32
host 192.168.128.58/24
host 192.168.128.68/24

Ana  agMUHUCTPUPOBaHUA 6a3bl AaHHbIX MOXHO WCMOAb30BaTb YyTMAUTY pgAdmin,
KoTopas AOCTyMHa AN CKayMBaHWs Ha oduLmanbHOM cavite
(https://www.pgadmin.org/download/). Tak>xxe ee MOXXHO yCTaHOBUTb Yepe3 TepMuHan. s
3TOrO BbIMOJIHUTE, HaNPVMep, CeAYHOLLYHO KOMaHAY:

sudo apt-get install pgadmin3

[loxanTech 3aBepLUeHNs ycTaHOBKW. [111 ya06CcTBa MOXHO A06aBUTb AP/bIK ANS 3anycka
yTuantbl pgAdmin Ha pabounii cton. [lnd 3TOro B MeH0 HaYyHUTE BBOAWUTb Ha3BaHWE YTUAUTI
B none <llouck>. Korga coBnageHve 6yaet HaugeHo, WeaKHUTE APAblK 3TOW YTUAUTbI NPaBou
KHOMKOW MbIWW 1 BbibepuTte NyHKT <Jobasume Ha pabo4uti cmos>.

10.5. PezepBHOe KOonMpoBaHMEe U BOCCTaHOBJIEHUE

Bce paHHble cuctembl «<ACMO-rpadunueckmnn pegaktop» xpaHatca B CYB/[. PesepsHoe
KOMMPOBaHME W BOCCTAHOBNEHME AaHHbIX peannsyetca cpeacteammn CYBJ. Cnocobbl u
napameTpbl Pe3epBHOro KOMMPOBaHMA onpeaenatoTca aammHucTpatopom CYB/[ v 3aBucat ot
XapakTepuCcTUK W CBOWCTB KOHKPETHOW cpeabl pa3BepTbiBaHWA. B 3tom pasgene
paccMaTpuBarOTCsA NPOLECChl pe3epBHOrO KONMMPOBAHUA U BOCCTaHOBAEHMA Ha npumepe CYB/,
PostgreSQL u ytuautbl agMuHuctpmpoBaHus pgAdmin. bonee nogpobHyro mHdopmauuto
MO>HO HalTX B JOKYMEHTALMN NO COOTBETCTBYHOLLNM PELLUEHUAM.

[na pesepBHOro konuvpoBaHusa 6a3bl fgaHHbix asmo_scheme_shablon pocratouHo
BbIMOJIHUTb pPe3epBHOE KONMpOBaHMe cxeMbl asmo_sheme.
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10.5.1. Cozpanume pesepBHbIX KONUMA

Ytobbl co3zaTh pe3epBHyt0 konuio 6a3bl AaHHbix asmo_scheme_shablon, 3anyctute
yTuanty pgAdmin n noakaroumTeck K Hy>XHOMy cepepy PostgreSQL. Packpoute paszgen
<Schemas> (Cxembl), WwenkHUTe cxemy asmo_sheme npaBon KHOMKOW Mbiwn 1 Bbibepute
nNyHKT <Backup > (Pe3epBHas Konus):

PucyHok 10-32. PezepgHoe konuposaHue cxeMbl asmo_sheme

v B Servers (1)
~ (@} PostgresqL 15 (64bit)

~ = Databases (2)

w 2= asmo_scheme_shablon

> & Casts
> % Catalogs
> [T, Event Triggers

> %5 Extensions

» 2= Foreign Data Wrappers

> Languages

» ' Publications

~ % Schemas (2)
» <& asmo_sheme
» & public

b Subscriptions

v = postgres
> & Casts
> % Catalogs

Create >

Delete/Drop
Refresh

Restore

> © Event Tigger

> % Extensions

Drop Cascade

YkaxuTe nyTb K panny pesepsHon konuu B none <Filename> (Vima danna), Bbibepute
dopmat <Custom> (Monb3oBaTenbckui) B none <Format> (Popmat) n Bbibepute pPosb

asmo_sheme B none <Role name> (Vima ponn). Haxmute kHonky <Backup> (Pe3epBHas
Konwus), 4Tobbl co3AaTb PE3EePBHYHO KOMUIO:

PucyHok 10-33. Hacmpotlika napamempos co30aHus pesepgHoli Konuu

Backup (Schema: asmo_sheme) ;X
General Data/Objects  Options

Filename C:\T\asmo_scheme_20231006.backup D
Format Custom
Compression ratio
Encoding Select an item

Number of jobs

Role name & asmo_sheme ~

e o

X Close |4 Reset [l JELCLTY

,ﬂ,O)KAI/ITer 3aBeplleHna npouecca pe3epBHOro KONMpPoBaHUA:

PucyHok 10-34. YcnewHoe 3asepuieHue npoyecca pe3epeHo20 KonuposaHus

PID

O B 375

Type Server Object Start Time v Status

Backup Obje.. PostgreSQL 15 (64bit) (local.. asmo_scheme_shablon 05.10.2023,13:09:17  Finished
KpOMe TOro, AnAa pe3epBHOro KonMpoBaHMA MOXHO MCMNOAb30BaTb YTUJIUTY pg_dump,

KoTopas BxoAuT B Komnnekt noctaskn CYB/l PostgreSQL. Hanpwumep, ana pesepBHOro
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KOMMPOBaHUS MOXHO BbIMOJIHUTb C/IEYHOLLYIO KOMaHAy B KOMaHAHOW CTpoke (Moc/ie 3anycka
MO>ET NMOSIBUTLCA 3aMpocC Ha BBOZ Napoas nosab3osatens b/, ecav TakoBon Tpebyetcs):

"C:\\Program Files\\PostgreSQLA\\15\bin\\pg dump" --file
"c:\\Backup\\asmo scheme 20231009.backup" > "c:\\Backup\\asmo_ scheme.log" 2>&l1 --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --username
"asmo sheme" --verbose --format=c --schema "asmo sheme"

B OC Linux KOMaHAa A/ia pe3epBHOrO KOMUWPOBAHWA 4Yepe3 TepMWHaa MOXeT UMeTb
CneAyroLwnii BUA;

/usr/pgsql-15/bin/pg dump --file
/home/user/backup/asmo_scheme 20231009.backup > /home/user/backup/asmo_scheme.log
2>&1 --dbname="asmo scheme shablon" --host "localhost" --port "5432" --username
"asmo sheme" --verbose --format=c --schema "asmo sheme"

Takxe MOXHO €O34aTb KOMaHAHbIK dann (Hanpumep, bkcopy.cmd) ¢ HeobxoanMbIMU
KOMaHZamu. B Takom cnydae Ans BbINOJHEHWA pe3epBHOrO KOMMPOBaHUA ByAeT fO0CTaTOYHO
3anycTuTb 3T0T dann. Ecam Tpebyetca BBOA naposa nonb3osatens bJfl, MOXHO 3ajaTb ero B
KOMaHAHOM ¢aine cnegyrownm obpasoM: SET PGPASSWORD=12345. HuXe mokasaH npumep
cogepxumoro CMD-¢panna gna OC Windows, B koTopoM uma davina pes3epBHOM KOMuwu
(BACKUP_FTILE) GOPMUPYETCA C YKazaHWeM TeKyLLen AaTbl:

@set BACKUP FILE=asmo_scheme %date:~6,4%%date:~3,2%%date:~0,2%

"C:\\Program Files\\PostgreSQLA\\15\\bin\\pg dump" --file
"c:\\Backup\\$BACKUP FILE%.backup" > "c:\\Backup\\%$BACKUP FILE%.log" 2>&1 --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --verbose --format=c
--schema "asmo sheme" --username "asmo sheme"

B OC Linux MOXHO co3aaTb danni CKpunTa pe3epBHOrO KOMUPOBAHWSA, Hanpumep C
MOMOLLbIO CNeaytoLLen KOMaHAbI:

nano /home/user/scripts/postgresql dump.sh

B cozgaHHOM dainne ckpmnTa 3a4atoTcs NapaMeTpbl 1 Bbi3biBaeMas KOMaHZa pe3epBHOro
KonupoBaHua. Huxe nokasaH npumep cogep>xmmoro parna ckpunta aaa OC Linux, B KOTOpom
nmsa danna pesepBHON KOMUWU (BACKUP FILE) GOPMUPYETCA C yKa3aHWEM TeKyllen AaTbl U
3ajaeTca naposib nonb3osartens b/.

#!/bin/sh

BACKUP FILE=asmo_scheme $ (date +%F)
PGPASSWORD=12345
export PGPASSWORD

/usr/pgsql-15/bin/pg dump --file /home/user/backup/S$SBACKUP FILE.backup >
/home/user/backup/$BACKUP FILE.log 2>&1 --dbname="asmo scheme shablon" --host
"localhost" --port "5432" --username "asmo_sheme" --verbose --format=c --schema
"asmo sheme"

unset PGPASSWORD
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Ans 3anycka CKpunTa pe3epBHOr0 KOMMPOBAHWS MOXHO MCMO/b30BaTb CAEAYHOLLYHO
KOMaHAy TepMuHana:

sh /home/user/scripts/postgresqgl dump.sh

Mpwn 3anycke ytTmanTbl pg_dump MOryT ykasbiBaTbCA NMPUBEAEHHbIE HUXE NapaMeTpsbl.
MonHbIV NepeyeHb NapaMeTPOB 1 CNOCOBOB MX MPUMEHEHMA MOXHO NPOCMOTPETb, BbINMOJIHNB
KOMaHAY pg dump --help, @ TakXe B AOKYMeHTauuu no PostgreSQL:

e -—-dbname=umMma_6n

YKa3biBaeT MMms 6a3bl AaHHbIX AN NoAkatoueHus. PaBHO3Ha4yHO YKa3aHWUK wunma 6o B
NepBOM apryMeHTe, He SIBAAIOLLEMCS KJAKOUYOM, B KOMaHAHOW CTpoke. BMecTto nmeHn MoxeT
3aflaBaTbCA CTPOKa NOAKAOYeHWA. B 3ToM ciydae napameTpbl B CTPOKE MOAKIHOYEHUA
nepeonpeaenstoT OAHOMMEHHbIE NapaMeTpbl, 3aZaHHbleé B KOMaHAHOW CTPOKE.

o ——file=dpann

OtnpaBuTb BbIBOA B YyKa3aHHbIM ¢ann. llapameTp MOXHO He ykasblBaTb, €CAu
ncnonb3yetcs dopmat C BbIBOAOM B dann. B 3Tom cnyyae 6yset ncnonb3oBaH CTaHAAPTHbIN
BbIBOA. O,D,HaKO ana ¢opMaTa C BbIBOAOM B KaTanor napamMeTp ABJAAETCA obs3aTeNbHbIM U
[OKEH 3aZaBaThb MyTb K KaTanory. B atom cnyyae ueneBon katanor 6yzer co3gaH KOMaHAOM
pg_dump U HE AOJ/IXKEH CYLLEeCTBOBATb 3apaHee.

o 2>&1

BoiBoanTb B 1or STDOUT n STDERR.

e -—-host=ceprep

YKa3blBaeT nms KOMMbrOTEPA, Ha KOTOPOM pa60TaeT cepsep. Ecav 3HauyeHmne HaunHaeTca
C KOCoW yepTbl, OHO onpeaendeT Kataaor Unix-cokeTta. 3HauyeHune no YMOYaHNKO 6epeTc;| n3
nepemeHHon OKPY>XeHWNA PGHOST, €C/IN OHa YyCTaHOBJIEHa. B NMPOTUBHOM CJly4ae BbIMONHAETCA
nogkntoueHme Kk Unix-cokery.

® -—-port=noptT

Yka3sbiBaeT TCP-nopT nau pacwmpenmve danna nokanbHoro Unix-cokeTta, yepes KOTOpbIn
cepBep MPWHWMAET MOAKAHOYEHUA. 3HaUYeHMe MO YMONYaHUIO onpejenseTca nepemMeHHowm
okpy>xeHua PGPORT, eciin oHa yctaHoBAeHa, MO0 UNCAOM, 3aAaHHbIM NPU KOMMUAALMUN.

® -—-username=rMdA IIOJIbE30BaTeJIA

ma nonb3oBatens, noj KOTOPbIM MNPOU3BOAUNTCA NOAKJIHOUEHKE.

e —-verbose

Bkatountb NoApO6HBIN pexXuM. pg dump ByAeT BbIBOANTb B CTaHAAPTHbIN MOTOK OWNOOK
NoApoO6Hble KOMMEHTapuK K 06bekTaM, BKAKOUYAs BPEMS Hayana M OKOHYaHMA BbITpy3KkM, a
Tak>Ke CoOobLLEeHMA O Nporpecce BbIMOJHEHUS.

e ——-format=dopmar
Yka3biBaet (I)OpMaT BbIBO4a KOMUWN, HanpuMep:
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C
custom

Bbirpy3nTb gaHHble B cneLmanbHOM apxMBHOM dopmaTe, MPUrOAHOM ANS JaNbHeWLwero
NCMONb30BaHMA YTUANTOM pg_restore. Hapsay ¢ popmMatom directory fiBAAeTCA Hanbonee
rmbknm GopmaTom, NO3BOAIOLLMM BPYUHYHO BbiOBMpaTh K COPTUPOBaATb BOCCTaHaBAMBaEMble
06bekTbl. BbiBOA B 3TOM hopMaTe Mo yMOAYAHMIO CKMMAETCS.

e —-schema=cxeMma

Bbirpy3uTb TONBKO CXEMbI, COOTBETCTBYIOLME LWAabNOHY cxema; BMECTE C 3STUMU CXEMaMu
ByAyT BbIrpy>X€eHbl 1 BCe COAep KaLLMecs B HUX OObEKTDI.

10.5.2. ABTOMaTM3auma pesepBHOro KONMPoBaHUA

Cnocobbl 1 nmapaMeTpbl Pe3epBHOrO KOMMPOBaHWA OMNPEeAenatoTCa aiMUHUCTPATOPOM
CYB » 3aBUCAT OT XapaKTEPUCTUK M CBOMCTB KOHKPETHOW cpeabl pa3BepTbiBaHMA. [as
aBTOMaTM3auMmM NpoLecca pe3epBHOro KOMMPOBaHMA MOXHO HaCTPOUTb €ro BbIMOJIHEHWE MO
pacnuncaHunto, Hanpumep, ¢ NOMOLLbH BCTPOEHHOrO NaaHuposLmka 3agaHnii OC Windows:

1. Co3gante KOMaHAHbIM dann (Hanpumep, bkcopy.cmd) ¢ HeObXOAMMbIMKM KOMaHAaMu

A9 BbINOJIHEHWUS pe3epBHOro KONMpoBaHus (NpumMep danna cm. B pasaene CosgaHume
pe3epBHbIX KONUM);

2. 3anyctute nnaHupoBwmk 3agaHur Windows. [Mpu Heobxoammoctn co3ganiTe
OTAEeNbHYIO Nanky B 6bubanoteke naaHnposLymka. Co3ganTe HOBYHO 3a4auyy B HY>KHOW
nanke C MNOMOWbIKO KOMaHabl <Cozdame npocmyro 3adaqy> wan <Cozdame
3ada4y>. B COOTBETCTBYIOLNX MONSAX Ha Bknagke <O6ujue> yKaxute HaCTPOMUKM
no/ib30BaTesen 1 OMnepaLnoHHY0 CUCTEMY, A/1A KOTOPbIX OyAeT BbIMOAHATLCA 3ajayva.

PucyHok 10-35. Co3daHue 3adayu 8 naaHuposujuke 3adaHuli Windows

@ i i i
() MnanvposwmK 3343HNiA (fTokaneHbd] ; Daiin Cocroanue Tpurrepst Bpens Deiictena
~ [7 Bubnnotexa nnanuposLKa saaaHMi i
" Agent Activation Runtime (% Peseperoe konuposarme  Orirove... B 10:41 09.10.2023 - Uactora nostopa nocne Havana: 5 muw. e Tewenne 1 4. 09.10.20 | PostgresOL -
| Doctor Web ] Cozgers npocryro 3242y
| Microsoft ©  Cospath 334aqy...
| Mezilla
Unnopraposats sagatsy...
7 PostgresSQL
(7] OvoBpaxaTh Bce BEINOAHAEMBIE 33434M
< >| | & Omenounte xypHan ecex 3agaHui
OBume Tpurreper [fleiictaua Yenoswa Mapametper 4 Cosgats naniy.
Wman: ‘PaepsnoatonmpoﬁaHmEACMOrpm ‘ X Yaanute nanky
Pasmewerne: ‘PostgreSQL Bua R
ApTop: DESKTOP-G6ABAKOP\ User G OBrHosuTs
Onucarne: [ cnpaexa
Mapamerpe GesonackocTn
TPy BEINOAHEHNY 33434H MCNDAEI0EATE CAEAYHOLLYKD YUETHYID 3aMNCh NONI0BATENS:
DESKTOP-6ABAKOPY User VameruTe...
() BeINOAHATL TONKO ANA NO/E30BATENEN, EOLIEALINX & CACTERY
(® BeINOAHATL ANA BCEX NONLIOBATENEN
[ He coxpansTs napons. ByayT ASCTyNHbI PEcypChl TONBK NOKEABHOFG KOMABIOTEPA.
BEINO/IHUTE € HAMBLICLUIMMIA NPaBaMA
[ Ckpeiran 3aaaua Hactpoute gna: | Windows 10 ¥

3. 3ajanTe ycnoBua 3amnycka 3azauvv Ha BKNagke <Tpuzzepei>. [JNs CO34aHUS HOBOIO
YCNOBUSA HaXXMUTe KHonky <Co3zdameb >.
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PucyHok 10-36. Hacmpolika ycnosuli 3anycka 3adadu

Cospanune Tpurrepa *
Hauats sagauy: | Mo pacnucanuro o
Mapamerpet
O OgHokpaTHo Havate: (08.10.2023 [E~ | | 5:00:00 = | O CuHxp, no neacam
(@ ExeaHeBHo

® G MogTopate Kaxasie: AH.

() Exemecauno

,ﬂ,DI'IDJ'IHI.'\TEJ'IbeIE napameTpbl

[] Ornoxwe sagauy na (NpowseoncHan sagepxka) | u,

[ Nostopats 3agauy kaxapie: 1 4. 1a.
[] OctanoeuTs 2agauy yepes: 3 AH.
[ Cpox asiictena: 09.10.2024 11:56:53 =

BrnmoyeHo

OTMEHE

4. Ha Bknagke </eiicmeusi> CO3javiTe AeACTBUS, KOTOpble OyAyT BbIMOJHATLCA MpWU
3anycke 3aZauyu, Hanpumep, 3anyck co34aHHOro KoMaHaHoro danna.

PucyHok 10-37. Hacmpolika delicmaus, 8bIN0/IHAeM020 npu 3anycke 3adadu

CozgaHne JedcTeEna e
YKamuTe JeACTBNE 4N A3HHOA 3a534K.

JeiicTene: | 3anyck nporpammel ~

Mapametpebl

[porpamma wan cueHapwii:

Ch\Backup\bkcopy.cmd | | O6zop... |

JoGaenTe apryMenTel (HeoBazaTensHo): l:l
Pabouan nanka (HeoBAzatensHo): l:l

oK OTmena

5.Mpn HeobxoAMMOCTM 3ajanTe [OMONAHUTENbHbIE YCNOBMA W MNapamMeTpbl 3anycka
3a/laun Ha OJHOVIMEHHbIX BKNAAKaX.
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PucyHok 10-38. lMpumep Hacmpoliku napamempos 8bINoJHeHUs 3adaqu

(B Cozaanme sagaun X

OBuwme Tpurrepsl  [eiictena  Ycnoswa Mapametpsi

YKamuTE JON0NHUTENEHBIE NAPAMETPEI BEINDAHEHNA 33434M.

BoinonnaTs 3agasy no Tpebosanuio

[J Hemeanenno samyckats 3aaauy, €/m NPponyLUSH NAGHOESIR 3amycKk

O . 1 mnH.

Mpw 60 BBINOAHEHNA NEPESAMYCKaTS Hepes:

OcTaHaBNNETE 33434y, BBINOHAEMYH A0NbLIE: 3am. d
TIpMHYAUTENLHAR OCTAHDBKA 33434M, ECIN OHE HE NPEKPALLAETCA NO 3aNpocy

] Ecnu nosrop 3agaun He 3annaHupoBaH, yAanats uepes: ki

Ec/i 334343 y:Ke BEINOAHAETCA, TO NPUMEHATE NPABMNG:

3anycKaTh HOBBII IKSEMMAD 3343HNA v

Mocne HaCTPOWKM BbINOAHEHWS 3a4a4u OyAeT C yKa3aHHOM NepUoOANUYHOCTBIO 3amnycKaTbCs
KOMaHAHbIV daiin, co3aatolmi pe3epBHYHO KONuKo 6a3bl AaHHBbIX.

B OC Linux ans aBTOMaTU3auMW pPe3epBHOrO KOMUPOBAHUS MOXHO MCMOJ/b30BaTb
nnaHMpoBwmk Cron. Hanpumep, Ans CO34aHHOTO CKpUMTa pPe3epBHOrO KOMUPOBaHMA
(Co3paHue pe3epBHbIX KOMWUI) MPOLLECC aBTOMAaTM3aLMM MOXET BbIMIAAETb CAeAyHLWNM
obpasom. Caenarite CKpUNT UCMOJHAEMbIM C MOMOLLbIO C/IEAYHOLLEN KOMaHABI:

chmod +x /home/user/scripts/postgresqgl dump.sh

OTkpoviTe ANs pesakTMpoBaHMa Gana crontab C MOMOLLBIO CAeAyHOLLEN KOMaHAbI:

crontab -e

[lo6aBbTe B 3TOT dailn CTPOKY chnepyrollero Buzga (nepsble NATb MOJER ONpeaenstoT
NepuoAMUYHOCTb 3anycka 3ajaHuns). Hanpumep, cieayrolee BbipaXkeHWe 3amnyckaeT 3ajaHue
pe3epBHOrO KOMMPOBaHMA KaXAbI AeHb B 2 Yaca HOYM:

0 2 * * * /home/user/scripts/postgresgl dump.sh

Mocne 3anuck aToro darina 3agaHve 6yaeT BbINOJHATLCS C YKa3aHHON PeryaspHOCTbHO.

10.5.3. BocctaHOB/1IeHUEe U3 pe3epBHOM KONUM

UYtobbl BOCCTaHOBUTL Ha3y AaHHbIX U3 pe3epBHOM KOMUW, 3anyctute ytmanty pgAdmin v
NOAKAOUNTECh K HYy>XHOMY cepBepy PostgreSQL. Cosgante HoByto 6a3y, B KoTopyro byaeTt
BbIMOJHEHO BOCCTAHOBJ/IEHWE, MO0 BbIMOAHUTE OYMCTKY CyLLecTBytOLLen (BOCCTaHOB/EHME
AO/DKHO OCYLLLeCTBAATLCA B NyCTyto 6a3y AaHHbIX). LLlenkHnTe Hy>xXHyto 6a3y AaHHbIX npaBown
KHOMKOW MbILK 1 BbibepuTe <Restore> (BocctaHOBUTDL). Boibepute dopmat <Custom or tar>,
ykaxute dann pesepBHon konuwm B none <Filename> (Vima dawnna), ykaxunte mma ponu
asmo_sheme v HaxxmuTe KHONKy <Restore> (BocctaHOBUTB).
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PucyHok 10-39. BoccmaHogneHue 6a3el 0aHHbIX U3 pe3epeHol Konuu

Restore (Database: asmo_scheme_shablon) i 4

General Data/Objects Qptions
Format Custom or tar

Filename C:\1\asmo_scheme_20231006.backup 0O

Number of jobs

Role name £, asmo_sheme hd I

o 0 ¥ Close  4) Reset

,ﬂ,O)KAI/ITer 3aBeplieHna npouecca BOCCTaHOBAEHUA!

PucyHok 10-40. YcnewHoe 3asepuwieHue npoyecca 80CCMAHO8/1eHUs

PID Type Server Object Start Time ~ Status

g @ 9792 Restore PostgreSQL 15 (64bit) (localh.. asmo_scheme_shablon 09.10.2023, 09:14:22 Finished

Kpome TOro, ana pe3epBHOro KONMPOBaHUA MOXHO MCMOJ/b30BaTb YyTUANTY pg_restore,
KOoTopas BXoAMT B kKoMriekT noctaskn CYB/, PostgreSQL. Hanpumep, 419 BOCCTaHOBAEHUA B
CyLiecTBytoLLyto nNycTyto b/l MOXHO BbIMONHUTL CIEAYHOLLYH KOMaHAY B KOMaHAHOMW CTPOKE:

"C:\\Program Files\\PostgreSQL\\15\\bin\\pg restore" --
dbname="asmo_scheme shablon" --host "localhost" --port "5432" --username
"asmo_sheme" --verbose "c:\\Backup\\asmo_ scheme 20231010.backup" >
"c:\\Backup\\asmo_ scheme restore.log" 2>¢l

Takoke MOXHO co3zaTb KOMaHAHbIA dann (Hanpumep, bkrestore.cmd) ¢ HeobxoaMMbIMU
KoMaHAamMu. B Takom ciyyvae ans BbINOAHEHUS pe3epBHOrO KOMMPOBaHMA ByaeT A0CTaTOYHO
3anycTuTtb 3TOT dann. lMpu 3anycke yTuanTbl pg_restore MOryT ykasblBaTbCA MPUBELEHHbIE
HuxXe napameTpbl. [ONHbIN NepeyeHb NapamMeTpPoB W CMOCOOBOB WX MPUMEHEHUS MOXHO

NPOCMOTPETb, BbINOJHMB KOMAaHJYy pg restore --help, @ TakKXe B JOKyMeHTaUuUW Mo
PostgreSQL:
e -—-dbname=umMma_ 6n

MoakNoUnTLCA K 6ase AaHHbIX s Gase U BOCCTAHOBUTL JaHHbIE HEMOCPEACTBEHHO B
Hee. B JaHHOM aprymeHTe MOXET 3a,aBaTbCsA CTPOKa NOAKAOYUEHMs. B 3TOM ciyuae napameTpsl
B CTPOKE MOAK/IOUEHUS NepeonpesensitoT O4HOMMEHHbIE NapaMeTpbl, 3ajaHHble B KOMaHAHOM
CTpOKe.

e -—-host=cepsep
YKa3blBaeT MMs KOMMbOTEPA, HAa KOTOPOM paboTaeT cepBep. Ecv 3HaueHne HaunHaeTcs
C KOCOW YepTbl, OHO onpeaenseT kataaor Unix-cokeTta. 3HaueHne no ymonvaHuto bepetca 13
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nepemMeHHou okpyxxeHuns PGHOST, ecan oHa yctaHoBAeHa. B npoTuBHOM cnyyae BbiNoaHAETCA
nogkntoveHme Kk Unix-cokery.

® —-—port=nopT

Yka3sbiBaeT TCP-nopT nau pacwmpenmve danna nokanbHoro Unix-cokeTta, yepes KOTopbIn
cepBep MPUHMMAaET MOAKAOYEHUA. 3HauyeHWe MO YMOAYaHMIO OMpesenseTcd nepemMeHHOM
okpy>xeHua PGPORT, eciiv oHa ycTaHOBAeHa, b0 YMCAOM, 3aAaHHBIM MPU KOMAUAALMW.

® -—-username=rvMsd IOJIb30BaTeJId

ma nonb3oBatens, noA KOTOPbIM MPOUN3BOANTCA NMNOAKAHOYEHUE.

e —-verbose

Bkntouaet pexkum noapo6HbIX COOHOLLIEHNN.

o 2>&1
BeiBoanTb B 1or STDOUT n STDERR.
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11. KondurypupoBaHme areHTa M MeHe)Kepa areHToB

B 3TomM pa3gene onucbiBaetcs KOHOUIypupoBaHue cepBepHor 4yactm «ACMO-
rpadunyeckm pegakTtop» (areHTa n MeHegxkepa areHToB) ¢ nomoLbio yTuantel AM Console
(pabotaet Tonbko nog ynpasneHmem OC Windows). Jns 3anycka ator ytuamtbl B OC Linux
MOXHO MCNob30BaTh MHCTPYMeHT Wine. Mpn HEOBXOAMMOCTM MOXHO BPYYHYH HACTPOUTb
dannbl KOHGUrypaumm un Katanorn OOHOBAEHWN, He wucnoabdys ytuamty AM Console
(KoHdurypupoBaHue cepBepHou yactu 6e3 ytuaurtbl AM Console).

®arinbl KOHPUTYpauum am.ini n pha.conf HaxoAATCA B KaTajore yCTaHOBKM MeHegXepa
areHTos, C:\asmo\server\ nan /opt/asmo/server/.

3anycTute yTUamnTy € NnoMoLbto apabika <ACMO KoHcone ynpaesneHus cepeepom> Ha
pabouem cTone.

11.1. HacTponka nogxnroueHun

Hactporite nogkntoueHve k cepsepy «ACMO-rpaduuecknin pesaktop». Ans 3Toro B
MeHo <Cepeepbi> BblbepuTe NyHKT </obasume nodksiro4veHue >,

PucyHok 11-1. Co30aHue H08020 NOOK/AOYeHUs

Hoeoe nogkntoyeHne ot

MmMAa cepeepa: | Moe nogrnoqeHme

URL: |localhost |

MonesoBaTEND:

Mapono:

|| CoxpanmTe napons

Ok OTmMeHa

Mma cepBepa — NpoOM3BOJIbHbBIM TEKCT, KOTOPbIA ByaeT oTobpaxaTbCa TONbKO B N€BOM
yactm okHa AM Console.

URL - agpec cepBepa, Ha KOTOPOM YCTaHOBJIEH W 3anylleH CepBep MNPUIOXKEHUN
(MeHeaxep areHToB) «ACMO rpaduuecknii pegaktop» (am.exe nanm am). B saHHoM npumepe
370 localhost, Tak kKak cepBepHas YacTb U KOHCONb AAMUHUCTPUPOBAHMUS HAaXOAATCA HA OAHOM
MalnHe. Takxxe MOXHO BBecTU IP-aapec cepBepa.

Ims nonb3oBaTtensa n naposib B JaHHOM Caydae OCTaroTCA MyCTbIMU (3TW AaHHbIE BBOAATCA
TONbKO B TOM C/ly4vae, ecan B davine am.ini HaCTPOeHbl MOAb30BaTeNN AN MOAKNHOYEHMA K
MeHeaXXepy areHToB yepe3 koHconb AM Console).

Haxmute kHomky <OK>. LenkHute nma [06aBAEHHOTO MOAKNOYEHUA B CMUCKe
NOAK/IHOUYEHMA NPABOW KHOMKOW MbILLV 1 BbibepuTe NyHKT </T00K/1H04UmbCA> B KOHTEKCTHOM
MEHHO.
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Pucyrok 11-2. Boibop nodkaro4eHuUs

[68 AM Consolev 5.2.438

AreHThl | o | 18 Q}

Cepeep Arent 3arpyzka | Javaheap | Knuentwi

Cepseptl - -

& Moe nogentoueHne
@ MNoakMoUMTECA

B cnayyae ycnewHoro ycraHoBneHua coeamHeHus ¢ cepsepoM ACMO  3Hauyok
NOAKOYEHNA U3MEHUNTCSA, KaK NOKa3aHO Ha PUCYHKe HUXKe.

PucyHok 11-3. YcnewHoe nodkaroyeHue k cepsepy ACMO

[E& AM Consolev 5.2.443

Cepeepbl - -~ | AreHTb

Cepeep

i Moe nogknoqeHne

[na noakntoueHns MeHeaxkepa areHTOB K HY>XHOMY areHTy Heobxoaumo mnponwucaTtb
CTPOKM NoAkAtoveHns B danne am.ini. YTobbl OTKPbITh 3TOT dann AN peAakTUPOBaHUS,
BbIZE/INTE HY>XXHOE MOAKNHOUEHME U HaXMUTe KHOMKy <Pedaxkmupoeams INI-cpaiin ons
8bI6paHHO20 cepeepa> Ha MaHeNN VHCTPYMEHTOB. TakXKe A1 3TOr0 MOXHO LUEeAKHYTb UMs
NOAK/JHOUYEHNA MPaBON KHOMKOW MbIWKW W BblIbpaTb NYHKT <Hacmpolku cepeepa> B
KOHTEKCTHOM MEHHO.

PucyHok 11-4. PeGakmuposaHue Hacmpoek MeHedxxepa azeHmos

[ AM Console v 5.2438

Cepeepkl - ‘2 AreHTEl 0‘ z ‘ @ d}

Arent 3arpyska | Java heap |KawenTel

BBegute HacTpovikm noakntoueHva B cekuumn [agent]. Kaxabii areHT 3asjaeTtca B
oTaenbHOW cekunn [agent].

PucyHok 11-5. Hacmpoliku nodkstodeHuUs K azeHmy

Cepeep [&8 INI-daiin cepsepa Moe nogcntouesne

\ \ a/le

[agent]

id=vip

name=ACMC rpaduuecxyil pemaKTop

args=--jmem €000 --login PGSQL //localhost:5432/asmo_scheme shablon asmo_sheme 12345 --mtdlogschems asmo_sheme —-wasm
http port=g0s9

[agent]

id=vip

name=ACMO rpadrueckmuy pemakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm

http port=8099
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3aecb napameTp id — 370 yHMKanbHbIA B Npegenax cepsepa NPUIOXKeHN (MeHeaxXepa
areHToB) naeHTUdUKaTOp areHTa.

MNapameTp name — 3TO WMMSA areHTa, YHWKanbHOE B Mpejenax cepBepa MpPUIOXKEHUN
(MeHepkepa areHTOB). OTO MMsA bOyaeT oTobpaxkaTbCs B packpbiBarolwlemca cnucke <baza
OJaHHbIX> B OKHE MOAKNOYEHMUA B KANEHTaX.

B nmapametpe args 3aszatoTca napamMeTpbl KOMaHAHOW CTPOKMK, KOTOpble BOCMPUHMMAET
cam areHT. ObpaTtnTe BHMMaHWe, YTO 3TV NapameTpbl MPOMNUCLIBAOTCA Yepe3 Npoben B ofHy
CTpOKy 6€3 nepeHoca CTPOK U AO/KHbI ObITb BblAeNEHbI YePHBbIM LIBETOM. Ha3BaHme KaXzoro
napameTpa HauyMHaeTca C [ABOWHOro gedwuca. B 3toM npumepe 3ajatotcs caeayroline
apryMeHTbl:

e --jmem — 370 06bEM NaMATK, KOTOPbIN BbIAENSAETCA Java-MallnHe;

e --login — ctpoka nogkntoueHus k cepepy CYB/, PostgreSQL, rae PGSQL — 3710 T1n 6a3bl
AaHHbIX (PostgreSQL); //localhost:5432/ cepsep n nopt ana goctyna k cepsepy CYB/J, (B
3ToM npumepe cepep localhost n ncnonbzyembin no ymonuanmo B CYB/, PostgreSQL
nopt 5432), asmo_scheme_shablon — b/} B PostgreSQL, asmo_sheme — vma nosb3osartens
6a3bl gaHHbIX, 12345 — naposnb ana nosnb3oBatens asmo_sheme (B 3TOM pykoBoOACTBE
33/aK0TCA Ha 3Tane BOCCTaHOBAeHUS AamMna 6a3bl AgaHHbIX) (BocctaHoBneHue 6a3bl
AaHHbIX U3 AamMna);

e --wasm — 3TOT K/1t04 065A3aTeNbHO YKa3bIBaeTCs, €C/IM NAaHUPYETCA NMOAKAHYATbCA K
areHTy C WCNoJb30BaHMEM Opay3epHbIX BepcuMMh KAMEHTOB (Takke B 3TOM C/y4ae
HeobxogmMmo 3agatb http-nopt (cm. Hwxke onucaHve napameTpa http_port) ana
nogkntouveHua. B 3tom npumepe ans nogkatoyeHua k areHTy «ACMO rpaduuyeckuin
pefakTop», pacnosioxkeHHOMY Ha cepsepe localhost, c nomousto Beb-kaneHTa HeobxoanMMO
ByseT BBECTU localhost:8099 B aApecHOMN cTpoke bpaysepa;

e --http.auth — 3707 KNtOU 06A3aTENIBLHO YKa3blBaETCA, €CAN NAAHUPYETCA UCMOAb30BaTb
ayTeHTUdUMKaumo bpaysepHbix kaveHToB uepe3 Active Directory no npotokony HTTP
(Muterpaumsa c Active Directory).

e Napametp http_port— nopt and nNoakArOUYEHUS C MCMONb30BaHMEM 6pay3epHbIX
BEPCUM KAMeHTa (CM. Bbllle ONMCaHWe Karo4a --wasm).

Mo ymMonuaHuo Ans MNOAKAHOYEHUS KAMEHTOB (He 6Gpay3epHbix) kK cepepy ACMO
(MeHeaxepy areHToB) mcnonbsyetrca nopt 5001. MopTbl A9 NOAKAOUYEHUA K KOHKPETHbIM
areHTam no yMoJIYaHWIO Ha3Ha4varoTCca aBTomMaTnyeckm. Yt1obbl ncnoib3oBaTh GUKCUPOBAHHbIM
NopT AN MOAKNOUYEHUA K MeHeaykepy areHToB, ykaxuTe napametp client_port B cekuum
[common] davina am.ini. Ina NoAKNOYEHNA KNNEHTCKMUX MPUNOXKEHUIN K KOHKPETHBIM areHTam
yepes 3ajaHHble MOopTbl Heobxoaumo 3ajatb napametp client_port B cekumun [agent] ans
COOTBETCTBYHOLLErO areHTa.

Hanpumep, B cneaytoweM npumepe KOHGUrypauuu Ans MOAKAKOUEHUA K MeHeaXepy
areHToB byseT ncnonb3oBaTbcA NopT 5555, a ans nogkntoueHms k areHTy «<ACMO rpaduyecknia
peaakTop» —nopT 7777. Ecavi 3ajaH OTAINYHBIV OT YCTaHOBJ/IEHHOTO No ymoadaHuto (5001) nopt
AN NOAKNAKOUEHMA K MEHeA)Kepy areHToB, Npu BBOAE ajpeca cepBepa ANA NOAKNOUYEHUA B
KJMEHTCKMUX MPUNOXKEHNAX N KOHCOAN aAMUHUCTPUPOBaHMA HEOBXOAMMO yKa3biBaTb MOpPT (B
3TOM NpuMepe localhost:5555). COOTBETCTBYIOLLME MOPTbl AOMKHbI ObITb OTKPbLITHI AAS
A0CTyNa Ha MallVHe, Ha KOTOpoW ycTtaHoBaeH cepBep ACMO:
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PucyHok 11-6. Hacmpolika nopmoe 0151 NoOK/IIoueHUs KUeHmMoe K MeHedxepy azeHmos u azeHmam

Cepeep [B) INI-daiin cepeepa Moe nogxnrouerne — O X
|0 o QaQzle
[common]
client_port=5555
[agent]
id=vip
name=ACHO rTpadudecryt penamrod
args=--jmem 6000 --login PGSQL //localhost:5432/asmo scheme shablon asmo sheme 12345 --mrdlogscheme asmo_sheme --wasm
client_port=7777
http_port=g09g9
[common]
client port=5555
[agent]
id=vip

name=ACMO rpaduueckuy penakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm

client port=7777

http port=8099

Bonee noapobHoe onucaHve HacTpoek KOHOUrypauum MOXHO MOCMOTPETb BO
BCTPOEHHOW CnpaBKe, KOTOpPas Bbl3blBAa€TCA C MOMOLLbK KHOMKK <[lomouwjb> Ha naHenu
MHCTPYMEHTOB YTUAUTbI agmuHucTpupoBaHma AM Console (pa3gen <KoHdhuzypauyuoHHeie
daiiner — am.ini>).

[anee HeobxoANMO HacTpouTb dGainn obLMX HAaCTpoeKk AN BCEX areHToB cepsepa. Ans
3TOrO LeNKHUTE CTPenKky KHoMnkn <Pedakmuposames INI-cpatin 0ns evibpaHHozo cepeepa>
Ha NaHean NHCTPYMEHTOB U Bbibepute NyHKT <Hacmpoliku azeHmoe (pha.conf) >.

PucyHok 11-7. PeOakmuposaHue Hacmpoek acex azeHmos cepeepa

[E8 AM Conszolev 5.2.438

Cepsepbl - ‘2-@?‘ AreHThI 0| g | @ @

Cepeep | @ HacTpoiikn areqToe (pha.conf] arpy3xa

Al (]

% HacTpoiik CY¥E] (db.conf)

@ HacTpoliki MeHedEDS SreHTos (am.ini)

KoHdpurypaumsa xpaHutca B dpanne pha.conf. B 3Tom nprmepe HeEOBXOAMMO HaCTPOUTb
reHepaTopbl MAEHTUPUKATOPOB A/ Y3/10B AepeBa MeTajaHHbIX. B darine pha.conf Beeaute
HaCTPOWKMW, NPeACTaBNEHHbIE Ha PUCYHKE HUXKE.
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PucyHok 11-8. Hacmpoliku scex azeHmos cepsepa

@ AM Consolev 5.2.438
Cepsepbl - 2 @ ~ | AreHTbl 0| z |@ ‘QJ

Cepeep Arent 3arpyska | Java heap | Knmentel [Mogkntouenius bl Metaganneix | Bepcna

¥ ACMO rpaduueckmii pegaktop

[88) CONF-dbaiin cepsepa Moe nogrntouenme - m} *
@ = a/|e

generator.no = 0

generator.no = 0

[eHepaToOp HEOHXOAMM ANA CO34aHMA YHUKANbHBIX MAEHTUPUKATOPOB 3anuncen Tabanuy u
obbekToB ACMO. leHepaTop ¢ HomepoM 0 o3HauvaeT uTto ByAeT MPUMEHATCA BHYTPEHHWUN
aAropuTM reHepauumn CTaTUCTUYECKM YHUKaNbHbIX 64-6UTHBIX NAEHTUMKATOPOB.

Bonee nogpobHoe onvcaHve MOXHO MOCMOTPeTb BO BCTPOEHHOW CrnpaBke, KOTOpas
BbI3bIBAETCA C MOMOLbID KHOMKU <[lomMouwjb> Ha MNaHeNn WHCTPYMEHTOB YTUAUTLI
apgmuHuctpupoBanua AM Console (pasaen <KouduzypayuoHHeie gatiner — pha.conf>).

11.2. YcTaHOBKa areHrta

[Mocne BbLIMNOJAHEHUS HACTPOEK MOAKIHOUEHUS Mepes MepBUMUYHbIM 3amyckOM areHTa
o6sa3aTeNIbHO HEOHXOAMMO YCTaHOBUTL HA CepBep areHT. ITO MOXHO cAefatb C NOMOLLbHO
MeXaHM3Ma OOHOBNeHWN. Haxmute KHoOMkKy <O6Hoes1eHus>, UYTOObl OTKPbITb OKHO ANs
JobaBneHns OBHOBAEHUN.

PucyHok 11-9. Omkpsimue okHa 013 0obassieHuUss 0bHoeseHUl

[ AM Consolev 5.2.438

Cepeephl E@ -

[l
CJBHOBNEHWA

g i Dad e o

AreHThl 0| ﬂ |Cﬂl @

AreHt 3arpyska

Cepeep

MepenanTte B pasgen <AzeHmol> N HaxXMuUTe KHONKy <obasume>. [1OABUTCA OKHO
Bblbopa danna areHTa. Boibepute HyxHbIM dann (pha-5.xxx-windows.zip wan pha-5.xxx-linux-
x64.zip, B 3aBMCMMOCTM OT OMepaLMOHHON CUCTeMbl CepBepa, Ha KOTOPbIA yCTaHaBAMBaETCA
areHT) n noaTBepauTe BbIbOP.

Pucyrok 11-10. Ycma+oska obHosneHusa azeHma 011 OC Windows

[#8 0BHosneHus — O =

& Nepewrate _'d,ﬂuﬁasmb \)fOHmtn(a

Obroenenna

Maiinel obHoenenni updates/agent v [ara daina
Knunentel win32

ToHknEe KneHTbl web

ToHkMe KMeHTel windl

Tonkne KnnenTsl linux 4

AreHTer

AM
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11.3. YcTraHOBKa O6HOB/NIEHUMM

B npouecce paboTbl cMCTEMbI BO3MOXHAa yCTaHOBKA Ha cepBepe OOHOBNEHWIA Pa3INYHbIX
€e KOMMOHEHTOB U K/IMEeHTOB. [1ns 3TOro ncnosib3yeTca okHO gobaBneHna obHoBAeHWI. B 3Tom
OKHe NpeAyCMOTPEHbI CAeAyoLLMe pa3senbl:

o <Knueumer win32> — 3arpy3ka ¢arinoB OOHOBNEHNI ANA KAMEHTOB Bepcumn 5.x (phx-

5.xxx-windows-x32.zip);

o <ToHkue KknueHmsl web> — 3arpy3ka ¢avinoB OBHOBNEHWNA, HeobXOoAMMBIX ANA

paboTbl BE6-KAMEHTOB (asmo-re-6.xxx-web-wasm32.zip);

o <ToHkue kKnueHmosl win32>— 3arpy3ka ¢anvnoB OOHOBNEHW ANA KINEHTOB

Bepcum 6.x ans Windows (asmo-re-6.xxx-windows-x32.zip);
o <ToHkue knueHmol linux64>— 3arpy3ka ¢annoB OOHOBAEHWW A/NA KJINEHTOB
Bepcum 6.x ans Linux (asmo-re-6.xxx-linux-x64.zip);

o <AzeHmbi> — 3arpy3ka ¢pannoB obHOBAEHNIN Ana areHToB (pha-5.xxx-windows.zip nav

pha-5.xxx-linux-x64.zip, B 3aBUCUMOCTN OT OnepaLmnoHHoOn cuctembl cepepa ACMO);

o <AM> - 3arpy3ka ¢annoB OOHOBNEHWA JANA MeHeaXepa areHToB (am-5.xxx-

windows.zip nan am-5.xxx-linux-x64.zip, B 3aBUCUMOCTA OT OMNepPaLOHHON CUCTEMDbI
cepsepa ACMO).

Echam npu nogkntoueHun KkaveHTa Bepcun 5. mam 6.x Ha cepBepe ANA  HEro
obHapyxuBaeTca O6HOBNeHMe 6oOnee noO3AHeN BepCUW, MOAb3OBATENO KaveHTa byaert
npegnoxeHo npouvssectn obHoBaeHne. B OC Linux o6HOBneHMe kaneHTOB OyaeT
NMPOWN3BOANTBLCA LIEHTPa/NM30BaHHO TONAbKO B TOM C/yyae, €CNM YCTaHOBKa KAMEHTa
npousBoaunace w3 ZIP-apxuBa M nanka, B KOTOPOW HAaXOAUTCA KJAMEHT, AOCTyMHa
nonb3oBatento OC ana 3anucn. OBGHOBAEHME OCTaNbHbIX KOMMOHEHTOB CUCTEMbI MpU
fobaBneHnn 6onee NO3aHMX BEPCUA Ha CEPBEP MPOM3BOANTCA aBTOMATUUYECKMU.

11.4. 3anyck areHTa

MNocne HacTpoOWKM MOAKNKOYEHMA W yCTaHOBKM danna areHTa Ha cepsep (YcTraHoBKa
areHTa) MOXHO 3anyCTuUTb areHT. [114 3TOro LWeaKHUTE UMA areHTa NpaBol KHOMKOW MbILK U
BblbepuTe B KOHTEKCTHOM MEHIO MYHKT <3anycmume>.

PucyHok 11-11. 3anyck azeHma

[E8 AM Consolev 5.2.438

Cepsepbl @ - £ @ - | AreHTol 0 z @l @ ‘_))
Cepeep Arent 3arpyska

IR
@ WHdopMaLma
g BnokuposaTe
PasfnoKUpoOBETE
@ 3anycTHTb

OcTaHoBuTb

Ecan Bce HAaCTPOEHO KOPPEKTHO, NpK 3anycke areHta 3Ha4o0K HanpoTnB MMEHWU areHTa
CTaHEeT 3€JIEHbIM. BI'IOCJ'IGACTBI/II/I areHT MOXET 3anyCkKaTbCA aBTOMaTUYeCKM MO MnepBOMY
3arnpocy KAneHTa. B cnhydae OTCYTCTBMA aKTUBHOCTU K/IIMEHTOB B TE€UEHUE 10 MWUHYT areHT
aBTOMaTn4yeckn oCtaHaBAMNBaETCA.
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PucyHok 11-12. YcnewHbll 3anyck azeHma Ha J10Kaa6HOM KoMneromepe

[E& AM Consalev 52438 - O X
Cepeepbl @ - ‘2 @ | AreHTbl 0 z @ @ ‘i)/
Cepeep AreHt 3arpyska | Java heap | Kawentel Mogrnrodenna b/ MetaganH
E ACMO rpadmyecknii pegaktop foc 2202MB[0] 66/ 6000 MB 2 PGSOL //loca

B none <b/] memadaHHbIx> yKa3bliBaeTcs 6a3a faHHbIX PostgreSQL, kK kotopon 6bia10
OCYLLEeCTBNEHO MNOAKAOYEHMe. Ha pucyHke Bbille OHa pacrosiaraeTca Ha J0KaJbHOM
komnbroTepe (localhost), a Ha pucyHke HuXe — Ha yaaneHHoOM ¢ IP-agpecom 192.168...

PucyHok 11-13. YcnewHslil 3anyck azeHma Ha yoaneHHoM cepaepe

[@8 AM Consalev 5.2.438

Cepeepol @ - ‘2 @ - | AreHTel 0 5] @l @ ?)

Cepeep Arent u| 3arpyska | Javaheap | Knwentel Mogenrovenna b MetaganHinx

£ Moe nogentouesine -%-5-.5;*5[-:-1 59/ 6000 ME 1 PGSOL //192.168
Mocne yCnewHoro 3anycka areHta MOXHO noakir4datbCd K HeMy C MNOMOLbHO
COOTBETCTBYIOLMX KAMEHTOB. [ns paboTbl ¢ MpUMepoM 6a3bl AaHHbIX MNPOGECCMOHaNbHO
BEPCUN HaCTPOEHbl MOJIb30BaTENb prOf n agMUHNCTPaTOP prOfadnﬁn (BBOA napona He
Tpebyertcs).

11.5. Konpurypmposanme cepBepHom uactm 6e3 yrmanrbi
AM Console

KoHdurypupoBaHue cepBepHor uyactn «ACMO-rpaduueckuii  pepaktop»  6e3
MCNONb30BaHMUA  YTUAUTLI  aagMUHUCTpUpoBaHua AM Console 3akntouaetcs B pyyHOM
peaakTMpoBaHum GainoB KOHGUrypaumm am.ini n pha.conf B COOTBETCTBUMN C NPUBELEHHbBIMM
B NPEeALLECTBYHOLLNX pa3genax 3TOM rnaBbl MHCTPYKLMAMY, @ TakxKe B BOCCO34aHUN CTPYKTYpbl
KaTanoroB O6HOBAeHMM K 3anycka. Hanpumep, nocie ycTaHOBKM W HACTPOWMKM 3anycka
MeHeaXXepa areHToB KoHpurypuposaHue B OC Linux ocyLuectBaseTcsa caeayrowmm obpasom:

1. Co3ganTe B KaTanore yCTaHOBKM MeHeaXepa areHToB (/opt/asmo/server) davin am.ini n

BBeAUTE B HEM HEOOXOAMMble HaCTPonkK noakntoueHmsa (PucyHok 11-5. Hacrpowiku
NOAK/IFOYEHUA K areHTy), Kak ONM1CbIBAeTCA BbIlLe MO aHaJIOMMN C HaCTPONKOW Yepes
AM Console, Hanpumep:

[agent]

id=vip

name=ACMO rpadrueckmuy pemakTop

args=--jmem 6000 --login PGSQL //localhost:5432/asmo_scheme shablon
asmo_sheme 12345 --mtdlogscheme asmo_sheme --wasm

http port=8099

2. Co3paiiTe B KaTanore yCTaHOBKM MeHezXepa areHToB (/opt/asmo/server) davin pha.conf
1 BBEAMTE B HEM HEOOXOAMMbIE HAaCTPOWKK areHToB (PucyHok 11-8. Hactpowkum ), kak
OMUCbIBAETCA BbILE MO aHaNormm ¢ Hactporkoun vyepes AM Console, Hanpumep:

generator.no = 0
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3. Co3pavite B KaTanore yCTaHOBKM MeHezaykepa areHToB (/opt/asmo/server) cnepyrouwime
nanku ana pabotbl ¢ OOHOBAEHUAMM KOMMOHEHTOB cuctembl ACMO (aHanormyHo
yCcTaHOBKe OOHOBAEHUMA nNpu HacTporke uyepe3 AM Console, cM. YcraHoBKa
ob6bHoBneHMI). B nocneaytowem B 3T nNankm MoxHo byaet gob6aBnate 0O6HOBAEHMA
COOTBETCTBYHOLMX KOMMOHEHTOB cuctemMbl ACMO B dopmatax zip. CrpykTypa
KaTa/sioroB onuceiBaetcs B Ganine am-readme.txt, KOTOPbIA BXOAUT B COCTaB apxuBa C
ANCTPMOYTMBOM MeHezXepa areHTOB M pacnakoBblBaeTCs BMeCTe C HMM B KaTaaor
YCTaHOBKM:

e updates — kaTanor Ans pasmeLLeHns obHoBAeHM (06sA3aTeNbHO);

e updates/agents — kaTanor 3arpy3ku ¢annoB 06HOBAEHWM Ans areHToB (pha-5.xxx-linux-
x64.zip pns cepepa ACMO noa ynpaBneHnem OC Linux) (o6sa3aTesbHO).
CooTBeTcTBYET pasgeny <AzeHmsl> Npu HacTporke obHoBnaeHn vyepe3 AM Console;

e updates/am — katanor Ansa 3arpy3ku danvinoB O6HOBAEHWW AN MEHEeAXepa areHToB
(@m-5.xxx-linux-x64.zip pna cepsepa ACMO nog ynpasneHnem OC Linux).
CootBetctBYeT pasgeny <AM> npu HacTpolike obHoBAeHNI Yyepe3 AM Console;

e updates/clients — kaTanor Ans 3arpy3ku 06HOBAEHNIN KINEHTOB;

e updates/clients/asmo-re-linux-x64 — nogkatanor ana 3arpy3ku ¢annos ob6HOBAEHUN
AN KAMEHTOB 6.X ana Linux (asmo-re-6.xxx-linux-x64.zip). CooTBeTCTBYeT pa3geny
<ToHkue kaueHmel linux64> npu HacTpolike obHoBAeHNI yepe3 AM Console;

e updates/clients/asmo-re-web-wasm32 —  nogkatanor  Ana  3arpy3ks  pannos
OOHOB/NEHUI, HEOBXOAUMbBIX Ans  paboTbl Beb-kKAMEHTOB  (asmo-re-6.xxx-web-
wasm32.zip). CooTBeTCcTBYyeT pasgeny <ToHkue kiaueHmosl web> npu HacTponke
obHoBneHu yepe3 AM Console;

e updates/clients/asmo-re-windows-x32 —  noakaTtanor  Ans  3arpysku  dannos
0bHOBNEHUM ana KAneHToB Bepcumn 6.x ans Windows (asmo-re-6.xxx-windows-x32.zip).
CootBeTcTBYeT pa3geny <ToHkue kaueHmMsl win32> Npu HacTponke OBHOBAEHWUIA
yepe3 AM Console;

e updates/clients/phx-windows-x32 — nopgkatanor ans 3arpy3kv ¢ansoB OH6HOBAEHUN
ANa  KaveHToB Bepcumn 5. (phx-5.xxx-windows-x32.zip). CooTBeTCTBYeT pa3sgeny
<Knueumeor win32> npwn HacTpolike obHoBneHNnn Yepe3 AM Console.

PucyHok 11-14. Cmpykmypa kamasoza ¢ 06Ho8AeHUAMU K1UueHmMos

foptfasmo/server/updates/clients % o
B asmo-re-linux-x64 0 obwexkToB [anka
B asmo-re-web-wasm32 0 ofwekToB  [NManka
B asmo-re-windows-x32 0 obbekToe  Manka
B phx-windows-x32 0 obwekroe Manka

4.Tpn nepBUYHOM KOHOUIypMpoBaHUM cucTemMbl obsasatenbHo pobaBbTe dann
obHOBneHuA areHTa (Hanpumep, pha-5xxx-linux-x64.zip pna cepBepa NoA
ynpasnaeHnem OC Linux) B nanky /updates/agents:
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PucyHok 11-15. flobasneHue obHoseHUA azeHma 8 nanky /updates/agents
Jopt/fasmo/server/updates/agents x ol

= |

pha-5.2.1031-linux-x64.
zip

5.Mpu HeobxoammocTn pobaBbTe B COOTBETCTBYHOLLME Manku OOHOBAEHUA ANs
Pa3/INYHbIX KIMEHTOB. BnocneacTBum npu NoAKAHOYEHNM COOTBETCTBYHOLLNX KIVEHTOB
K HacTpavBaemMoOMy CepBepy, €CAM WX Bepcus HUXe BepcuuM OBHOBIEHUS,
HaxoAsllerocs B COOTBETCTBYHOLLEM Marnke, Mo/Jb30BaTeNtO KAMeHTa Oypet
NPeAN0OXEHO NPOM3BECTN OOBHOBEHME.

6. Mepe3zanyctute cnyxby MeHeaxXepa areHTOB C MOMOLLbIO CNeayHoLLen KOMaHAbl (ans
OC Linux):

sudo systemctl restart asmod

MNocne nepesanycka cayx6bl MeHegkepa areHTOB K/AWEHTbl MOTyT MOAKAHYATbCA K
cepsepy ACMO. AreHT MOXeT 3anyckaTbCAd aBTOMaTUYeCcKu No nepBoOMy 3anpocy KauveHTa. B
cyyae OTCYTCTBMS aKTMBHOCTWM KAMEHTOB B TeyeHwe 10 MMHYT areHT aBTOMaTU4YeCcKu
OCTaHaB/AMBaETCA.

11.6. Boamo)kHble npobnembi

Ecnv nocne HacTpomkn NOAKAKOUEHNS K CEpBEPY, onpeaeneHns KoHourypaumm B hannax
am.ini v pha.conf, a TakXe yCTaHOBKW areHTa 1 HeobxoAnMbIX OBHOBIEHWNA B COOTBETCTBUMN C
npeaLwecTByOWMMN pasfenamMmn areHT He 3anycKaeTcs (3Ha4OK areHTa He CTaHOBUTCA 3eNeHbIM
WAV NPV 3anycke BO3HMKAIOT cOObLLeHNs 06 owmnbke) nam K HeMy He NOAKAKYArOTCA KANEHTI,
ybeauTech B ciesytoLem:

e Oblsia Npov3BeAeHa yCTaHOBKa areHTta (YcraHoBKa areHTa);

e areHT 6bin 3anyLLeH (3anyck areHTa);

e Obina NnponsBeseHa yctaHoBka Java Runtime Environment (YcraHoBka Java Runtime

Environment);

e OblIN KOPPEKTHO YKa3zaHbl HaCTPOWKW MoAkatoueHua kK Hase gaHHbix PostgreSQL B
napameTpe args ¢anna am.ini, B ToM uncie nms 6a3bl gaHHbIX PostgreSQL, nms m
naposib nosb3oBatens asmo_sheme (HacTtpoiiku nogkntoueHUsa K areHTy), a Takxe
npusunernn (Hacrtpoka npusuaernii ana poaw);

® HaCTpOWKM B MnapameTpe args ykasaHbl 4yepe3 npoben 6e3 paspbiBOB CTPOK U
BblE€/1eHbl YEPHbIM LLBETOM (CEpbIN LBET yKa3blBAeT HA HEAKTUBHbIE MapaMeTpbl);

e OblIN KOPPEKTHO HACTPOEHbl W OTKPbITbl COOTBETCTBYHOLIME CeTeBble MOPTbl AAA
NOAK/IHOUEHNA  KJIUEHTCKUX MPUNOXKEHUMA W KOHCOAM  afMWUHUCTPUPOBAHUS K
MeHegkepy areHToB (Mo ymoaydanumio 5001) nan otaenbHbIM areHTam (Mo yMOAYaHMIo
Ha3HauatoTcs aBTomaTtuueckn) (PucyHok 11-6. Hacrpoiika nopTtoB  Ans
NOAK/IIOYEHUA KJIMEHTOB K MeHeA)Kepy areHTOB M areHTam);
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e B Qavnax koHdurypaumm PostgreSQL paspelieH focTyn C afpecoB, C KOTOPbIX
OCYyLLLeCTBAAET MNOAKAOYEHUs cepBep npuaoxeHnn ACMO (paszenbl YcraHOBKa
PostgreSQL B OC Windows 1 YcTraHoBka PostgreSQL B OC Linux);

e eCcAn B KOHOUrypauuto MeHea)Kepa areHTOB WAW areHTOB BHOCUMAUCHL M3MEHEHMS,
nepesanyctute cy>Kby MeHeaxepa areHToB (<Cayxuber> — <ASMO Agent manager
(v5.x.xxx)> — <[lepezanycmumes> B OC Windows umaM sudo systemctl restart
asmod B OC Linux).

Ecnv ownbky Bce e He yaaetcs yCcTpaHuTb, npu obpaleHun B cayxby noasep>km
HeobXoAMMO yKaszaTb OnepauVoHHbIe CUCTEMbI, HA KOTOPbIX YCTaHaB/AMBaIMCb KOMMOHEHTI
cucteMbl ACMO, a Takxke MCnoJib3yeMble BEPCUN ee KOMMOHEHTOB U KIneHTOB. Kpome Toro, K
COOBOLLEHNIO HEOBXOAMMO MPUNOXNUTL COAEPXKMMOe GanioB am.ini u pha.conf, coaepxxmmoe
nankM ¢ noramm cucrtembl log (HaxoaaTca B KaTasore YCTaHOBKM MeHeaykepa areHToB,
C:\asmo\server\ wan Jopt/asmo/server/) n nor knmeHta (asmo-re.log, asmo-re.err B KaTanore
YyCTaHOBKW KauveHTa (no ymonuyaHuio B nanke C:\asmo\thinclient 8 OC Windows nan B nanke
.cache/asmo-re B OC Linux).
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12. YcraHoBKa gna pabotbi B 6paysepe

[na koppekTHOM paboTbl Bpay3epHON BepCcMM KAMEHTa AOCTaTOYHO TONbKO Gpay3epa.
Ana nopaepXkn HekoTopbix QYHKUUIA, HanpuMep, ana paboTel ¢ bydpepom obmeHa, MOXHO
yCTaHOBUTb Heobs3aTenbHoe pacwmnpeHne AsmoWebHelper (YcraHoBka AsmoWebHelper).

Ytobbl obecneuntb BO3MOXHOCTb paboTel B 6paysepe, Heobxoanmo pobaBuTb
KOMMOHEHTbI Beb-kMeHTa (noctaBasroTca B darine asmo-re-6.xxx-web-wasm32.zip) B
pa3gene <O6HoeseHusa — Toukue knueHmeor web> ytnnantel AM Console nau BpyuHyto.
Tak>xe obpaTvTe BHUMaHMeE, YTO A5 MOAKNHOYEHMA K CEPBEPY C MCMOAb30BaHMEM bpay3epHoWn
BEPCUWN K/IMEHTa, HEObX0AMMO 0bs3aTenbHO yKkasaTb ka4 --wasm 1 http-nopt (http_port)
ANs noakatoueHms B danne am.ini (rnasa 11 «KoHdurypupoBaHue areHTa n mMeHeaepa
areHToB»). [locne 3amycka areHTa MOSBWUTCA BO3MOXHOCTb paboTtbl ¢ Beb-kaveHTom. [na
NOAK/IOUYEHMA K areHTy HeobXxoANMO BBECTU B aJpeCHYHO CTPOKY bpay3epa aapec cepBepa, Ha
KOTOPOM YCTaHOBJIEH areHT, U HaCTPOEHHbIA A8 HEro MopT A/lA Nnpuema MNOAKAOYEHWUN, a
3aTeM BBeCTM MMSs MoJib3oBaTens v naponb. Ecav HactpoeHa mHTerpauma ¢ Active Directory
(Muterpaumsa c Active Directory), noakntoueHve 6yseT OCyLLEeCTBAATLCA aBTOMATUUECKM C
MOMOLLbIO YYETHbIX AaHHbIX TekyLero noab3osartens OC:

PucyHok 12-1. lNodkaoyeHue k azeHmy yepes geb-kaueHm

im} JA ACMO rpaguuecknii pegacop X | 4+ - o X
& CG O locathosts099 A s A D i -
Q
+
-+ 4
ACMO rpadmueckuid pegakTop x s
= Bsenure MMA W napons, kotopele ByayT I:l
MAEHTHMUKMPOEATE BaC Kak NONL30BATENA NPOTPAMME

lMs nonk3oeatens ||3rof

Mapone +

0K OTmena

| 0 Kb/OKb | mem: 4075 Kb : 4 Mb v6.466wasm

BBeguTte yueTHble AaHHbIe N HaXXMWUTe KHOMKY <OK>, nocne 4yero oTKpoeTca OKHO Beb-
KANeHTa:
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PucyHok 12-2. OkHo 8eb-knueHma

[ | /4 ACMO rpaduseckwii pesaktop X | 4 - D X
&< C ® localhost:6098 A 18 A O = -
[E Cnucok cxem X M Q
Cxembl +
2 Y Jo R4 i 4= W @ Mpocmotp i
E&Knaccmq:maqu cxeM =
B Brox-cxemul
B 3nekrpuueckue cxemsl Cxema Bepcus ¢ ¥
h TEXHONOTHYETKUE CXEMBI
5 Yeprexu ‘:l
5 Wabnorer P Npumep Bnok-cxemsl 1
Dunuans Hogas cxema (2) 1 oY
YnpasneHue Hogan cxema (2)dvdv kypoepanea 1
Duavtan 1 Business-Readiness-Flow-Chart 1 +
Ounuan 2 TexHonoruueckan cxema KC1 1
Bee cxevb cxema onep. ToxaOB1-0B4 1 1
Yeprex 1
Hosan cxema 1
BeixoaHeie uenu BY 1
MarucTpansHele razonpososl 1
TpyGionpoeons! 1
3nekTpooBopynoBaHHe M NPOBOAKK Ha NN3HaX 1
bnok-cxema 1
Yeprex 1 ED
WaBno no yMonYaHHK 1
0001/0055 | 96/0| 84 Kb/2697Kb | mem: 34 730 Kb : 34 Mb v6.466wasm

PaboTa B BeO-k/MeHTe OCyLLEeCTBJIAETCA TaK >Ke, KaK N B KJIMEHTE.

12.1. YcranoBka AsmoWebHelper

Ans KoppekTHON paboTbl 6pay3epHON BepCUM KIMEHTa JOCTaTOUYHO TOAbKO Bpay3sepa.
Ana noasep>ky HEKOTOPbIX QYHKLNK, Hanpumep, ans paboTbl ¢ bydepom obMeHa, MOXHO
yCTaHOBUTb HeobA3aTenbHoe pacwmnpeHne AsmoWebHelper.

AsmoWebHelper — 370 npunoxeHne ana kKnvMeHTa, paclumMpsatoLlee ero BO3MOXHOCTH
npwn pabote B 6pay3epe n obecneumBarolee NOAAEPXKKY HEKOTOPbIX QYHKLMA, Hanpumep
paboty c 6ydepom ob6bmeHa. [ns ero yctaHOBKM MNOTpebyeTcs camMo MNPUAOXKEHUE U
paclwmpeHve ana bpaysepa.

[na yCTaHOBKM NPUNOXKEHMA M3 NakeTa HEOHXOAMMO 3anyCTUTb COOTBETCTBYHOLLMIA han:

e asmowebhelper-x.xx-x64.msi (219 Windows x64);

e asmowebhelper-x.xx-linux.amd64.deb (a5 Linux);

e asmowebhelper-x.xx-linux_alt.x86_64.rpm (ansa Alt Linux).

34ecb XXX — 3TO nocneaHss Bepcus npunoxeHna AsmoWebHelper (Hanpumep,
asmowebhelper-3.17-x64.msi).

PucyHok 12-3. 3anyck ycmaHogo4Ho20 ¢hatina

» ¥cTaHoea rpa.. v 0 Mowck B: ¥cTanoeka rpaduyeckere p..
-
&3 ran [ata n3MeHeHnA T
ocTyn
ﬁ';jj! asmowebhelper-3.17-x64.msi 11.01.2023 9:36 r
cron

Thl

‘EHWA
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OTKpoeTca OKHO CTaHAAPTHOM NporpamMmbl yCTaHOBKMW. [locne 3amycka nporpamMmbl
YCTaHOBKM BbIMOJHUTE BCE AENCTBUSA, MpeasiaraemMble MacTEPOM:

PucyHok 12-4. Hauano pabomsi Macmepa ycmaHoeku

ﬁ Mporpamma ycranoskn "Asmo Web Helper” — >

Bac NpUBETCTBYET NPOrpaMMa YCTaHOBKH
Asmo Web Helper 3.17

MporpaMMa YCTaHOBKM BEINOMHWT YCTAHOBKY NPUNOHEHHA
Ha Baw komnetoTep.

HasmuTe 'anee’ ana npogomsedua unk 'OTMeHa’ AnA
BbIXOAS M3 NPOrPEMMBl YCTAHOBKK,

< Hazan | Nanee > | | OTHEHS

YKaxkute nanky, B KOTOpyto b6yaeT ycTaHOBAEHa NporpaMma:

PucyHok 12-5. Beibop nanku 015 ycmaHosku

ﬁ Mporpamma ycranoekw "Asmo Web Helper” — *
Manka yCTaHOBKK
HamiTe '[Janee’ YTobkl YCTAHOBMTE B NaNKy N0 YMOMYaHMKO nubo
BeiBepUTE APYrYIO NanKy

YCTEHOBMTE B! IC:\amo\webhelper\

e [ ] omee |

HaxxmuTe kHonky <Hayame >, yTo6bl 3anyCTUTb MPOLLECC YCTaHOBKMW.
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PucyHok 12-6. 3anyck npoyecca ycmaHosku

ﬂ Mperpamma ycranoeky "Asmo Web Helper” — d
BCE roToBO K YCTaHOBHE
HapmiTe 'HadaTe' 4Tobbl HAYaTE YoTaHOBKY
MpHNoHKEHME: Asmo Web Helper 3.17

Manka yoraHosw:  C:\asmo'webhelper!,

Mocne yCTaHoBKKM NpUnoKeHA ByLeT npoMseeaeHa NoNBITKE 3aKpLITHA Dpaysepos.
PEKOMEHAYETCA CEMOCTOATENBHO 3aKPEITE BPay3epkl A0 HEYANE YCTAHOBKM,

HaxxmuTe kHOMKy </ 0moeo >, 4Tobbl 3aBepPLUNTb YCTaHOBKY.

Pucyrok 12-7. 3agepwieHue npoyecca ycmaHo8Kku

ﬁ Mporpamma ycranoekw "Asmo Web Helper” — *

¥YcraHoBka yCnewHo asepluedHa

HamiTe 'ToToBo' YTobbl 33BEPWMTE PADOTY NPOrpaMMEl
YCTAHOBKK,

Echm no kakor-TO MpuUMHE He YAanocCb YCTaHOBWUTb MPUIOXEHME U3 MakeTa, MOXHO
caenatb 310 M3 apxuBa. lepes 3TMM HeobxoaMMO co3gaTb KaTanor, B KOTOpom Oyayt
pa3MeLLaTbCA MPUNOXKEHWE M paclumpeHne. B HEM [O/KHbI NPUCYTCTBOBaTb Chaeayrolime
nankwu: Application, Chrome, Firefox. B nanke Application ponxeH cofep>kaTbCsi UCMOAHAEMbIN
davn  npunoxenna (ans  OC Windows — asmowebhelper.exe, ana  OC Linux —
asmowebhelper). HazBaHune nanku, ncnosHsemMoro garvna n Ux pacnoaoxeHne MoryT ObiTb
WHBIMW, HO MO YMOAYaHUIO pacwmpeHve ana bpaysepa 6yaer uckatb nanky Application c
dannom asmowebhelper.exe (asmowebhelper).
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PucyHok 12-8. Cmpykmypa kamasoza ¢ ycmaHoeeHHbIM NpuioxXeHuem

<« [lokaneHeld gnek (C) » asmo » webhelper v | O Mownck e: webhelper
el
" Mra Jlata usmeHeHns Tun Pazmep
jocTyn
Application 11.01.2023 10:17 Manka c daiinamn
cTon
Chrome 11.01.2023 10:17 Manka c daiinamn
Firefox 11.01.2023 10:17 Manka c dafinamn
TEl =] install-chrome.txt 20.12.2022 10:15 TekcToBbIH 4OKYM... 4 KB
EHUA =] install-firefox bt 20.12.2022 10:15 TEKCTOBBIA AOKYM.. 6 KB
=] install-regedit.bet 20.12.2022 10:15 TekcToBbIH 4OKYM... 19 KB
=] readmet:t 20.12.2022 10:15 TEKCTOBBIA AOKYM.. 2Kb

YcraHoBka naketa ans OC Linux ocyLiecTBASeTCA aHaNOrMYHO YCTaHOBKE KJIMEHTOB U3
nakera:

PucyHok 12-9. YemaHoeka AsmoWebHelper e OC Alt Linux

i

YcTaHoBka RPM >

YcravHoBka nakeToe RPM

e

CNWCoK NaKeToB ANA YCTAHOBKK UAW oBHOBNEHKA:

fhomefuser/3arpysku/asmowebhelper-3.17-linux_alt.x86_64.rpm

BHWUMAHMWE! HacToATENEHD PEKOMEHAYETCA HE YCTAaHABNWBATL NaKkeTsl RPM n3
thainop. Mcnonb3yiiTe NakeTHbIE PENOIMTOPHI BALLETD JUCTPUMEYTHES Kak Ge30MacHbIA

——' ncTouHuEK NporpaMMHore obecneyeHnA.
{}gcmuuamm ﬁgﬂueua

JanbHenwmnm npouecc yCTaHOBKN 3aBUCUT OT MCNOAb3yeMoro bpaysepa.

12.2. YcraHoBka gana Firefox

Ans KoppekTHOW paboTbl bpay3epHON BepCcMM KIMEHTa AOCTaTOYHO TO/IbKO Bpay3epa.
Ana noasep>ky HeKOTOpbIX GYHKUMKW, Hanpumep, Ans paboTbl ¢ bydepom obMeHa, MOXHO
yCTaHOBWUTb HeobsA3aTenbHoe pacwmnpeHne AsmoWebHelper.

B 3TOM pa3zene onucbiBaeTCs NPOLECC HACTPOMKM ANS NMPUIOXKEHNS, YCTAHOBIEHHOTO B
nanke C:\asmo\webhelper (opt/asmo/webhelper B OC Linux). B nanke Firefox HaxoaATcs nanku
app, add-on v xpi. MNanka add-on copep>XnT cNncok GannoB ANs CaMOro paclimMpeHuns, nanka
app — vcnonHsemble Ganabl U NapaMeTpbl AN NOAKNOYEHWUS paclUMPeHUs K onepaLviOHHOM
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cucTeMe, a nanka xpi — dann ¢ paclimpeHvemM Xpi, FOTOBbIA AN NOAKJOYEHNA pacLUMpPeHns B
06bIYHOM pexmnMme.

OtkpoinTte 6pay3ep Mozilla Firefox. Ecnv yctaHOBKa NpuaoXeHWs NPOBOANAACE 13 NaKeTa,
Ha KHOMKe HacTpoeK B MPaBOM BEPXHEM Yray OKHa MOABWUTCA BOCKAMLATENbHbIA 3HaK.
HaxxmuTe Ha 3Ty KHOMKY 1 BbibepuTe NyHKT <Asmo web helper dobaeneno e Firefox>.

PucyHok 12-10. YsedomneHue o dobasneHuu pacuiupeHus

v = .
=
______ FAsmo web helper goGasneno e Firefox

CHHXpOHWIELMA M COXpaHEHWE Boitru
AAHHBIX
Hoean exnagka Ctrl+T
Hoeoe okHo Ctrl+M
Hoeoe npueaTHoE oKHE Ctrl+ Shift+P

HaxxmuTte KHOMKY <Bis1ro4ume> B NOABMBLLUEMCA OKHE, YTODObl BKAKOUUTL paclUMpeHune.
Ha Bknagke <PacwupeHus> (1) 1 B MEHIO KHOMKM PSAAOM C aZiPECHON CTPOKOM (2) NOSBUTCS
HoBoe pacwunpeHne Asmo Web Helper x.xx (rge x.xx — 370 TekyLas Bepcus).

PucyHok 12-11. PacuupeHue Asmo Web Helper e Mozilla Firefox

=3 '] ¥npasnenme gononHernamn X + ~ - m} >
[ &) @ Firefox  about:addons w n =
HaiTi 6onblue o I @ Y
- OWCK Ha addons.moZilla.org d
AONOAHEHWA
K2
* YI'IpaBIIEHHe MOWMK PacllpeHrAMIK B
BrAtoueHbl g
’;m Asmo web helper o -
D Asmo web helper add-on

Echn ycTaHoOBKa NMPUIOXKEHUs MPOM3BOAMAACE M3 apXMBa, BbIMOJHUTE OMUCbIBAaEMble
HUXE AeNCTBUS.

3anyctute dpann install_host.bat (115 OC Windows) nau install_host.sh (gns OC Linux),
KOTOpbIA pacnonaraetca B nanke \Firefox\app. LLenkHuTe 3TOT daiin npaBoit KHOMKOW MbILUN
n BblbepuTe KOMaHAy <3anyck om uMeHU adMUHUCMpamopa> B KOHTEKCTHOM MEHHO.
YcTaHOBKa OCyLLeCTBASETCA aBTOMaTMYecku 6e3 BMellaTenbCTBa Nob30oBaTens.
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PucyHok 12-12. 3anyck ¢atina install_host.bat

<« asmo > webhelper > Firefox > app v 0 O TMouck g: app
con # A Uua llata wamenerina Tun
| ] asmowebhelper.json ®aiin "JSON"
Tol [%] asmowebhelper_win.bat MakeTHelii Gaiin ...
eHiA [=] install_host.bat Daweruii baiin
[Z] uninstall_host.bat Orkpuits
VsmennTs
Meuats
T
| % 32nyck or verm agmumncrpatopal
EH Mposepra c ncnonssosarmenm Microsoft Defender...
& Ornpasnts
BOCCTAHOBUTS NPEKHIOHD BEPCHID
stoTep
Otnpaanms >
ol Beipesats
Konupogats
erua Cospats ApnsiK
Yaanute
1e oBmext Mepenmerosats
cTen Coiictea

e

B OC Linux Heobxoammo npucBouTb danny install_host.sh npaBa Ha BbinonHeHve n
3aTeMm 3anycTuTb ero. [lna 3Toro 3anycTmte TepMyHan, C MOMOLLBbHO KOMaHAbl cd nepenuTe B
nanky /Chrome/host n BbINOAHUTE Caefytolime KOMaHAbl:

sudo chmod +x install host.sh
sudo ./install host.sh

MogknroueHne pacliMpPeHNs MOXET NMPOU3BOAUTLCSA B OObIYHOM PEXUME WK B pexxmme
pa3paboTtumka:

12.2.1. MoaxnroueHne pacliMpeHnn B 06bluHOM pexxume

Otkpovite 6pay3ep Mozilla Firefox n BBeanTe about:addons B agpecHoun cTpoke. Takxe
AN 3TOTO MOXHO HaXaTb KHOMKY <OmKpbime MeHH NpusiodkeHus> B NPaBON BEpPXHEW
YyacTn okHa bpaysepa v BbibpaTb NyHKT </JlonosiHeHua u memeoi>. B pasgene <¥YnpaeneHue
MOUMU pacliupeHuAaMU > LWeNKHUTE 3HaYOK LecTepeHkn 1 BbibepuTe NyHKT <YcmaHoeume
donosiHeHue u3 pailina>.

PucyHok 12-13. Ycma+oska pacuwiupeHus u3 ¢atina
@ Firefox aboutaddons

Haitv Gonble aononHennid | Mowck Ha addons.mozilla.org

YnpagneHWe MOMMK pacluMPEHNAMM &

MpoeepuTs Hanu4ne cBHoBAEHNI

3arpysnTe paclpeHna v TeMbl He MNokasaTh HERzBHIE OBHOENEHNA

I)’C@HUEMTb,qunDnHEHME w3 haina... I

Otnagka gononHeHw

PekoMeH ayenble paclump
" AgTomatmueck 0BHOBNATE AONOAHEHMA

HekoTopble 13 3THX peKoMeH ¥CTaHOEBWTE ANA BCEX ACMNCAHEHNA PEKMM 3ETOMATHYECKOrD 0BHOBNEHWUA

@ 1pyrvx yCTaHOBNEHHIX BaMK

X ¥OpaeneHne ropAYHIMN KNZEWLLIAMN PACLLMPEHNI
WMCNONb30BaHWA. HO;JDOGHG(
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B oTkpbiBLWIEMCA AManoroBoM okHe nepeinante B nanky C:\asmo\webhelper\Firefox\xpi,
BbIbepuTe cosep>kalLmimca B Hel ains C pacluMpeHneM Xpi M HaXXMUTe KHOMKY < Omikpeime >.
Haxxmute kHonky </Zobasume> BO BCMAbIBatOLLEM OkHe. Ha Bknagke <PacwupeHua> v B
MEHIO KHOMKW PAJOM C afpecHOW CTPOKOW noAsBmTCA HoBOe pacwupeHve Asmo Web
Helper x.xx (rge x.xx — 370 TekyLaa Bepcusa).

12.2.2. MoaxnioueHne pacluMpeHMs B peXxxume paspaborumka

Otkponte bpaysep Mozilla Firefox, BBegnTe about:debugging, B afpPECHON CTPOKe W
BbIbepuTe pasgen <3mom Firefox> B cTonbue cnesa. Takxke A5 3TOrO MOXHO HaXaTb KHOMKY
<OmMKpbIMb MeHI NpusIo)KeHuUs > B NPaBOW BEPXHEWN YacTu OkHa bpay3epa v BbIbpaTb NyHKT
</JononHeHus u memeol>. B pasgene <YnpaesneHue mMoumu pacwiupeHUaMu> LWenKHUTE
3HAYOK LUECTEPEHKM W BbibepuTe NyHKT <Omsadka donosiHeHul >,

B OTKPbIBLUEMCA OKHE HaXMWTe KHOMKY <3azpy3sums epeveHHoe donosiHeHue>. B
OTKPbIBLUEMCS AWaNOroBoM OkHe nepenaute B nanky C:\asmo\webhelper\Firefox\add-on,
BbIbepuTte cogepxalninca B Her danin manifest.json n HaxxmuTe KHOMNKy <OMKpebIMb>.

PucyHok 12-14. 3azpy3ka spemeHH020 ONOAHeHUs

@ Firefox about:debugging#/runtime/this-firefox bid

u Mozilla Firefox (108.0.2)

# BpemeHHble pacwmpenus (0) ¥

3BFF|Y3M'I'I: BpeMeHHOe A0NONHEHHE...

oBHapyKeHbl @ Buoibepute daitn manifestjson nan xpi/.zip apxue X
+ <« Firefox » add-on v | D 2 Mowuck e: add-on
OK yCTpOiiCTE Ynopagounte ¥ Hosas nanka ==« [ o
webhelper @ s Jata nsmeHeHnA Tun
Watinon common Manka
& OneDrive icons Manka
opticns MNanka
[ 3707 kounsiotep background.js thaiin Ja|
& Buaeo content.js haiin Jg
=] Aoxymentsl | | manifestjson Daiin ")
& 3arpyskmn
| MzoBpaxkenua
J’! Myzeika
J OBwembie obw
I Patouwii cron
‘i NokaneHelil guc
& LK 4 >
WMmn daitna: w
=
nagke ’e resource://gre/modules/PageThumbsWorker.js Wcenepoeats

MNocne Bbibopa danna nosasaTca BpemeHHoe pacwupeHne Asmo Web Helper Ha
BKnazke (1) n 3HaYOK MPUNOXKEHUS PAAOM C aZPECHON CTPOKOM (2).
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PucyHok 12-15. BpemeHHoe pacuwuperue Asmo Web Helper e Mozilla Firefox

@ Firefox  aboutidebugging#/runtime/this-firefox kg i Y

&

e Mozilla Firefox (108.0.2)

# BpemeHHble paciumpenus (1) v

SBI'FI‘,GHTh BPEMEHHOE OO0NMONHEHHE. ..

oBHapy#eHsl -

’ﬂ Asmo web helper Wccnepoeathb
COK ycTpoiicTe @

PacnonoxeHne C/asmo/webhelper/Firefox/add-on/
ID paclumpeHua fa65c201-5c30-4acd-b131-f304aa56c31e}

BHyTReHHWA UUID d50658d0-dab2-44c5-970e-50dfc49d565a

URL manudecra moz-extension://d50658d0-dab2-44¢5-970e-50dfcd43d565a/manifes...
310 WebExtension umeeT BpemMeHHLIil ID. MogpobHee

OBHOBHTE YoaniTe

12.3. YcraHoBka ana Google Chrome, Microsoft Edge un
Anpexc.bpaysepa

[na koppekTHOM paboTbl Bpay3epHON BepcuMM KAMeHTa JOCTaTOYHO TOAbKO Hpay3epa.
[na noasep>ky HEKOTOPbIX QYHKLMK, Hanpumep, ans paboTbl ¢ bydepom obMeHa, MOXHO
yCTaHOBUTb HeobA3aTenbHoe pacwmnperHne AsmoWebHelper.

B 3TOM pa3zene onucbiBaeTca NPOLLECC HACTPOMKM AN NPUIOXKEHMUS, YCTAaHOBAEHHOTO B
nanke C:\asmo\webhelper (opt/asmo/webhelper 8 OC Linux). B nanke Chrome HaxoaaTca nanku
app v host. MNanka app copep>XuT Ganabl CaMOro pacliMpeHuns, a nanka host — ncnosHsaemble
darinbl M NapaMeTpbl A5 NOAKNOYEHNS PaCLLUMPEHMSA K ONepaLiOHHOM CUCTEME.

Hactponka ocywectBasietca B ABa 3Tana. [Jas Hayana Heo6XOAMMO YCTaHOBWUTb XOCT-
4yacTb, KOTOpaa peannsyeT BCTPOEHHbIM OOBMeH COOOLLEeHNAMN M MO3BOAAET PaCLUMPEHUIO
obMeHMBaTbC  COOOLEHMAMM C  COOCTBEHHBIM  MPUIOXKEHUEM, YCTAaHOBJ/IEHHbIM  Ha
KOMMblOTEpE MOJ/Ib30BaTeNs.

3anyctute dpann install_host.bat (115 OC Windows) nau install_host.sh (gns OC Linux),
KoTopbIv pacnonaraetca B nanke \Chrome\host. LLlenkH1Te 3TOT darin NpaBon KHOMKOW MbILLIN
n BblbepuTe KOMaHAy <3anyck om uMeHU adMUHUCMpamopa> B KOHTEKCTHOM MEH!HO.
YcTaHOBKa OCyLLLeCTBAAETCA aBTOMaTnyeckn 6e3 BMeLlaTesibCTBa Nob30BaTeNs.
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PucyHok 12-16. 3anyck ¢palina install_host.bat 8 OC Windows

<« asmo * webhelper » Chrome * host w | 2 Mowck g: host
Ess
cTon = [ram Jata nameHeHns Tun
asmowebhelper-host.bat 20.12.2022 10:15 MakeTHeIR gain ..
TEl | | asmowebhelper-win.json 20.12.2022 10:15 Pain "JSON'
EHUA install_host.bat e e
. OTeprITE
uninstall_host.bat p

HMamennts

Meyats
T

" Zanyck ot mmenn a,a,MHHw:TpaTnpal
Mpoeepka ¢ ncnonszceaduem Microsoft Defender...
1= OTnpaenTe

BoccTaHoBWTE NpEXHIOH BEPCAD
HOTEp

OTnpaeuTs >
ThI Beipesate

Konupoeate
EHUA Co3aate APABIK

¥ganuTe
J1E 0BBEKT MepenmeHoeaTe
cTon CeoicTea

L —

B OC Linux Heobxoammo npucBouTb danny install_host.sh npaBa Ha BbimonHeHve n
3aTeMm 3anyctuTb ero. [laa 3Toro 3anycTute TepMuHan, C MOMOLLBIO KOMaHAbl cd nepenjuTe B
nanky /Chrome/host n BbINOAHUTE Cnefytolime KOMaHAbl:

sudo chmod +x install host.sh
sudo ./install host.sh

PucyHok 12-17. Pe3ynemam 3anycka ¢atina install_host.sh 8 OC Alt Linux

user@gen-altle sudo ./install host.sh
Native messaging host (Chrome version) asmowebhelper has been installed. Target:

/.config/google-chrome/NativeMessagingHosts

[lanee HeOBXOANMO MOAK/IOUMTL PAaCLUMPEHME B pexXrMe pa3paboTumka.

12.3.1. MNoagxnioueHune pacuumperunsa B Google Chrome

Ytobbl nepenTn Ha BKNagky <PacwupeHus>, oTkpouTe 6pay3ep Google Chrome,
BBeAUTE chrome://extensions B aPECHOM CTPOKE N HaxmMuTe knasuwy <BBO/ >. Takxe ana
3TOr0 MOXHO HaXaTb KHOMKY C TPems TOYKamMu B MPaBOM BEPXHEM Yray okHa 6paysepa,
BblOpaTh NyHKT <Hacmpolika> v 3ateM <PacwupeHusa> B ctonbue cneBa.
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PucyHok 12-18. Mepexod Ha eknadky «PacwiupeHus»

& Hosas sianka X +

C | chrome://extensions o 2

YcTtaHoBuWTe nepekatoyatens <Pexxum pazpabomyuixa> (1) B akTUBHOE NOJOXEHME, a
3aTeM HaXXMUTe KHOMNKY <3azpy3ume pacnaKoeaHHoe pacuiupeHue> (2).

PucyHok 12-19. 3azpy3ka pacnako8aHHo20 pacuiupeHus

v - m} b4
MW Pacwupenus X =+
G @& Chrome | chrome://extensions = v O a
= PaCLUHPEHHﬂ @ O, Pemum paspaboTunka [ ]
3arpysHTb pacnaKkoBaHHOe pacluMpeHue ¥naKoBaTk pacluMpeHHe OGHOBHTE @

B oTkpbIBIEMCA AManoroBomM okHe nepenamnte B nanky C:\asmo\webhelper\Chrome\app
N HaxXmuTe KHonky <Beibop nanku>. Ha Bknagke <PacwupeHus> (1) 1 B MEHIO KHOMKM
<PacwupeHusa> pajoM C afpecHou CTpokou (2) noasutca HoBoe pacwmpeHne Asmo Web
Helper x.xx (rae x.xx — 370 TekyLaa Bepcus).

PucyHok 12-20. PacwupeHue Asmo Web Helper e Google Chrome

¥ Pacwupenna x + w = [m] X

&« C & Chrome | chrome://extensions = Y« ¥ 0O & :
x

= Pacmupeuuq @ Pacwmpexna oTania ®

PacwinpeHmn, KoTopeiM He TpeByeTca gocTyn

3arpyauTh PacnakoBaHHOE PacluMpeHie YnakoBaTb pacluMpeHue Paclunpenus, koTopLM He Tpebyerca npaso Ha

NPGCMOTP i M3MEREHNE MHGOPMaLIY Ha STOM caiiTe
Asmo Web Helper 1

Asmo Web Helper 3.17 o

A Ynpanenme pacwmpenmnama
% Asmo Web Helper.

WpaenTuduxatop: knldjimfmopnpolahpmmgbagd...

e 9

CBefleHHA ¥aanutb OWrEKK c .

12.3.2. NMoaxnioueHme pacuumpenmna B Microsoft Edge

Ytobbl MepenTtn Ha BKAAAKy <PacwupeHus>, OoTkpouTe 6pay3ep Microsoft Edge,
BBeAUTE edge://extensions B afpeCHON CTPOKE M HaxmuTe knasuwy <BBO/A>. Takxe ans
3TOr0 MOXHO HaxkaTb KHOMKY C TpeMs Toukamu (1) B MpaBOM BepXHEM Yray OokHa bpay3epa,
BblOpaTb NYHKT <PacuwupeHus> (2) N 3aTeM LWeNKHYTb <YnpaesieHue pacwiupeHusamu> B
MOSBMBLUEMCS OKHE.
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Pucyrok 12-21. Mepexod Ha eknadky «PacwiupeHus»

= () X

%) = @ 2

[3 Hosas skanka Ctrl+T
B Hoszoe oksa Ctrl+
2 Hosmoe oxso InPrivate Ctrl+Shift+N
Macwraé — % + A
Y= Vabpannoe Crl+Shift=0
Konnekumu Ctrl+Shift+Y
) Kypran Cirl+K
L 3arpymcn Ctrl+)
m Mpunoxesua >
T e @
B MpowseoanmenskocTe

YcraHoBuWTe nepekntoyatens <Pexum pazpabomyuixa> (1) B akTUBHOE NOJOXEHME, a
3aTeM HaXXMUTe KHOMKY <3azpysume pacnaKkoeaHHoe > (2).

PucyHok 12-22. 3az2py3ka pacnako8aHHO20 pacuiupeHus

Pacwwupenus , @ "ecTPoi Spaysepc pac .
. ‘ PacluvpeHiA REARKITCR MPOCTEIMU MHCTDYMEHTEMM AR HACTPOAKM MHTEpOEACa
| Q Movck ycraHasnenHbix paEvaEH/i ° ©  6paysepanpon o yn| NoapobHes

| & Pacumpenus

YcTaHOBAEHHbIe paclumpenns [ 3arpyaurs pacnakcearioe  C8 Ynaxosate pacuwpenie
Couerams Knagui

Bbi He YCTaHOBIM HYIKBKYX PACILIMPeRHT
MonyuuTs pacumpenia ana Microsoft

Edge TonysuTs pacuperia ans Microsoft Edge

He yaaeTca HaliTi To, 410 B&l MeTe? Bal Take MOXETe NOYNMTs PACLMpEHIs U3 MiHTapHeT-marasuk Chrome.,

PaspeLunTs pacipenHa s

Pesam paspatiorska ) @

Apyrux Marasuos. Moapobres

B oTkpbIBLIEMCS AManoroBoM okHe nepergute B nanky C:\asmo\webhelper\Chrome\app
N HaxXmuTe KHonky <Beibop nanku>. Ha Bknagke <PacwupeHus> (1) n B MEHIO KHOMKM
<PacwupeHus> pajoM C afpecHou CTpokou (2) noasutca HoBoe pacwmnpeHne Asmo Web
Helper x.xx (rae x.xx — 370 TekyLaa Bepcus).

PucyHok 12-23. PacuuupeHue Asmo Web Helper e Microsoft Edge

% (@ v
Pacwupenua

, 0 Hacrpoiite 6paysep c nomowyLK A Asmo Web Helper R @
‘ PECU.MFIEHMH ABNAKOTCA MPOCTEIMK MHT
et =)
o

Bpay3epa 1 AONCAHUTENLHOTO yNpaeA  ©.3 Ynpaenenue pacimpenian
Orkpeims HagcTpoiin Microsoft Edge

YcTaHOBA@HHbIe pacwuperunn 3 3arpysuTs pacnakoeaHoe 3 YNaKoeaT paclvpeHve & O8rosus

Wz Apyrux ncTouHmMKoB

Asmo Web Helper 2.17 . ’
g "
Asmo Web Helper,

Wgermudmkatop knldjmfmapnpolahpmmgbagdahdnhkik MpocmotpeTs npeacTasnena Gorosan crpariua (HeakTiero)

Moapobrisie caenerins  Yaanuts  Oumbkn  Mepesarpyante
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12.3.3. NMoaxmouenne pacuumpenus B Anpexc.bpaysepe

Ytobbl nepenTtn Ha BkAaaky <PacwupeHus>, oTkpouTte fHaekc.bpaysep, BBegute
browser://extensions B aAPECHON CTPOKE W Haxmute knasuwy <BBO/>. YcTaHoBUTE
nepekatovatens <Pexum paspabomyuika> B aKTUBHOE MOJIOXEHME, a 3aTeM HaXMuTte
KHOMKY <3azpy3ume pacnakoeaHHoe pacwupeHue>. B OTKpbIBLIEMCA ANANOrOBOM OKHe
nepengute B nanky C:\asmo\webhelper\Chrome\app v Haxxmute KkHonky <Beibop nanku>. Ha
BKIaake <PacwupeHus> nosButca HoBoe pacwmnpeHe Asmo Web Helper x.xx (rae x.xx —
3TO TeKyLlas Bepcus).

PucyHok 12-24. PacuiupeHue Asmo Web Helper e fiHOekc.bpay3epe

1~ » Paclmperna » +

&« @ & @ extensions PaclumpeHma

= A PaCLUMF)EHHﬂ Q, Mouck No paclmpeHuam

3arpyauTb PACcMaKOBAHHOE PACIIMpEHHE YNaKoBaTb PacluMpeHue OBHOBMTE

Y Asmo Web Helper 3.17

i% Asmo Web Helper.

Waentudmkatop: knldjimfmopnpolahpmmgbagd...
0TnapKa cTpaHuL hoHOBAA CTPaHMLE

CeefeHUA YAanuTb OLWMEKK C ®
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13. Perncrpaumua nporpammbli

Mocne ycTaHOBKM HEOBXOAMMO 3aperncTpupoBaTh NpuaoXxeHune. Ecam atoro He caenartb,
byseT AelCcTBOBATb OrpaHMYeHne Ha KOJMYECTBO KJINEHTOB, OJHOBPEMEHHO paboTaroLmx C
cepBepoM. [lo peructpaumm MakCMMasbHOE KOJIMYECTBO MOAK/IHOUAOLWMNXCA K CepBepy
KJIVEHTOB PaBHO 2, MOC/e PerncTpanmm 3To orpaHMyYeHne CHUMaeTcs.

®anin ¢ anueHsner nmeet pacwmpenue lic (pha.lic). Ero HeobxoaMMO pa3MecTUTb Ha
cepBepe B nanke lic, koTopas HaxoAWTCA B TOM e KaTtajaore, yto u ¢airn am.exe (B
OC Windows) nam am (B OC Linux). Ecamn ata nanka He cyuwiecTByeT, ee HeOH6X04MMO CO34aTb.

Pucyrok 13-1. lNanka dns pa3meweHus ¢aling auyeH3uu ¢ pacwupeHuem lic

S opt/asmo/ serve r | S

Mocne pa3smelieHua davna nnueHsmm ¢ pacwmpeHvem lic Ha cepepe Heobxoammo

nepe3anycTuTb cay>kby MeHeaxXepa areHToB:

e B OC Windows ansi 3TOro MOXHO OTKPbITb OCHACTKy <Cay»bei>, LWeNKHYTb NPaBou
KHOMKOW MbIlWW B crnncke cayxb <ASMO Agent manager (v5.x.xxx)> v BblbpaTb
KoMaHay <[lepezanycmumb> B KOHTEKCTHOM MEHHO;

e B OCLinux gna 3TOro MOXHO BbIMNOAHWUTb B TEPMWUHaNe KOMaHAy sudo systemctl

restart asmod.
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14. PexomeHpaumm no HacTpomke

14.1. YcranoBka Java Runtime Environment

[na paboTbl MeHeaKepa areHToB AOMOJIHUTENBHO MOXET noTpeboBaTbcs ycTaHoBUTL JRE
(Java Runtime Environment) Bepcumn He Huxe 11 (pekomeHpyetca Bepcus 17). Hanpumep,
MOXHO MCMO/b30BaTb NPOOHYI0 BEPCUIO OTEUYECTBEHHOW cpeabl pa3paboTkn U UCMONHEHUA
Axiom, KOoTopas AOCTyMNHa AN CKaYMBaHWUA MO CCbIKE:

https://axiomjdk.ru/pages/downloads/.

Takke cyLecTBytoT 6ecniaTHble anbTepHaTVBbI.

PucyHok 14-1. Beibop sepcuu, Hanpumep JDK 17

AXIUM JDK Mpooyktel > Llewtp 3arpysok  Mapteépam  Bnor  Mopaepwkka O Hac~

BCE JDK 8 JDK 11 JDK 17 JDK 21
BepCHM LTs s LTS LTs

MpokpyTuTe cTpaHuuy BHW3, Bbibepute komnnekT Standard JRE, ckauanTe naker B
HY>XHOM popmaTe 1 yCTaHOBUTE ero.

PucyHok 14-2. Beibop komnnekma Standard JRE dns OC Windows

Axiom JDK 17.0.10+13, LTS
64 bit

Windows

e @)x86 (O)ARM

Komnnext Standard IRE

dard JRE 17.0.10+13 x86 64 bit gna Windows

Linux

@ @x86 ()ARM ()PPC
Komnnext Standard IRE

Echm npu pabote BO3HMKaeT owwunbka «He HalideHa cpeda 8einosHeHUs 0aa Java
(mpebyemcsa 64-bit Java JRE 11 unu eeiwe)», a JRE n3 pekomeHgaumni k Hactpownke 1O
YCTaHOBJIEHA, BbIMOJHUTE C/leAytoLLMe LeNCTBUS:

1. Ckavante komnnekt Standard JRE c canta (ecim paHee 3arpy>XeHHbi apxuB Obin

yAaneH).

2. Co3pavite nanky JRE B kaTanore, rae yCTaHOBNEH MEHEAXepP areHToB.

3. PacnakywnTte copep>xxnumoe apxva B nanky JRE. lonKeH NoayunTbca NyTb CAeAYHOLLErO
Buaa: C:\asmo\server\jre\jre-11.0.16.7 (8 OC Windows) wau /opt/asmo/server/jre/jre-
11.0.16.1/ (B OC Linux, echn meHeaXep areHToB YCTaHOBAEH B /opt/asmo/server).

B 6osbwuHcTBe Bepcun Linux cpepsa Java npepgyctaHoBneHa B coctaBe OC. [Mpwm

HEeOBXOANMMOCTN MOXHO YCTaHOBWUTb HYXKHYHD Bepcuto Java uyepes TepMuHan C MOMOLLbHO
COOTBETCTBYHOLLLEN KOMaHZAbl, Hanpumep:

sudo apt-get install java-1ll-openjdk
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14.2. Unterpauymusa c Active Directory

NHTerpayms ¢ Active Directory no3BosisieT oCyLLeCcTBAATb BXOZA NO/b30BaTeNEN B CUCTEMY
C NCronb30BaHMeM yyeTHbIX 3anucen Active Directory.

14.2.1. Tpe6oBanna n NowaroBas MHCTPYKUUSA

Ansa vHterpaumm ¢ Active Directory fOMKHbI BBINOMHATLCA cheaytoLine TpeboBaHums:

e KOHTpOANep AoMeHa nog ynpasaeHnem OC Windows Server 2012 nan 6onee no3zgHewn
BEpCUY;

e cepBep, Ha KOTOPOM YCTaHOBNEH MeHeaxkep areHToB «ACMO-rpapumyeckmnii
pegaktop», nog ynpasaeHnem noagzepxvaemon OC Windows wam  Linux,
BKJIFOUEHHbIN B goMeH Active Directory;

® KOMMbIOTEPbI C YCTAHOBAEHHBIM KANEHTCKMM npunoxeHnem «ACMO-rpadpunueckmn
pesakTop», noa ynpaBnaeHvem noaaepxmaemon OC Windows wam  Linux,
BK/tOUEHHble B soMeH Active Directory.

Ytobbl peanvzoBaTtb UHTErpaL Mo, HEO6XOANMO BbIMOAHUTL CeAytoLLMe AeACTBUS:

1. HactpownTe cepBepHyto YacTb cuctemMbl (HacTpovika cepBepHOI YacTm).

2. Hactpolite nonb3oBatenen cuctemol (Hactpoiika nonb3oBarenei).

3. HactpouTte napameTpbl 3anycka KAnMeHTCKMx npuaoxerHuin (Hactpoka napamerpoB
3anycKa U NoAKJ/IloUeHNe KJIMEHTOB).

4. Mpn HeobXOAMMOCTN HACTPONTE MOAK/IHOUYEHUS C MOMOLLbIO Bpay3epHbIX KJIVEHTOB
(HacTpoiika ana noakaoUYeHUA € NoMoubio 6paysepa).

14.2.2. HacTpolika cepBepHOM UacTm

Cepsep nog ynpasaeHnem OC Windows naum Linux, Ha KOTOPOM YCTaHOB/IEH MeEHeAXep
areHToB, JO/IKEH BXOAUTb B JoMeH Active Directory.

Ytobbl obecneunmtb BO3MOXHOCTb ayTeHTUdUKauUK Opay3epHbIX KAMEHTOB MO
npotokony HTTP, HeobxoanMo Ans COOTBETCTBYHOLLErO areHta A006aBuUTb KAKOY --http.auth
B pa3gen args danina KoHOUrypaumm MeHepkepa areHToB am.ini, KOTOPbIA AOCTyneH AN
pefakTMPOBaHWNSA B KOHCONM agMuHuctpupoBaHma AM Console (PegakTupoBaHue HacTpoek
MeHeA)Kepa areHTOB) UAN BPYYHYH. DTOT KIHOY yKa3biBaeT bpay3epy (Mpu ero noAKArYEeHNN
K cepBepy), uTo OT bpay3epa TpebyeTca BCTPOEHHaA aBTopu3aLms.

PucyHok 14-4. Hacmpolika aymeHmugukayuu 015 seb-kaueHmos e ¢gatine am.ini

[ INI-baiin cepeepa Moe nogxnrouenme - m] X

H = Q 7| @

[agent]

id=wipl

name=ACMC DpadMYecEM PeOsKTOD

args=--jmem €000 --login PGSQL //localhost:5432/asmo_prof asmo_sheme 0123 --mtdlogscheme asmo_sheme —-wasm —-http.auth
http port=80938

Ytobbl oTKAOUUTL ayTeHTMdMKaumo no npoTtokony HTTP, MOXHO umcnonb3oBaThb
napameTp --http.auth.off

ObpaTtnte BHUMaHWe, 4TO A/A MNOAKAOUEHUs Opay3epHbiX KAWEHTOB B daunne
KOHOUrypaumm Takxke HeobxoaMMo o0b6sa3aTenbHO 334aTb K/IHOY --wasm M NOPT (http port) AN
NOAKNHOYEHWMA, KaK MOKa3aHO Ha PUCYHKe BbILUe.
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14.2.2.1. HacTtpouka ayteHnTu¢dpuxauum B cpege Active Directory B OC Linux

Huxe npuBoanTtca npvmMep HacTpownkun ayteHTudukaumm B cpeae Active Directory B
OC Linux. icxoaHble napameTpbl:

e nMA gomeHa B Active Directory, B KOTOpbIN BXOaAAT cepBep M KanmeHTbl ACMO, —
mydomain.ru

e DNS-ums cepsepa ACMO — asmo.mydomain.ru

1. MpucoeaunHuTe cepsep Linux Kk goMeHy mydomain.ru.

2. Co3gawte B Active Directory cepBMCHYHO yYeTHYHO 3anmcb, COOTBETCTBYHOLLYIO CepBepY
ACMO (manee asmosrv), Kkotopas byszer obecneumBaTb B3ammogencrteme c¢ Active
Directory. PekomeHayeTcs Ans 3TVMX uenen co3AaBaTb YYETHYH 3anucb C TUMOM
<[lMonwbzoeamesns>. Obs3aTeNbHO 3a4alTe NAPOIb AN STOM YHETHOM 3annCu.

3. C noMoLLbrO yTUANUTBI setspn co3fanTe Ha KOHTpoanepe gomMeHa 3anunce SPN (Service
Principal Name) ans cepsepa ACMO 1 npuBsXute ee K y4eTHOM 3anmcy asmosrv.
Wcnonb3ynte npotokon HTTP, utobbl 06ecneunts BO3MOXHOCTb AD-ayTeHTUdMKaLmMm
yepes bpay3ep. [1na 3TOro BbINOAHUTE C/IEAYHOLLYHO KOMaHAY:

setspn -S HTTP/asmo.mydomain.ru asmosrv

I'IpOBepre 3ajjaHHOE NMA C NMOMOLWbHO cnep,yrou.l,eﬁ KOMaH/ bl

setspn -L asmosrv

4. C nomowbto ytnauntel ktpass cosgarite Ha KoHTpoanepe gomeHa dann keytab ans
cepsuca:

ktpass -out asmo.keytab -princ HTTP/asmo.mydomain.ru@MYDOMAIN.RU -mapuser
asmosrv -pass <mapojib OT asmosrv> -ptype KRB5 NT PRINCIPAL -crypto all

Ecan TpebyeTca ncnonb3oBaTb pa3Hble MMeHa CePBUCOB AN OObIYHbBIX MOAKAKOUEHWI U

noakntoueHnin HTTP/HTTPS, co3paniTte aBa dparina keytab n o6vegmHute nx.

5. Ckonunpymnte dann asmo.keytab Ha cepsep asmo.mydomain.ru B Katanor
/opt/asmo/server/krb. Obpamume eHuUMaHue, 4mo, ec/iu y4emHdas 3anuce asmosrv
bobi1a kakum-aubo obpazom usmeHeHa nocse cozdaHus gatnos keytab, ux Heobxodumo
6ydem co3zdasame 3aHoso. Kpome moezo, ¢atin keytab dosxeH 6eime docmyneH 05
UmeHus.

Mpn HeobxoaMMOCTM MpoBepbTe BO3MOXHOCTb ayTeHTUGUKALMW B JOMeEHe C

ncnosb3oBaHneM co3gaHHoro davna keytab c momouwsto cneayrowent KomaHab!:

kinit HTTP/asmo.mydomain.ru -V -k -t /opt/asmo/server/krb/asmo.keytab

B cnyuae ycnewHom ayTeHTdUKaLNN OMKHO NOABUTHCA COOBLLEHNE CneaytoLLlero Buaa:
Authenticated to Kerberos v5

6. JlobasbTe B dpann pha.conf (HaxoanTca B kaTanore yCTaHOBKM MeHeyKepa areHToB 1an
AOCTYyNeH Ana  peAakTMpoBaHMA C  MOMOLWBI  YTUAUTBI  aAMUHUCTPUPOBaHUSA
AM Console nan Bpy4uHyto) cnepyrolime napameTpbl krb.keytab, krb.service (SPN
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ANA OObIUHBIX NOAKAKOUYEHNN) U krb.httpservice (SPN ana noakntoueHun HTTP, npwu
HeobxoaANMOCTW):

krb.keytab = /opt/asmo/server/krb/asmo.keytab
krb.service = HTTP@asmo.mydomain.ru
krb.httpservice = HTTP@asmo.mydomain.ru

7. MNepe3anyctnte am C MOMOLLBIO KOMaHAbl sudo systemctl restart asmod (€CAU
NpaBKM BHOCUANCH He Yepe3 KOHcob yrnpaBaeHmna AM Console).

8. Eciv BbIMOAHeHbI HacTpownka nonb3oBatenen (HacTtpowka nosb3oBatenein) v npu
HeobxoAMMOCTM 3ajaHbl MapameTpbl 3anycka kaneHToB (HacTpoiika napamertpoB
3anycka M noAKJ/IloUeHue KJIMEHTOB), Bbl MOXeTe NMpoBepuTb paboTocnocobHOCTb
ayTeHTudukaumm B Active Directory, nogKNOUMBLUNCE K areHTy € MOMOLLbIO KJANEHTA.

BaxxHo! Ainsa ckBo3HOW ayTeHTUdMKaumm yepes Active Directory BaxkHOe 3HaueHne nmeet

TOYHaA CUHXPOHM3AUNA BPEMEHU MeXAY KIANEHTCKUMW KOMMbHOTEPAMU U KOHTPOIEPOM
JAOMeHa.

14.2.3. HacTtpoika nosnb3oBartesier
14.2.3.1. HacTpoiika yueTHbIX 3anucen

Hactpolika HOBbIX WMAW CyLLeCTBYHOLWMX MOAb30OBaTeNe ANns ayTeHTMdMKaumm yepes
Active Directory ocywiecTBaseTcs agMUHUCTPATOPOM C MOMOLLbIO GOpMbl <YuyemHsie 3anucu
nosib3oeamesieu>.

PucyHok 14-5. 3anyck popmel 015 pedakmuposaHus y4emHelx 3anuceli nosis3osamereli

@ Patiouee mecto
[> Cnncok cxem
> bubnmaTexw
[ CnpaeouHuK dMnkanos
[» Cnucok obbexTos
[> Xypran pennukalii

I [> YueTHole 3anucu ronbsoaa're.neﬁl

> Hactpowka nybnukaumn

Ms nonb3oBaTens fOMKHO COBMasaTb C MMeHeM yyeTHow 3anucum B Active Directory.

PucyHok 14-6. KHonka 0118 dobasseHuUs Ho8020 NoJib3ogameis

YYeTHbIe 3anKcK Nonb30BaTenek

QY B |20 O =

lé
= Monezoeatent
Dunuan MM none3oeatens THo
330N0KKPOBaH
p ¥npasnenue + administrator AOMUHMCTpaTOP []

[na nonb3oBatens HeObXOAMMO yCTaHOBUTb naxkok <[IpuzHak aymeHmudukayuu
Active Directory>.
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PucyHok 14-7. BeicmasneHue ¢pnaza aymeHmugukayuu Yepes Active Directory

YYeTHble 3aN1cK Nonb3oBaTenen
QY % B |0 o

= Mone3oeatens Mpuaxak
@ununan AMa nons3oearens fultle] e-mail Tenedox MpuMeuarme 3yTEHTHEIMKALIHKN

3abnokMpoBaH PR
P Active Directory

[ YnpaeneHue administrator ADMUHWCTRETOP O

Takxe ANf 3TOrO0 MOXHO YCTaHOBUTb dnaxok <Mcnoswzoeame y4demHsie 3anucu
Active Directory> B KapTO4Yke HaCTPOMKW MONb30OBaTens, KOTOpas BbI3bIBAETCA ABOWHbIM
WEeNYKoM B CMMUCKE y4YeTHbIX 3anucen. Jna nogkntoueHus Takoro Mnosib3oBaTtens K cucteme
ByaeT ncnonb3oBaTbCa 3agaHHbIN B Active Directory naponb.

PucyHok 14-8. ®aaxok «Vcnons3osame yuemHsie 3anucu Active Directory»

4 HacTpoiika nonbzosatens administrator X

Mpentudmrauma | Crapt  Kodctawtsl  MuTepdeidc  [Mooxnwouesne

MM administrator
Mapons sensssstsaies
MoOTEEPAOEHHE  sssssssssssss
YpoBeHs AOCTYNA  AQMMHMCTPaTOp h
KOnMUECTEO BOSMOMHLIX NOAKNKYSHUI () .

[[] TpefosaTs cMeHy Napons Npu CNEMYIOLEM BXO0E

Iélﬂcnonbmaaﬂ: y4eTHbIE 3anMck Active Director)él

ﬂOI‘IOﬂHHTEJ’IbeIE‘ TREYNNE W POIK

Paone,/Tpynna MyTs K y2ny
2 administrator administrator
2 lpoheccioHan (3aAMUHWCTPATOP) MpodeccoHan (aaMUHACTPaTOP) > [pynnkl-WaBnoHe NoNb3oBaT

14.2.3.2. CuHXpoHM3aLMA No/Ib3OBaTeNIeu

Ama gyHkyua docmynHa 8 KaueHme gepcuu 5.x u n1aHupyemcs K peaau3ayuu 8 KaueHme
gepcuu 6.x.

CuHXpOHM3aumMa Mosb3oBaTenen OCyLeCcTBASETCA C nomouwpto y3na <XKypuan
CUHXpOHU3ayuli nosib3oeamesieli> B fjepeBe JOCTyNa ANa aAMUHUCTpaTopa.

PucyHok 14-9. ®opma xypHana cuHxpoHuU3ayul noaszoeameneli

KypHan CHXPOHW3aUKMA NoAbL30BaTENER

MNepuog npocmoTpa: Beck nepuog e ?}; Excel gafin | C\1\MNonb3oBaTenm.xlsy
O\ ? ﬁ OTKpLITE excel C CHHXpoHMSMpOBaTE [D MpuMedEHUE D ConocTaeneHne cTonbuos @
Kon-g0 None3oBaTenei
Hata - O6HosneHo | Mo6asnemo OEpadoTaHo B:;;”QZ”;Z::E MonHeR NyTe Wma excel parna MNpumeyarne
| 07.09.2023 13:21:57 ): 4 Ch1\Monb3osaTenn.xls Monb3osatenn.xlsx ¥ nonb30BaTENA ivanovaii |
07.09.2023 13:11:50 D D CAN\Tea_nonezosates TecT_none3osatenn.xl

[na CMHXpPOHM3aLMM MCMONb3yeTCs 3apaHee MOAroToB/eHHbI dann Excel B popmate
XLSX c gaHHbIMK nonb3oBaTenen ns Active Directory, B KOTOPOM B COOTBETCTBYHOLLMX CTOABL,AX
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3a/aK0TCA PEKBU3UTBLI YUYETHBIX 3amnmncei, CONoCTaBasgeMble C PEKBM3UTAMM YUETHbIX 3anucen
nonb3osatenen «<ACMO-rpadurueckmi pegaktop». Huxe onucbiBaeTca NpoLiecc NoAroToBKu
aToro danna.

Ytobbl MOMYUMTb CMUCOK MOJIb30BaTENEN, BbIMOJHUTE Ha KOHTPOA/NEepe JOMEHa,
HanpumMep, cregyrowmin komananet B PowerShell:

Get-ADUser -filter * -Properties Company, CN, SamAccountName, mail | select
Company, CN, SamAccountName, mail | Export-Csv "C:\Users.csv" -NoTypeInformation -
Encoding UTF8 -Delimiter ';'

rpe:

e -filter * MO3BOJIAET NOJYYMUTb CMMCOK BCEX MONb30OBaTENEN;

e -Properties OMNpPeAENseT MMNOPTUPYyEMbIe CBOUCTBA Noab3oBaTtenen Active Directory
(Company — KOMNaHusa/Guanan, B 3aBUCUMOCTM OT OPraHU3aLMOHHOW CTPYKTYpbI
NpeanpuATLA, COMOCTaBAAETCA C KPaTKMM HavmeHoBaHueM duanana B «ACMO-
rpapuyecknn pepaktop», CN— GaMuansa, UMMA M OTYECTBO MOJIb30BaTenNs,
conoctaBnsietcs ¢ OO nonb3zoatens B «ACMO-rpadpuuecknin peaaktop»,
SamAccountName — MMA Moab3oBaTena Active Directory, conoctaBnsetca C MMeHeM
nonb3oBatens B «ACMO-rpaduueckmi pepaktop», mail — 371€KTPOHHaA MoyTa
noJsib3oBaTtens);

e -select 3a,a€T CBOWCTBA, BK/OUYaEMble B BbIXOAHOMU dans;

® Export-Csv "myTe k OQauay" — CyLLI,GCTByI-OLLI,VIVI nyTe K MeCTy, rge 6yp,eT CO34aH
BbIXOAHOW dann;

® -Encoding UTF8 — 3ajaeT KOANPOBKY BbixoAHOro danna (4omkHa 6bite UTF8);

e -Delimiter ‘;’ — pa3jenutenb, C KoTtopbiM Excel no ymonuaHuio oTKpbiBaeT
CSV-dainnbl.

3anyctute Excel n otkponTte B Hem nonyudeHHbln CSV-dann ¢ faHHbIMKW Nonb30oBaTenen. B

OTKPbIBLUEMCA OKHE MMMopTa HaXMuTe KHOMKy </asee>.

PucyHok 14-10. Omkpeimue CSV-cpatina e Excel

Macrep Tekctos (nmnopt) - war 1 w3 3 ? X

JaHHEIE BOCNPUHATE KaK CNWCOK 3HAYEHWI € pasgen|Tenamu,
Ecau 3T0 BERPHO, Ha%MWUTe KHoNky “Jdanee =", E NPOTUEHOM CNy4Yae YEaxuTe GOopMaT JaHHBIX.

DOPMET MCKOAHEIX JAHHEIX

¥rax|
®

() pMECHPOBAHHDI WHPUHE  — NOAA MMEKT 33A3HHYI0 WHPUHY

— IHAYEHWNA NONER OTAENAKTCA 3HAKAMKW-PAZAeNUTENAMHK

HauaTe umnopT co crpokm: | 1 3| ©opmat haiina: | 65001 : KOHuKoA (UTF-B) ~

[ Mow gaHHEie cogepxaT 3aronosku

MpegeapuTentHEIR NpocmoTp daina CiUsers\UserDesktop JokymeHTei\PykoBogorea ACMOrpadtUsers.csv,

1 "Company™; "CN"; "SamiccountName"; "mail™ Ll
"¥np" ; "hmammcrparop™ ; " Amommcrparop™ ;

3 "#unl"; "Tocee"; "Tocrs";

"#m'{l";"l{ M. Meanoe™;"userl";"ivanov@mail .ru"

5 [*vap"; "adminl™; "adminl"; v

OTmeHa < Hazag Janee > ToToBo

B cnepytowiem okHe BblibepuTe B KauecTBe pasgenntens TOUKy C 3anaToW, HaXmuTe
KHOMKy </asiee> v 3aTem <[0moeo>:
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PucyHok 14-11. Beibop pa3denumens

Macrep Tekcroe (MmnopT) - war 2 uz 3 ? X

B3TOM AMaNorosoM OKHE MOXHO YCTaHOBMTE PasAenuTend Ana TeKITOBLX AaHHb, PE3YALTAT BHEOIWTCA B OKHE
oBpasua paséopa.

CHMEDNOM-DA34eNNTENEM ABNAETCR:

O

TOUKA € 33NATOM [[] CuwraTh nocnegoBaTensHuIE PA3AEAMTENM OAHMM

[ zanaras
D npoben
[ apyroit:

OrpaduynTens crpok: | ~

Jbpasey, pasbopa JaHHBX

amiccountName il -
np CTpaTOR
1 falad
1 i M. HM=ano=
np dminl

ivanov@mail .ru

OTmeHa < Hasag Hdanee = ToToB0

ObpaTnTe BHUMaHMe, 4YTO NpuBA3Ka co3gaBaembix B «ACMO-rpaduuecknin pesaktop»
nosb3oBatenen K duananam oOcCyLecTBAAeTCA MO KpaTKOMy HauMeHoBaHuto duivana,
KOTOpOe 3aaeTca B COOTBETCTBYHOLLEM CTONOLe cnpaBoYHUKa duananos (y3en <CnpaeoyHui
cdunuanoe> pepeBa fOCTyNa). YkasbiBaeMble 34eCb HAMEHOBaHWSA AOMXKHbI COOTBETCTBOBATb
durananam nonb3osatenen, akcnopTmpyembiMm 13 Active Directory.

PucyHok 14-12. Cnpaso4Huk ¢unuanos

Cnpaso4HUK GMAWANoe

Q Y B2 0O @ &=

Pennukayma
HaumeHoBaHWe KaHan

KpaTkoe HaWMEHOEaHHE
duanana - cf‘;g:;a HaumeHoOBaHWe areHTa Karan EJZTM”;EEL"W B PENAWKALMK W3
drrunrana
PEanEMEHme ¥np gdb ACMO Tpadryecki pegakTop
Punwnan 1 Punl gdb ACMO TpadryeckMid pegakTop [duana [:}u KaHan penawnkaL L:}-u KaHan penauk
Dunwan 2 Dun2 192,168, ACMO Mpaduyecknil pegakTop (duana [:}1 KaHan penawnkaL L:;'H KaHan penawnk

CunTbiBaHME CTPOK MoJsib3oBaTenen ans AobaBieHNs HauMHaeTcs € 5-U cTpokwu. MNpu
HeobxoammocTn aobaBbTe nycTble cTpokn. ObpaTtvTe BHMMaHMeE, 4YTO JUCT, Ha KOTOPOM
pacnonaratoTca 3anucK, AOJKEH HasbiBatbCsA /lucmT (Npy HEeobXOAMMOCTU MepenMeHynTe
ero). [Npumep rotoBoro ¢anna ana CUHXPOHM3aLLMM NOAb30BaTeIen MOKa3aH Ha PUCYHKE HUXKE.
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PucyHok 14-13. lpumep XLSX-¢balina 0ns cuHxpoHu3ayuu 0aHHsIx nosib3osameneli

Cl5 57 fe

A B C D
1 |Company CN SamaAccountMame mail
2
3
4
5 |¥Ynp ApMmUHUCTPATOR AOMWMHWMCTPATOR
6 |Ounl rocte octe
7 | ©®unl W W. MeaHoB userl ivanov@mail.ru
8 |¥Ymp adminl adminl
g asmosry asmosrv
10 |®wmnl somelJ somel)
11 | ®wmn2 service service

Nnerl )

MNpn HeobXxoAMMOCTM MOXHO HACTPOUTb COMocCTaBaeHMe cTonbuoB darina Excel wn
PEKBM3NTOB YYETHbIX 3anucer C MOMOLb KHOMKM <ConocmaeseHue cmosibuyoe> Ha
NaHean NHCTPYMEHTOB GOpPMBbiI.

PucyHok 14-14. ConocmasneHue cmosabyos ¢ XLSX-¢palinom

Mepuod NpocmaTpa: 11 ceHTaBpa 2023 ’ @ v E( Excel aiin | C\Users\User\Desktop\JdokymeHTsl\PykoBogcrea ACMOrpag\Users. | .,
O\ ? E OTKpPEITE excel € CMHXpOHMZWPOBaTE ':D' MpyMeyaHe fﬂ ConocTaEneHue cTonbuce ﬁ
Kon-Bo noassosarensi AyauT
Data O6épaboTtaHo PLDEWHOE MoaHwiA MyTe Mms excel paiina Mpumedarne CosgaHue
Beero OBHOBAEHD | [l0BABNEHD BEINOAHEHKWE
AsTOp Aata
P§11‘O9.2023 14:08:09 7 0 7 ChUsers\User\Desktop Usersxlsy ¥ none3oeatens asmo! 2 MpodecckoHan a.  11.09.2023 14:01
.22 v v
11.09.2023 13:22:51 8 8 0 Conocrapnesme cronbion %
11.09.2023 13:21:32 8 8 0
11.09.2023 13:19:29 8 8 0 O\ ? ﬁ
11,09.2023 13:18:01 8 o 8 Norasatens Cron6en
11.08.2023 13:16:30 ] = ||| onnnan A
11.09.2023 13:12:54 8 2 5 ano
11.09.2023 13:05:41 ] O/ |[ oraen
11.09.2023 13:05:25 O O Wma nonssosaTena c
11.09.2023 13:05:19 O B | |[e-mai b
— —

Utobbl BBIMOAHUTL CUMHXPOHM3aLMIO, BblbepuTe noarotoBneHHbln XLSX-dann ¢
MOMOLLbIO KHOMKW C Tpems Toukamu B none <Excel dpatin> v HaxmuTe KHOMKY
<CuHxpoHu3upoeame> Ha MNaHeIN WHCTPYMeHTOB. [lo pe3ynbTataM CUHXPOHM3AUUK B
cnctemy 6yayT gobaBneHbl COOTBETCTBYHOLLME YUYETHbIE 3anNnUCK NOb30BaTeNen, A1a KOTOPbIX
aBTOMaTM4yeckn yctaHasameaetca aar ayteHTubukaumm Active Directory. B >xypHan
pobasnsetcs 3anuchk ¢ MHGopmaumen ob ntorax NPoBeAEHHOW onepauum CUHXPOHM3aLUN.

PucyHok 14-15. imoau cuHxpoHu3ayuu noas3zoeameseli

KypHan cMHXpoHW3aUMEi Nons3oBaTenei

Mepwog npocmoTpa: 11 ceHTaBpa 2023 ) T ?;( Excel dafin | C:\1\Users.xlsx
Q ? ﬁ OTKpEITE excel C CMHXDOHWZMPOBATH ﬂ:' MpuMeyaHe (L__ﬂ ConocrasneHue cTonbupe E]
Kon-eo nonesoeatensii
Aata - T | Arerms JBpatoTaHo B;cnr;ﬂ:::e MoAHER NyTE Wma excel paina Mpumeyanmne
7 0 7 CAT\WUsers.ulsx Users.xlsx ¥ NoNL30EaTENA aSMOSIV HE HaldeH
11.09.2023 14:3%:20 7 ] 7 Chllsers\UserDesktop Users.xlsx ¥ NOMBZ0BATENA 3SMOSIV HE HANAEH
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PucyHok 14-16. YdyemHsle 3anucu 006as/ieHHbIX 8 paMKax CUHXpOHU3Aayuu nosezoeameeli

YueTHbIe 3anMcy NoNb30BaTeNeH

QY B OO0

MpusHak
e-mail TenedoH Mpumedanue YTeHTHHUKILMH
Active Directory

Monesosatens

dunuan Wwma nons3osatena Ll e 3a610KMpOBAH

Puamnan 2 service service
Puanan 1 somel somel
asmosrv asmosny

admin1 admin1

Buaman 1 userl W 1. MsaHoe vanov@mail.ru

joooogd
IBEEEE

14.2.3.3. MaccoBoe ynpaBneHme ponamm

Mo yMONUYaHWIO MMMNOPTUPOBAHHBLIM MO/b30BATENSAM MPUCBaNBAKOTCA NpPaBa TOJ/bKO Ha
NPOCMOTP cxeM. YTobbl Ha3HauWTb WMAN YAAAUTb POAUN OAHOBPEMEHHO A/NA HECKONbKMX
nosb3oBaTtenel, neperaute B popMy <YuemHsele zanucu nosib3oeameseli>, BblAennTe B
CMNCKe HYXHbIX MO/Ab30BaTeNE U HaXMWTe KHOMKY <YnpaeseHue posissMu> Ha NaHenu
WHCTPYMEHTOB. B BbiNagatoLlemM MeH KHOMKK <YnpaesieHus posisamu> Bblbepute KOMaHay
</lo6asume ponu> nnn <Yoasaume posiu> B 3aBUCUMOCTU OT AENCTBUS, KOTOpPOe TpebyeTcs
BbIMOJ/IHUTB!

PucyHok 14-17. KHonka «YnpaeneHue poaamu» gpopmel «YdemHeie 3anucu nosis3osamesneli»

YyeTHble 3anMcK NoNb3oeaTene

JORNA T4 it —|— Ty C1 YnpasneHue ponsmmM = @ E]
& =+ [obasuts ponu
_ MonssoBaTens
Dunuan HmMa none3o| — vpanums ponu [o]5le} B —
¥
[ ¥npaeneHue profadmin [MpodeccioHan anMWHWCTE L]
o YnpasneHue prof lMpodeccuonan L]

B nosBuBlUeMcs OkHe <Beibop posiu> ycTaHoBUTe GNaxkun Ans Tex ponew, KoTopble
TpebyeTcs MPUCBOUTb WAW YAAAUTb ANA BblAENEHHbIX MNoAb3oBaTenen. Haxmute KHOMKY
<Bwbibop > n noaTBEpPAMTE NPUCBOEHME UAW YAaNeHWe poieln AN BbiIbpaHHbIX PabOTHNKOB.:

PucyHok 14-18. OkHo «Bbibop poseli»

Buifop ponu [

BuiGop ponei

OV %|HE

HaumeHosaHme l"n: Mph3HaK ponk/Tpynna
|Z| B PepakTHpogaHHe Cxem Mpynna
|Z|| @ COrnacoBaHme CXeEM |I'Dvnl'ld

|:| @ Mepesectd & chmumans+Hyn Mpynna
|:| @ Hactpohka nybnukauum1 Fpynna
|:| @ Hacipo#ka knaccugmrkauuu Tpynna
|:| @ Pepaktuposanue ofbekTos Tpynna
|:| @ Pepaktiposadue ofwmx Gu Mpynna
O BPenaKmposa-me Bubnuorel Fpynna

|:| B.ﬂ\nnm—vcrnamp AYT Fpynna
] B ANMAKMCTRATOR Gunkana  [pynna
|:| &g PenakTHposaHMe Fpynna

[T 88, Pepaktupasanue 1 cornacal Tpynna

Buibop OTMEHE
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14.2.4. HacTpoika napameTpoB 3anycka v NoAK/IloueHue KJIMeHTOB

Ecnv yctaHOBNEHbI HEOBXOAMMbIE HACTPOWKM CepBepa M MoJsb30BaTeNen, Npu 3anycke
KAVeHTa MPOUCXOANT aBTOMaTMyeckas aBTOpPM3auMa C WUCMOAb30BaHWEM YYETHbIX AaHHbIX
Active Directory.

Ecav npw 3anycke knveHTa MOABAAETCA OKHO MAeHTUdMKaLMWM Mo/b30BaTens, MOXHO
HaxxaTb KOMbUuHaumo knasmw CTRL + W. MNMpwn 3ToM ByaeT akTMBMPOBaH pexunMm Bxoga yepes
Active Directory (BBOAUTb UMA 1 Napoab nosb3oBatens B «ACMO-rpaduuecknii pegaktop»
npwv 3TOM He TpebyeTca, UCMONb3YHOTCA YUYeTHble aaHHble Active Directory). YTobbl OTKAKOUUTD
oTobpaxkeHne OkHa uaeHTUbMKauMm M aBTOMaTUUYeCKM OCYLLeCTBAATb BXOg udepe3 Active
Directory npu 3anycke K/AveHTa, HeobxoAMMO COOTBETCTBYHOLWMM 06pa3oM HaCTPOUTb
napamMeTpsbl 3anycka KaneHTa (cM. ganee).

PucyHok 14-19. Bxod ¢ nomowbto Active Directory

ACMO-rpadmueckiid penaktTop *
o BeenuTe WMA M Napons, KoTopsle ByayT
MAEHTHRHLMPOEATE Bac kak nonb30BaTENs nporpaMmMsl
MmMa nonsaceatena User -
Napons ||
oK OTMeHa NononHWTENEHD =>

Mpn HEOBXOAMMOCTM MOXHO HAaCTPOUTL MapaMeTpbl 3anycka KaneHTa. Hanpumep, Takmm
0bpa3om MOXHO yKasaTb MMA M Mapo/b NOJb30BaTeNs, KoTopble ByayT NCNOAb30BaTbCA A1
ayTeHTMduKaumm yepes Active Directory nam gns Bxoga B CMCTEMY, aZpec 1 NOPT cepBepa Uan
areHT AnA MOAK/AOYEHMs, HeOobXOAMMOCTb OTObpaXeHuAa OKHa Aaa uaeHTUdMKaumnm
nosb30oBaTeNs 1 Apyrve napameTpbl. ITO MOXHO CAenaTb pPa3HbiMu crnocobamu, Hanpumep:

® 1CMOAb3yA NapaMeTpbl KOMaHAHOW CTPOKM;

e uncnonb3ysa peectp Windows.

14.2.4.1. Ucnonb3oBaHue NapamMeTpoB KOMaHAHOMW CTPOKMU

Mpu 3anycke KNAMEHTa MOTYT 3a/aBaTbCA CNeAYHOLLME OCHOBHbIE MapaMeTpbl KOMaHAHOW
CTPOKM:

e -c— MPOV3BOANTb aBTOPU3ALNIO, UCNONBL3YA UMA W NapOoJib TeKyLLero nosib3oBarens
onepayyoHHOM CUCTEMDI;

e -sCEPBEP — 3ajjaeT cepBep ¢ MeHegxepoM areHToB (DNS-uma wam IP-agpec) ans
NOAK/IHOYEHUS;

e -nBA3A JAHHHX — 3afaeT 6a3y AaHHbIX (areHT) ANS NOAKNHOUEHMS;

e -pHOMEP TOPTA — 3afaeT CETEBOW MOPT A1 NOAKJHOUEHNS;

® -ullOJIb30BATEJL — 334aeT UMA MOJ/ib30BaTena ANs NoAKNOUYEHUSs;

e -xIIAPOJIb — 3a/,@€T NapoJib A1 MOAKNOUEHWS;

e -login <0 | 1>— oTtkaovaetr (1) wmam Bkarodaetr (0) oTobpaxkeHme OKHa
naeHTndmKaLnm Noab3oBaTena Npu 3anycke KaneHTa.
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Uto6bl MPOCMOTPETb MOAHbIA CMMCOK AOCTYMHbIX MapaMeTpoB, 3anycTuTe KJAWEHT U3
KOMaHZAHOWM CTPOKM C KNHOYOM -2

Hanpumep, uTtobbl 3anycTUTb KAMEHT ANA MOAKNHOYEHMA K 6a3e AaHHbIX (areHTty) ¢
MCNO/NIb30BaHMEM TeKYLLEro MoJ/b30BaTeNst OMepaLnoHHOM cucTemMbl 6e3 oTobpaxkeHns OkKHa
NaeHTUONKALMN, MOXHO BbIMONHUTb KOMaHAY 3arnycka Co ciefyrowmmMm napameTpamm:

C:\asmo\thinclient\asmo-re.exe -5192.168.xxX.XXX  -C -n"ACMO  rpadmuuecknit
pemakTop" -login 1

B OC Windows Takxke MOXHO MCMOJ/b30BaTh NapaMeTpbl KOMaHAHOW CTPOKM, KOTOpbIe
MOXHO MponucaTb B HaCTpOMKax Apablka ANA 3anycka KaveHTa. Jas 3Toro wenkHUTe SpabiK
K/JIVeHTa MpaBOM KHOMKOW MbIWW M BBeAWTE MapaMeTpbl 3anycka B nojse <O6wvexkm> Ha
BKNasake <Apabik>:

PucyHok 14-20. 3anyck knueHMcko20 npusoxeHus 6e3 nokasa okHa aymeHmugbukayuu

1) Ceoiictea: ACMO-knneHT *

BesonacHocTe MNoopatiHo Mpeasioywme sepevn
OBwme Apnik CosmecTuMocTe

ACMO+nmenT
&

Tun ofbeKTa: Mpvnoxexne

Pacnonoxerme:  thinclient

OfbexT: |:Iiant \asmo-e.exe -5192.168 00 00 ¢ n"ACMO r|

Fafiouan nanka: |C: \asmo'thinclient |

BeiCTpLIA BEIZ0B: |HeT |

Orkro: OBbI4HEIA pasMep oKHa b

KomMMeHTapMA: |\ |

Pacnonoxenve paiina | Cvennts ssavok...| | dononsurensHo...

Omena MpureHinTe

Ana nogkntouenna knmeHta Bepcum 5x (nog OC Windows) wmcnonb3yrotca apyrue
napameTpsbl 3anycka:

--win user <0 | 1>—3ajaeT NPOM3BOAMUTb UAN HET aBTOPMU3aLMIO, UCMOIb3YyA TeKYLLEero
nosnb3osatens Windows. Mo ymonuanuto 0 (HeT);

-—server <cepsep npunoxeHur> — 3aa€T CEPBEP ANA NOAKNHOYEHNA,

--db <Gaza nauusix>— 3ajaeT 6a3y AaHHbIX ANA MOAKNOUEHUS;

--login <0 | 1> — oTkatoyaer (1) nam Bkatovaet (0) oTobpaxkeHne okHa naeHTUdUKaLLUN
nonb3oBaTens Npu 3anycke KAMeHTa.

Hanpumep:

C:\asmo\client\phx.exe --win user 1 --server 192.168.xxx.xxx:5432 --db "ACMO
rpabuueckur pemaxkrtop" --login 1
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MoMHBIA CIMCOK MapaMeTPOB MOXHO MPOCMOTPETb, 3aMyCTUB KAWEHT M3 KOMaHAHOM
CTPOKM C napameTpom -?

Ansa kanenTtos B OC Linux napamMeTpsbl 3anycka MOXHO nponucaTtb B desktop-dparine nam
davine ckpunTa 3anycka (.sh) npuaoXeHns, Hanpumep:

PucyHok 14-21. MNpumep desktop-cpalina 05 3anycka KAUEHMCKO20 NPUIOXKeEHUS C HACMPOEHHbIMU
napamempamu

[Desktop Entry]

Version=1.8

Type=~Application

MName=Asmo thin client

MName| ru]=ACMO-knnenT (cpena BhNOAHEHHWA)

Exec=/opt/asmo/refasmo-re -s5192.168.xxx.xxx - -n"ACMD rpadwyeckumin pepaktop” -login 1
Icon=/opt/asmo/re/asmo-re_48.png

MimeType=x-scheme-handler/asmo

Categories=0ffice

Terminal=false

14.2.4.2. Ucnonb3oBaHue peectpa Windows

Ytobbl peann3oBaTb MPOLLECC YTEHMSA HACTPOeK 3arnycka KAVMeHTa W3 peecTpa, B HeM
HeobxoanMMo co3aaTb  CTPOKOBbIN napameTp "allow reg ini" B pa3gene
"HKEY CURRENT USER\Software\InformaticalAsmo\5.x" W MNPUCBOUTb 3TOMY MNapaMeTpy
3HayeHuve "1". [lns 3TOro WenkHUTe NpaBoOWM KHOMKOW MbIWK B NpaBov obnactm pegakrtopa
peectpa n Bblbepute <Cozdameb — Cmpokoesiil napamemp>. YKaxute MMA napameTpa
allow reg_ ini. LlenkHWTe co3gaHHbIA NapameTp NPaBoOW KHOMKOW MbIWN 1 Bbibepute nyHKT
<MzmeHume>. BBeguTe 3HaUEHME "1" N HAXXMUTE KHOMNKY <OK>.

PucyHok 14-22. OkHo pedakmopa peecmpa ¢ ycmaHossieHHbIM napamempom allow_reg_ini
i

Paiin [paeka Bwag MszBpannoe Cnpaska
Komnerorep\HKEY_CURREMT_USERNSOFTWARE InformaticalAsmotSux

Google A Mima Tun 3Hi

T Informatica ab| (Mo ymonuanurs] REG_SZ (3H
| v L jhamo b InstallDir REG SZ G
58 allow_reg_ini REG_SZ 1

Hanpumep, ans HacTponku ayteHTMdmKaumm yepes Active Directory B peectpe B pasaene
"HKEY CURRENT USER\Software\Informatica\Asmo\5.x" H€O6XOAI/IMO co3jatb  pasgenbl
"server" W "database", B KOTOpble cnefyeT A06aBUTb CTPOKOBble MapamMeTpbl "win user",
"name" W "login". JN5 3TOro B n1eBon 0b61acT pepakTopa peectpa LuenkHUTe pasjen 5.x U
BbibepuTte <Cozdame — Pazdesn>. Ykaxute nmeHa paszenos. [pucsonTte 3TMM napameTpam
COOTBETCTBYHOLLME 3HAUEHMA.
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PucyHok 14-23. YcmaHoska Hacmpoek azeHma

ﬁ-’e::—‘:::ee:‘::— — O >
®aiin [paeka Bwg Vsbpannoe Cnpaeka

KomneroTep HKEY_CURRENT_USERMNSOFTWARE  InformaticalAsmot5x\database

v Informatica s

[1ran Tun 3HaYeHNE

W Asmo
W S

Integrity

' profiles

PucyHok 14-24. YcmaHoska Hacmpoek cepeepa

BN Penakrop peectpa — O bt

®aiin  [lMpaeka Bug WzBpawnoe Cnpaeka

Keomnerorep HEKEY _CURREMT_USERVSOFTWAREInformaticahAsmot 3.\ server
v L Informatica M s Tun 3Ha4yeHne
v - Asr;n 20| (Mo yrmonqanuig) REG 57 (3Ha4EHNE HE NPUCBOEHD)
le tear ab| name REG_SZ localhost:3002
" Egnt}r ab|ywin_user REG_SZ 1
profiles
. database
w3

[na HaCTpOWKN AOCTYMNHbI CAeAytoLe OCHOBHbIE NapameTpbl:
Paspen [server]:

e name — 33Ja€T CEPBEP AN NOAKIOUEHUS;

® win user <0 | 1>— yKa3blBaeT, MPOU3BOANTb WUAN HET aBTOPM3auMIO, UCNONb3YA
yuyeTHble AaHHble TeKyLLLero Noab3oBaTesiad OnepaunoHHON cucTembl. o yMOAYaHMIO 0
(HeT).

Pa3p,en [database]:
e name — 3afaeT 6a3y AaHHbIX (areHT) A8 NOAKAHOUEHUS;

e login <0 | 1>— 3ajaeT nogkaroyeHve 6e3 3anpoca MMeHU NOab3OBaTeNs/Napons,
MCNO/b3yA 3a/laHHble B KOMaHAHOW CTpoke napameTpebl. [1o ymonuyaHuio o (HeT).

14.2.5. HacTpoiika ansa noaxoueHus ¢ nomoubio 6paysepa

[ns nogknaroueHnsa ¢ noMoLblo bpay3epHOro KaneHTa HeobxoANMMO HacTpouTb Hbpay3ep
ana ayteHTudukaumm yepes Active Directory B 3aBucumocTn ot 6paysepa n OC. Hanpumep,
4TOObI BKNHOUNTL CKBO3HYHO ayTeHTUdMKaumo ana bpaysepa Firefox B OC Windows, Bbibepute
B MeHl Opay3epa nyHKT <Hacmpoliiku>, 3aTeM cneBa Bblbepute <[IpusamHocms u
sawumas>, nepenanTe BHWU3 K pasgeny <JlozuHel u naposu> W YCTaHOBUTE Naxok
<Paspewums eduHbili 6xo0 Windows 0na y4yémHeix 3anuceli Microsoft, y4émHoix
3anucel Ha pabome u 6 y4ebHbix 3a6edeHUsAX>:
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PucyHok 14-25. BkaroyeHue ckgo3Hol aymeHmugpukayuu 8 6paysepe Firefox

@ £ Hacrpoiixn X + ~ = X
<« (&) @ Firefox  about:preferences#privacy w A 51 =
Haritv 8 Hactpori
E@} OCHOBHbIE JloruHel U napoan
@ 3anpalvBaTs COXpaHeHWe NOrMHOB W Naponewd ans se6-caiTos WcknoueHns...
Hauano -

ABTO3aM0NHATL NOTVHbI M NapoaM .
CoxpaHEHHbIe NOTHHL...
Q Mowuck

lMpeanaraTe 1 reHepUpoBaTL HadexHble Napoau
e] MpuBaTHOCTL 1

MpeanaraTe NCEBAOHWMBI 3NeKTPOHHOM nouTel Firefox Relay ana sawmte
JawwTa |

. MNoapobHee
BaLUErD 3peca INEKTPOHHOR MouTsl
Q CHUHXpOHM3aLMA .

lNokasplBaTh yBEAOMAEHWA O NAapOAsAX AR B3N0MaHHbiX caiTos [loapobree

E Bonebute ot Mozilla Wcnons3osars ocHOBHOW Napons [loapobHee

PaHee — macTep-naposs

Paspewnte eavHsld Bxog Windows ans yusTHelx 3anuceid Microsoft, yueTHelx
] MNonpotHee

sanvcel Ha paboTe K B yUebHbIX 33BEAEHMAX

YnpaBneHwe akkayHTaMW B HaCTpOAKax BalLero YCTponcTea

Takxe moxeT I'IOTpe6OBaTbCFI nponsBecTn 4OMNONHNTENbHbIE HaCTpOI\/lIKVI, HanpumMmep:

e B ap,peCHoﬁ CTpOKe BBECTU about:config, COMNACUTCA C TEM, YTO Bbl MOHNMaeTe PUCK;
® B CTPOKe NoncCka BBECTU negotiate,

HaNTK NapaMeTp network.negotiate-auth.trusted-uris;

e yKaszaTb B 3TOM NnapameTpe nmsa joMeHa: .mydomain.ru;

B psge cnyuaeB MOXeT NOTpeboBaTbCs OTPEAAKTMPOBATH eLLe HECKOJIbKO MapaMeTpOB:

® [apaMeTp network.automatic-ntlm-auth.trusted-uris BbICTaBUTb B  JOMEH!
.mydomain.ru;

® MapamMmeTp network.negotiate-auth.delegation-uris BbICTaBUTb B AOMEH:
.mydomain.ru;

® MapaMeTp network.automatic-ntlm-auth.allow-non-fqgdn BblICTaBUTb B true,

® [apaMeTp network.negotiate-auth.allow-non-fgdn BbICTaBUTb B true.

Ecim BO3MOXHOCTb eAMHOro BXOZa BK/AKOUEHA U ANA cepBepa 3afaHbl COOTBETCTBYOLME
HacTpomkn ayteHTUdukaumm no npotokony HTTP (HacTtpoWka cepBepHOi uyactwm),
nosb3oBaTeNb C HaCcTPOeHHOW ayTeHTudukaumen uyepes Active Directory (Hacrpowka
no/sib3oBaresien) CMOXeT aBTOMaTMUeCKM NOAKAUATLCA K cucteMe H6e3 BBoZa Napos.

14.3. Pa6bota co wpudrammu

[na koppekTHOW paboTbl CO WprdTamMmnm HeOH6XOANMO NPOBEPUTL UX HAIMUMNE Ha CcepBepe
1, NPU HEOHBXOANMOCTH, 06aBUTb HeAOCTaroLWME LPUPTBI CAMOCTOATENBHO.

LWpundThl pacnonaratoTcs Ha cepBepe B nanke fonts, KOTOpas HaxoAMTCA B TOM e
kaTanore, 4to 1 darin am.exe (8 OC Windows) nam am (8 OC Linux).
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PucyHok 14-26. PasmeuweHue nanku fonts (OC Linux)

Hame

/opt/asmo/server

MNocne konupoBaHua GarnoB co WpudTamu B Nanky fonts HeobxoaMMo onmcatb UX. ITO
fenaetca B ini-daine, KOTOPbIA AOKEH pa3MeLLaTbCs B 3TOM Xe nanke. PekomeHpyetcs
co3/aBaTb OTAE/bHbIN ini-Garn ans kaxzgoro wpudTta. Vimsa darina poan He urpaer, Tak Kak
nounck GansoB C ONMCaHMAMN WPUPTOB OCYLLECTBAAETCSA NO MackKe.

Mpumep onncaHma WPUHTOB MOXHO NOCMOTPeTh B darine msfonts.ini:

PucyHok 14-27. ®pazmeHm ini-¢balina ¢ onucaHuem wpugmos

AHM|
roman,

THML 1jTa.
a3zaH, MCNonb3y

. 1 - hinting on, 2 - hinting off

Ana  npoBepkn COCTOAHMA WPUPTOB MOXHO BOCMONL30BATbCA  CreunanbHbIM
NHCTPYMeHTOM < CocmosHue wpugdmoes>.

YTObbI OTKPBITb 3TOT MHCTPYMEHT, HaXKMUTE KHOMKY AMArHOCTUKN B 1I€EBOWN YaCTU CTPOKM
COCTOSIHMSA KANEHTa U BbibepuTe NyHKT <CocmosHue wpugmoe>.
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PucyHok 14-28. Beizos uHcmpymeHma «CocmosiHue wpugpmos»

system
system
system
system

dpi: 96

ACMO rpacdudecknii pejakTop

ACMO rpadmueckmit...

CocTofaH1e WpKudTos

LLpudpr Crune

Regular
Bold

Bold, ltalic
Italic

system, Regular, PTS55E.uf:

Tun

BryTpennui, BekTopHsIA
BryTperkuid, BekTOpHLIH
BryTperHui, BEKTOPHEIH
BryTpeHHui, BekTOpHSIi

vertScalg
horzScals
gamma:

approxirr
weight: -

WHcnexTap 3anpocoe
Coxparenue rql/sql

Coxpanesnne rql

Cocrosnue WwpudTos

Perncrpauus ana 3anycka no-yMonyaHno

IHarHOCTHKE

0001/02494 43,0 § & Kb/906Kb | mem: 5 800 Kb/5 789

WMmMa daitna

PTSS5EF
PTS75F ttf
PTST6F tif
PTS56F ttf

Pazmep WHdopmauma no
baiina (K6) 2arpyake
774 3arpysen!
447 Jarpysen!
337 3arpywsen!
403 3arpywmen!

prefadmin v6.473v
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MpunoxeHune. Tabanua cooTBeTCTBMA 6NBAMOTEK,

nakeToB W AnNcTpmbyTneos Linux

Mpunoxxenme. Tabnmua coorBercTtBna 6ubnmnorex,
nakeToB u aAucTtpmnbyTueos Linux

Bbu6bnnoreka AvncrpubyTtus MNaker
alt10 glibc-core
libdl astra |Ib.C6
red glibc
rosa glibc
alt10 glibc-pthread
astra libc
libpthread
Iopthrea red glibc
rosa glibc
alt10 glibc-pthread
, astra libc
librt :
red glibc
rosa glibc
alt10 zlib
: astra zlib1g
bz red lib
rosa lib64z1
alt10 libGLES
: astra libgles2
bGLESv2 red libglvnd-gles
rosa lib64GLESv2_2
alt10 libSDL2
, astra libsdl2-2.0-0
libSDL2 rod <DL2
rosa lib64SDL2_2.0_0
alt10 libSDL2_image
. : astra libsdI2-image-2.0-0
libSDL2
bSDL2_image red SDL2_image
rosa lib64SDL2_image2.0_0
alt10 libfreetype
: astra libfreetype6
libfreetype ed freetype
rosa lib64freetype6
alt10 libX11
_ astra libx11-6
X1 red libX11
rosa lib64x11_6
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MpunoxeHune. Tabanua cooTBeTCTBMA 6NBAMOTEK,

nakeToB W AnNcTpmbyTneos Linux

alt10 libdw
, astra libdw1
libdw red elfutils-libs
rosa lib64dw1
alt10 libgtk+3
. astra libgtk-3-0
libgtk-3
09 red gtk3
rosa lib64gtk+3_0
alt10 glib2
, . astra libglib2.0-0
libgobject-2.0 ed glib2
rosa lib64gobject2.0_0
alt10 glib2
- astra libglib2.0-0
libglib-2.0 od glib2
rosa lib64gobject2.0_0
alt10 fontconfig
libfontconfig astra I|bfontcgnflg1
red fontconfig
rosa lib64fontconfig1
alt10 libkrb5
: . astra libgssapi_krb5-2
libgssapi_krb5 od krb5-libs
rosa lib64gssapi_krb5_2
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